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Preface

This guide describes how to configure OcNOS.

IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

monospaced type Code elements such as commands, parameters, files, and directories

Chapter Organization

The chapters in command references are organized as described in Command Description Format.
The chapters in configuration guides are organized into these major sections:

* Anoverview that explains a configuration in words

» Topology with a diagram that shows the devices and connections used in the configuration

+  Configuration steps in a table for each device where the left-hand side shows the commands you enter and the
right-hand side explains the actions that the commands perform

» Validation which shows commands and their output that verify the configuration

Related Documentation

For information about installing OcNOS, see the Installation Guide for your platform.
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Feature Availability

The features described in this document that are available depend upon the OcNOS SKU that you purchased. See the
Feature Matrix for a description of the OcNOS SKUs.

Migration Guide

Check the Migration Guide for configuration changes to make when migrating from one version of OcNOS to another.

Support

For support-related questions, contact support@ipinfusion.com.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or remotely
from a terminal emulator such as putty or xterm. You can also use the commands in scripts to automate
configuration tasks.

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?

The CLI displays this keyword list with short descriptions for each keyword:

control-adjacency
control-channel

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bidirectional Forwarding Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi-directional 1lsp status and configuration
bridge Bridge group commands
ce-vlan COS Preservation for Customer Edge VLAN
class-map Class map entry
cli Show CLI tree of current mode
clns Connectionless-Mode Network Service (CLNS)

Control Adjacency status and configuration
Control Channel status and configuration

cspf CSPF Information

customer Display Customer spanning-tree

cvlan Display CVLAN information

debugging Debugging functions (see also 'undebug')
etherchannel LACP etherchannel

ethernet Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debugging Debugging functions (see also 'undebug')

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show 1? (CLI does not display the question mark).
interface Interface status and configuration

ip IP information

isis ISIS information
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Command Completion

The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh
Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation. Type
show 1 and press the tab key. The CLI displays:

> show i
interface ip ipv6 isis
> show i
The CLlI displays the interface and ip keywords. Type n to select interface and press the tab key. The CLI
displays:

> show in
> show interface

Type ? and the CLI displays the list of parameters for the show interface command.

> show interface
IFNAME Interface name
| Output modifiers
> Output redirection
<cr>

The CLI displays the only parameter associated with this command, the TFNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh int xe0
is an abbreviation for:

> show interface xe0

Command Line Errors

Any unknown spelling causes the CLI to display the error Unrecognized command in response to the ?. The CLI
displays the command again as last entered.

> show dd?
% Unrecognized command
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:

(config) #router ospf here

% Invalid input detected at '~' marker.
where the # points to the first character in error in the command.
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If a command is incomplete, the CLI displays the following message:

> show

[o)

% Incomplete command.
Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below. This
does not cause an error and the command performs as expected:

area 10.10.0.18 wvirtual-link 10.10.0.19 authent
ication-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:
* The ip address command assigns an IPv4 address to an interface

* Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table P-2 describes the conventions used to represent command syntax in this reference.

Table P-2: Syntax conventions

Convention Description Example
monospaced | Command strings entered on a command line show ip ospf
font

lowercase Keywords that you enter exactly as shown in the show ip ospf

command syntax.

UPPERCASE See Variable Placeholders IFNAME

() Optional parameters, from which you must select (A.B.C.D|<0-4294967295>)
one. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameters, from which you select one or (A.B.C.D|<0-4294967295>])
none. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameter which you can specify or omit. (IFNAME | )
Do not enter the parentheses or vertical bar as part
of the command.

{} Optional parameters, from which you must select {intra-area <1-255>|inter-area
one or more. Vertical bars delimit the selections. Do | <1-255>|external <1-255>}

not enter the braces or vertical bars as part of the
command.
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Table P-2: Syntax conventions (Continued)

follows a question mark can only appear once in a
command string. Do not enter the question mark as
part of the command.

Convention Description Example

[] Optional parameters, from which you select zero or [<1-65535>|AA:NN|internet|local-AS]|
more. Vertical bars delimit the selections. Do not no-advertise|no-export]
enter the brackets or vertical bars as part of the
command.

? Nonrepeatable parameter. The parameter that ?route-map WORD

Repeatable parameter. The parameter that follows a
period can be repeated more than once. Do not
enter the period as part of the command.

set as-path prepend .<1-65535>

Variable Placeholders

Table P-3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table P-3: Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LINE A text string, including spaces; no other parameters can follow this parameter

IFNAME Interface name whose format varies depending on the platform; examples are: eth0,
Ethernet0, ethernetO, xe0

A.B.C.D IPv4 address

A.B.C.D/M IPv4 address and mask/prefix

X:X::X:X IPv6 address

X:X::X:X/M IPv6 address and mask/prefix

HH:MM:SS Time format

AA:NN BGP community value

XX XX 1 XX : XX 1 XX : XX MAC address

<1-5> Numeric range

<1-65535>

<0-2147483647>

<0-4294967295>
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Command Description Format

Table P-4 explains the sections used to describe each command in this reference.

Table P-4: Command descriptions

Section

Description

Command Name

The name of the command, followed by what the command does and when should it be used

Command Syntax

The syntax of the command

Parameters

Parameters and options for the command

Default

The state before the command is executed

Command Mode

The mode in which the command runs; see Command Modes

Example

An example of the command being executed

Keyboard Operations

Table P-5 lists the operations you can perform from the keyboard.

Table P-5: Keyboard operations

Key combination

Operation

Left arrow or Ctrl+b

Moves one character to the left. When a command extends beyond a single line, you can press left
arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you can press Ctrl+a to go
directly to the beginning of the line.

Right arrow or Ctrl-f

Moves one character to the right. When a command extends beyond a single line, you can press right
arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can press Ctrl+e to go directly to
the end of the line.

Esc, b Moves back one word

Esc, f Moves forward one word

Ctrl+e Moves to end of the line

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
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Table P-5: Keyboard operations (Continued)

Key combination Operation

Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?

| Output modifiers
> Qutput redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show rsvp | ?
begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match
last Last few lines

redirect Redirect output

Begin Modifier

The begin modifier displays the output beginning with the first line that contains the input string (everything typed after
the begin keyword). For example:

# show running-config | begin xel

...skipping
interface xel
ipv6 address
|

interface xe?2
ipv6 address
1

line con O

fe80::204:75ff:fee6:5393/64

fe80::20d:56ff:fe96:725a/64

login
|
end
You can specify a regular expression after the begin keyword, This example begins the output at a line with either
“xe2” or “xe4”:
# show running-config | begin xe[3-4]
...skipping
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interface xe3
shutdown

|

interface xe4d
shutdown

|

interface svlan0.1
no shutdown

|

route-map myroute permit 3
|
route-map mymapl permit 10
|
route-map rmapl permit 3
|
line con O
login
line vty 0 4
login
|
end

Include Modifier

# show interface xel | include input
input packets 80434552, bytes 2147483647, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1, missed O
You can specify a regular expression after the include keyword. This examples includes all lines with “input” or
“output”:
#show interface xe0 | include (in]out)put
input packets 597058, bytes 338081476, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 613147, bytes 126055987, dropped O
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O

Exclude Modifier

The exclude modifier excludes all lines of output that contain the input string. In the following output example, all lines
containing the word “input” are excluded:

# show interface xel | exclude input

Interface xel
Scope: both

Hardware is Ethernet, address is 0004.75e6.5393
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>

VRF Binding: Not bound
Administrative Group(s) :

None

DSTE Bandwidth Constraint Mode is MAM
inet6 fe80::204:75ff:fee6:5393/64

output packets 4438, bytes 394940,

output errors 0, aborted O,

collisions 0

carrier O,

dropped 0

fifo O,

heartbeat O,

The include modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

window O
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You can specify a regular expression after the exc1ude keyword. This example excludes lines with “output” or “input”:

# show interface xe0 | exclude (in|out)put
Interface xe0
Scope: both
Hardware is Ethernet Current HW addr: 001b.2139.6c4da
Physical:001b.2139.6c4a Logical: (not set)
index 2 metric 1 mtu 1500 duplex-full arp ageing timeout 3000
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b:21ff:fe39:6cda/64
collisions 0

Redirect Modifier

The redirect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frame.txt
The output redirection token (>) does the same thing:

# show cli history >/var/frame.txt

Last Modifier

The 1ast modifier displays the output of last few number of lines (As per the user input). The last number ranges from
1 to 9999.

For example:

#show running-config | last 10
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String Parameters

The restrictions in Table P-6 apply for all string parameters used in OcNOS commands, unless some other restrictions
are noted for a particular command.

Table P-6: String parameter restrictions

Restriction Description
Input length 1965 characters or less
Restricted special characters “r f S Y7, and f=7

The “|” character is allowed only for the description command in interface
mode.

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. Table P-7 lists
the command modes common to all protocols.

Table P-7: Common command modes

Name Description
Executive Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode from where you
mode can perform basic commands such as show, exit, quit, help, and enable.
Privileged Also called enable mode, in this mode you can run additional basic commands such as debug, write, and
executive show.
mode
Configure Also called configure terminal mode, in this mode you can run configuration commands and go into other
mode modes such as interface, router, route map, key chain, and address family.

Configure mode is single user. Only one user at a time can be in configure mode.
Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting you configure in
mode this mode overrides a setting configured in router mode.
Router This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.
mode
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Command Mode Tree

The diagram below shows the common command mode hierarchy.

Start in
executive
mode

+ enable (password)

Privileged
executive
mode

+ configure terminal

Configure
mode

interface xe0 / \router ospf

Interface Router
mode mode

Figure P-1: Common command modes

To change modes:
1. Enter privileged executive mode by entering enable in Executive mode.

2. Enter configure mode by entering configure terminal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally to
router mode:

> enable mypassword

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# router ospf

(config-router) #

Note: Each protocol can have modes in addition to the common command modes. See the command reference for
the respective protocol for details.
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Transaction-based Command-line Interface

The OcNOS command line interface is transaction based:

* Any changes done in configure mode are stored in a separate candidate configuration that you can view with the
show transaction current command.

*  When a configuration is complete, apply the candidate configuration to the running configuration with the commit
command.

» If a commit fails, no configuration is applied as the entire transaction is considered failed. You can continue to
change the candidate configuration and then retry the commit.

» Discard the candidate configuration with the abort transaction command.
*  Check the last aborted transaction with the show transaction last-aborted command.

»  Multiple configurations cannot be removed with a single commit. You must remove each configuration followed by
a commit.

Note: All commands MUST be executed only in the default CML shell (cm1sh). If you log in as root and start imish,
then the system configurations will go out of sync. The imish shell is not supported and should not be started
manually.
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cHarTER 1 Using the Management Interface

Overview

OcNOS provides support for different types of Management Interfaces. The management interface can be the standard
out of band (OOB) port, or any in-band port.

To provide segregation between management traffic and data traffic, OcNOS provides a Management VRF. The
Management VRF is created by default when OcNOS boots. This VRF cannot be deleted. All ports used as
Management Interface needs to be in Management VRF. The management VRF is used for all types of Management
applications listed below

* Remote access to router (SSH/Telnet)

»  File transfer applications (SFTP/SCP)

* Login Authentication via Radius/Tacacs

*  Network management protocols (SNMP, Netconf)

Apart from this, DHCP, DNS, NTP, Syslog, sFlow, and license/software upgrade also uses ports mapped to the
management VRF for their operations. Also LLDP can run on any ports mapped to the management VRF.

Note: If the management interface flaps, the device becomes unreachable.

Management Port

The Out of Band (OOB) Management Port in OcNOS is identified as “eth0.” This port is automatically mapped to the
Management VRF when OcNOS boots, and will remain in same VRF throughout. It cannot be moved out of this VRF.

The IP address of the management port can be configured statically or via DHCP.

Static IP Configuration

A static IP can be configured on the management port during ONIE installation itself, or after installation using the
OcNOS CLIs commands. To configure a static IP during ONIE installation, do the following

#onie-stop
#ifconfig eth0 <ip address> netmask <subnet mask> up
Please check the Install Guide for details.

The IP address configured during ONIE installation will be applied to the management port and the same will be
retained when OcNOS boot up, and the port becomes part of Management VRF.

#show running-config interface ethO
|

interface ethO

ip vrf forwarding management

ip address 10.12.44.109/24

After getting the OcNOS prompt, this IP address can be changed from the CLI.
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#configure terminal Enter configure mode

(config) #interface ethO Enter interface mode

(config-if) #ip address 10.12.44.120/24 Assign an |IPv4 address to the interface

(config-if) #fexit Exit interface mode

(config) #commit Commit the candidate configuration to the running configuration
(config) #exit Exit configure mode

If a static IP is not configured during ONIE installation the same can be configured via CLI by following the above steps.
Using the OcNOS CLI, DHCP can also be enabled on the Management port.

#configure terminal Enter configure mode

(config)#interface ethO Enter interface mode

(config-if) #ip address dhcp Enable DHCP on interface

(config-if) #fexit Exit interface mode

(config) #commit Commit the candidate configuration to the running configuration
(config) #fexit Exit configure mode

Obtaining IP Address via DHCP

During onie installation, the management port attempts to acquire IP address via DHCP automatically unless stopped
explicitly using the onie-stop command. So, if management port is getting IP via DHCP, after OcNOS boots, the
management port will continue to use DHCP, even when it is part of the Management VRF.

#show running-config interface ethO
!

interface ethO

ip vrf forwarding management
ip address dhcp

After OcNOS boots, the IP address can be changed to any static IP from the command line as shown earlier.

In-Band Ports

Any front-end ports of the device (in-band ports) can be made part of the management VRF. Once they are part of the

management VRF they can also support all management applications such as SSH/Telnet and others as listed in
Overview.

Once the ports are part of the management VRF, they should not be used for data traffic and routing or switching
purposes. In-band ports can be added or removed from Management VRF as and when required.

#configure terminal Enter configure mode

(config) #interface xel/1 Enter interface mode

(config-if) #ip vrf forwarding management Add in-band port to Management VRF
(config-if) #exit Exit interface mode

(config) #commit Commit the candidate configuration to the running
(config) #exit Exit configure mode
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#configure terminal Enter configure mode

config) #interface xel/1 Enter interface mode

config-if)# no ip vrf forwarding management Remove in-band port from Management VRF

(
(
(config-if) #fexit Exit interface mode
(
(

config) #commit Commit the candidate configuration to the running
config) ffexit Exit configure mode

Using Ping in Management VRF

To check reachability to any node in the management network, you need to explicitly mention the VRF name as
“‘management.”

In the following example, Node-1 has management interface ethO and Node-2 has management interfaces ethO and
xe3/1. In order to reach the network 20.20.20.40/24 from Node-1 a static route needs to added.

10.12.44.106 20.20.20.40

ethO ethO
NODE1 NODE2
Figure 1-1: Ping in Management VRF topology

#configure terminal Enter configure mode

(config)# ip route vrf management Add static route in management VRF to reach 20.20.20.0/24
20.20.20.0/24 10.12.44.106 ethO network

(config) #commit Commit the candidate configuration to the running configuration
(config) #fexit Exit configure mode

Node-1l#show ip route vrf management
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area,
v - vrf leaked
* - candidate default

IP Route Table for VRF "management"
C 10.12.44.0/24 is directly connected, ethO
S 20.20.20.0/24 [1/0] via 10.12.44.106, ethO

Gateway of last resort is not set

Node-1l#ping 20.20.20.40 vrf management

PING 20.20.20.40 (20.20.20.40) 56(84) bytes of data.

64 bytes from 20.20.20.40: icmp seg=1 ttl=64 time=0.494 ms
64 bytes from 20.20.20.40: icmp seg=2 ttl=64 time=0.476 ms
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cHarTER2  User Configuration

Overview

User management is an authentication feature that provides administrators with the ability to identify and control the
users who log into the network.

OcNOS provides 4 different roles for users.

* Network Administrator: can make permanent changes to switch configuration. Changes are persistent across
reset/reboot of switch.

* Network Engineer: can make permanent changes to switch configuration. Changes are persistent across reset/

reboot of switch.

* Network Operator: can make permanent changes to switch configuration. Changes are not persistent across reset/

reboot of switch.

* Network User: displays information; cannot modify configuration.

User Configuration

#configure terminal

Enter configure mode.

(config) #username
Userl2345$

userl password

Create a user “user1” with password User12345$ with default
role of network user. Password must be 8-32 characters,
username 2-15 characters.

(config) #username
operator password

userl role network-
Userl12345$

Change the role for user1 to network-operator.

(config) #username
operator password

user?2 role network-
Userl2345$

Create a user “user2” with role as network-operator.

(config) #username

user3 role network-admin

password Userl12345$

Create a user “user3” with role as network-admin.

(config) #username
engineer password

user4 role network-
Userl12345$

Create a user “user4” with role as network-engineer.

(config) #commit

Commit the candidate configuration to the running configuration

(config) #exit

Exit configure mode.

Validation

#show user—-account

User:userl

User:user?2

User:user3

User:userd

#show role

roles: network-operator

roles: network-operator

roles: network-admin

roles: network-engineer
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Role Name Info

network-admin Network Administrator - Have all permissions
network-engineer Network Engineer - Can save configuration
network-operator Network Operator - Can not save configuration
network-user Network User - Can not change configuration

rbac-customized-role RBAC User - Can change only permitted configuration

#show user—-account userl
User:userl
roles: network-operator
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cHarTER 3 Telnet Configuration

Overview

Telnet is a TCP/IP protocol used on the Internet and local area networks to provide a bidirectional interactive text-
oriented communications facility using a virtual terminal connection. The Telnet program runs, connects it to a server
on the network. A user can then enter commands through the Telnet program and they will be executed as if the user
were entering them directly on the server console.Telnet enables users to control the server and communicate with
other servers on the network. The default port number for Telnet protocol is 23.Telnet offers users the capability of
running programs remotely and facilitates remote administration.

Support for In-band Management Over Default VRF

OcNOS supports Telnet over the default and management VRFs via in-band management interface and OOB
management interface, respectively.

By default, Telnet runs on the management VRF.

Telnet Configuration with IPv4 Address

Topology

SW1
Remote
machine
Figure 3-2: Telnet topology

Enable and Disable the Telnet Server
#configure terminal Enter configure mode
(config) #no feature telnet vrf management  Disable Telnet feature
(config) #feature telnet vrf management Enable Telnet feature
(config) #commit Commit the candidate configuration to the running configuration
(config) #fexit Exit configure mode

© 2024 IP Infusion Inc. Proprietary 44



Telnet Configuration

Configure the Telnet Server Port

#configure terminal

Enter configure mode

(config) #no feature telnet vrf management

Disable Telnet feature

(config) #telnet server port 6112 vrf
management

Set Telnet port to 61112

(config) #feature telnet vrf management

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running configuration

(config) #exit

Exit configure mode

Telnet Client Session

#telnet 10.10.10.1 vrf management

Log into remote machine using IPv4 address

Validation

#show telnet server
VRE MANAGEMENT
telnet server enabled port: 23

VREF DEFAULT:
telnet server enabled port: 6112

#show running-config telnet server

feature telnet vrf management
no feature telnet

Telent Configuration with IPv6 Address

Telnet is performed with IPv6 IP and verified by logging on remote PC.

Topology

Figure 3-3 shows the sample configuration of Telent.
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Router

Remote machine

Figure 3-3: Telnet Configuration topology

Basic Configuration

#configure terminal

Enter configure mode

config) #no feature telnet vrf management

Disable Telnet feature

config) #feature telnet vrf management

Enable Telnet feature

config) #commit

Commit the candidate configuration to the running configuration

( )
( )
( )
( )

config) #exit

Exit configure mode

Configure the Telnet Server Port

#configure terminal

Enter configure mode

(config) #no feature telnet vrf management

Disable Telnet feature

(config) #telnet server port 6112 vrf
management

Set Telnet port to 6112

(config) #feature telnet vrf management

Enable Telnet feature

(config) #commit

Commit the candidate configuration to the running configuration

(config) #exit

Exit configure mode

Telnet Client Session

#telnet 2001::1 vrf management

Log into remote machine using IPv6 address

Validation

##show telnet server

VREF MANAGEMENT
telnet server enabled port: 23
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VRE DEFAULT:
telnet server enabled port: 6112

#show running-config telnet server

feature telnet vrf management
no feature telnet
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cHarTER4  SSH Client Server Configuration

Overview

SSH is a network protocol that allows data to be exchanged using a secure channel between two networked devices.
SSH was designed as a replacement for Telnet and other insecure remote shells, which send information, notably
passwords, in plain text, rendering them susceptible to packet analysis.[2] The encryption used by SSH is intended to
provide confidentiality and integrity of data over an unsecured network, such as the Internet. SSH uses public-key
cryptography to authenticate the remote computer and allow the remote computer to authenticate the user.

SSH is typically used to log into a remote machine and execute commands, but it also supports tunneling, forwarding
TCP ports and X11 connections; it can transfer files using the associated SFTP or SCP protocols. SSH uses the client-
server model

TCP port 22 is assigned for contacting SSH servers. This document covers the SSH server configuration to enable
SSH service and key generation and SSH client configuration for remote login to server.

In-band Management over Default VRF

OcNOS supports SSH over the default and management VRFs via the in-band management interface and out-of-band
management interfaces, respectively.

SSH can run on the default and management VRFs simultaneously. By default, it runs on the management VRF.

SSH Configuration

SSH is performed with IPv4 and IPv6 addresses.

IPv4 Address Configuration

Topology

SWi1

Remote
machine

Figure 4-4: SSH sample topology
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Basic Configuration

#configure terminal Enter configure mode

(config) #ssh login-attempts 2 vrf Set the number of login attempts to 2

management

(config) #commit Commit the candidate configuration to the running configuration
(config) #exit Exit configure mode

Validation

#show ssh server
ssh server enabled port: 22
authentication-retries 2

#show running-config ssh server
feature ssh vrf management
ssh login-attempts 2 vrf management

SSH Client Session

When the device acts as an SSH client, it supports both SSH IPv4 sessions to log into the remote machine.

#ssh root@10.10.10.1 vrf management Log into remote machine using an IPv4 address

SSH Keys

Use the ssh key command to generate new RSA/DSA keys for the SSH server. By default, the system has RSA/DSA
public/private key pair placed in /etc/ssh/. If you want to regenerate RSA keys, you must specify the force option.

Configuration

#ssh keygen host rsa vrf management Specify the force option to regenerate SSH RSA keys. This
option overwrites the existing key.

Validation

#sh ssh key

****************RSA KEY********************

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMuVcO0jpNgMyNzagqzIELX6L1sakK/
1q7pBixmwHAGDsZm/
dC1TLb18AIB27W68YD8k0+YwWOLROrHuPtNeSFMEsMaQxsalkSi7yg86xSJaqgLQTyOUTS/
OCY9%hreXkJ73ay

nO0yXa8+breloyJglNWxATIIB1jEhfSSAipoDSp/
dmc93VJIyV+3hgylFMTAheyebQaUVeLBEMH7s1R1Sfyo70HSBYSF6GzAmMSuCm6PAel pHm/
3L4gChcnPL+00utQO01ifCSLAUOXEZhTFXrzC611+14LGt8pROYN+2uEnU6kgli
aDLEffIWK4dWCp67JUIef1BTOVXRUrpssuRds1hJQXDFaj

bitcount: 2048 fingerprint: a4:23:5d:8a:5a:54:80b:3e:00:38:06:79:82:9:83:48
khkkhk Ak kA hkhkkhkhhhrhrhhkkhkhhhrhhkkhddhrrhrhkkhkhhdxxk%k

****************DSA KEY********************

ssh-dsa AAAAB3NzaClkc3MAAACBALPY6MFhFPYI+VcAHzHppnwVNNXv9oR/
EGHUM50BBgdQE1Qilmltlrftd4oadtYR46P4gazKnnNfVE/
97FwEbCZaXaz9Wzfcfa3ALtsvGdyNQQk2BebYiRnmeWnS3wGVOM/D64bA1V0

2p/
LyF6D0ygMnZ3up3ttTNSQfHeyYQOtwyzAAAAFQD+k6wQyr51ThXIQSsQD8by8gxjUwAAAIBOLXP31jn
fzxEXyEkNNz1xCcJ7ZZkFYUntDIxRZ1DceuSf4QipMrQVrdrgdgZNhrUiDWM/
HaCMO9LAEQxfPh5TaIwPyccngn
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VUS83Tx5770fBW6hellTey3B3/3I+FfiGKUXS/
mZSyf5FW3swwyZwMkFOmMVOSRCYTprnFt5gx8awAAATIEAFDNgMkyxUvB6JIBgfo7zbGagXjBOmJ+dES G
JI12znlgg4lhYcMZJIVNwTiydDIgMVNFfKc1dAT3zr6gMZEGv56EDK

1qUul03K5CF44XfVKYNCHIV+/
fcfAJasGU8W60SbU5008abyMsIGRYTurOMkRhvif6sxvieEpVnVK2/nPVVXA=
bitcount: 1024 fingerprint: d9:7a:80:e0:76:48:20:72:a6:5b:1c:67:da:91:9£:52

KAKAIRKA A AR A A A R A A AR AR AR AR A AR AR AR AR ARk K

Note: The newly created rsa/dsa key can be verified by logging into the device from a remote machine and checking
whether the newly created key's fingerprint matches with the logging session fingerprint.

IPv6 Address Configuration
SSH is performed with IPv6 IP and verified by logging in on remote PC.

Topology

Figure 4-5 shows the sample configuration of SSH.

Router Remote machine
Figure 4-5: SSH Configuration topology

DUT

#configure terminal Enter configure mode

(config) #ssh login-attempts 2 vrf Set the number of login attempts to 2

management

(config) #commit Commit the candidate configuration to the running configuration
(config) #exit Exit configure mode

Validation

#show ssh server ssh server
ssh server enabled port: 22
authentication-retries 2

#show running-config ssh server
feature ssh vrf management
ssh login-attempts 2 vrf management
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SSH Client Session

When the device acts as an SSH client, it supports both SSH IPv6 sessions to log into the remote machine.

#ssh root@2001::1 vrf management Log into remote machine using an IPv6 address

SSH Keys

Use the SSH key command to generate new RSA/DSA keys for the SSH server. By default, the system has RSA/DSA
public/private key pair placed in /etc/ssh/. If you want to regenerate RSA keys, you must specify the force option.

#ssh keygen host rsa vrf management Specify the force option to regenerate SSH RSA keys. This
option overwrites the existing key.

Validation

#Sh SSh key *xddkkdddddddkx xRGA KEY ** %k ko ko ok ok ok ok ok ok ok ok ok ok o

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMuVcOjpNgMyNzaqzIELX6LlsaK/ 1g7pBixmwHAGDsZm/
dC1lTLb18AIB27W68YD8k0O+YWOLROrHUPtNeSFMEsSMaQxsalkSi7yg86xSJaqgLQTyOUTS/ OC9hreXkJ73ay
n0yXa8+breOoyJgINWxATIIB1jEhfSSAipoDSp/
dmc93VJIyV+3hgylFMTAheyebQaUVeLBEMH7siR1Sfyo70HSBYSF6GzAmSuCm6PAe 1 pHm/
3L4gChcnPL+00utQOifCSLAUOXEZhTFXrzC611+14LGt8pROYN+2uENU6kgli
aDLEffIWK4dWCp67JUIef1BTOvxRurpssuRdslhJQXDFaj bitcount: 2048 fingerprint:
a4:23:5d:8a:5a:54:8b:3e:0b:38:06:79:82:e9:83:48 *Hxxxkkkxkkkdkxhkdkkkkkdkkxkkokkxxkkdkxkxkx

****************DSA KEY****x*xxxxkkkkkhkkkhkrxx*x

ssh-dsa AAAAB3NzaClkc3MAAACBALpPpY6MFhFPYI+VcAHzHppnwVnNXv9oR/
EGHUM50BBqdQE1QilmltlrftdoadtYR46P4gazKnnNEVE/
97FwEbCZaXaz9Wzfcfa3ALtsvGdyNQQk2BebYiRnmeWnS3wGVOM/D64bA1V0O 2p/
LyF6D0ygMnZ3up3ttTNSQfHeyYQtwyzAAAAFQD+k6wQyr51ThXIQSsQD8by8gxjUwAAAIBOLxP31jn
fzxEXyEkNNz1xCcJ7ZZkFYUntDIxXRZ1DceuSf4QipMrQVrdrgdgZNhrUiDWM/
HaCMO9LAEQxfPh5TalwPyccngn VUS83Tx5770fBW6hellTey3B3/3I+FfiGKUXS/
mZSyfS5FW3swwyZwMkFOmVOSRCYTprnFt5gx8awAAATIEA]DNgMkyxUvB6JIBgfo7zbGgXjBOmJI+dES£G
JjI2znlgg4lhYcMZJVNwT1ydDIgMVNFfKc1ldAT3zr6gMZEGv56EbK1qUul03K5CF44XEVkYNCHIV+/
fcfAJasGU8W60SbUS5Q08abyMsIGRYTurOMkRhvif6sxvieEpVnVK2/nPVVXA= bitcount: 1024
fingerprint: d9:7a:80:e0:76:48:20:72:a6:5b:1c:67:da:91:9f:52

Ak Ak hkhhkhhkhhkhkhkhkhhkhhrhkhkhkhkhkkhhrhkhkhrhkhkhkrkhkkxxk*xx

SSH Encryption Cipher

Specify an SSH cipher to encrypt an SSH session. By default, all the ciphers are supported for a new SSH client to
connect to the SSH server.

SSH supports these encryption algorithms:
* Advanced Encryption Standard Counter:
+ aes128-ctr
* aes192-ctr
* aes256-ctr
* aes128-cbc
* Advanced Encryption Standard Cipher Block Chaining:
+ aes192-cbc
* aes256-cbc
» Triple Data Encryption Standard Cipher Block Chaining:
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e« 3des-cbc

Configuration

#configure terminal

Enter configure mode

(config) #ssh server algorithm
encryption aesl28-ctr vrf
management

Set the SSH server encryption algorithm to AES 128 bit counter

(config) #ssh server algorithm
encryption aesl28-cbc vrf
management

Set the SSH server encryption algorithm to AES 128 cipher block chaining

(config) #commit

Commit the candidate configuration to the running configuration

‘(config)#exit

Exit configure mode

Validation

The new cipher encryption algorithm takes effect for a new incoming ssh client connection.

#show running-config ssh server

feature ssh vrf management

ssh server algorithm encryption aesl28-ctr aesl28-cbc vrf management

SSH Client Session

management

#ssh cipher aesl28-ctr root@l.1.1.1 vrf |[Specify AES 128-bit counter encryption to establish an SSH

connection to a remote machine using an |IPv4 address

SSH Key-Based Authentication

Enable OcNOS device SSH server to perform public key based SSH authentication, to enable machine to machine

communication possible without requiring password. Public key based authentication increases the trust between two
Linux servers for easy file synchronization or transfer. Public-key authentication with SSH is more secure than
password authentication, as it provides much stronger identity checking through keys.
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Topology

SWA1

Remote
machine

Figure 4-6: SSH Key-based authentication

Public Key Authentication Method

The server has the public key of the user stored; using this the server creates a random value, encrypts it with the
public key and sends it to the user. If the user is who is supposed to be, he can decrypt the challenge using the private
key and send it back to the server, server uses the public key again to decrypt received message to confirm the identity
of the user. SSH is supported in-band (default VRF) and out of band (management VRF). Installed keys are stored in
the ~/.ssh/authorized keys file.

SSH key based authentication steps:

1. Login to remote machine Linux desktop (ssh client) and generate the key pair using the ssh-keygen command.
2. Create the username in OcNOS device (ssh server).

3. Install the public key of remote Linux ssh client in the OcNOS device.

4. Display the installed key in the OcNOS device using the show running-config command.

5

Log in from the remote Linux ssh client to the OcNOS device without providing a password.

Useful Commands on Remote Desktop Client

# ssh-keygen To generate key pair on remote Linux machine (ssh client)
# cd /bob/.ssh/ To go to the location of saved key pair
# cat id rsa.pub Command to display the generated public key in remote Linux client

Configuration commands in OcNOS

(config) #configure terminal Enter configure mode.

(config) #feature ssh vrf management Enable the SSH feature on vrif management. To enable in
default vrf give the command "feature ssh"
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(config) #username fred To create username with default role as network-user. To
create user with different role specify role using command
"username <username> role <role_name>

(config) #username fred sshkey Install the public key of remote Linux client in OcNOS device.

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZPoyY
6qIWUkew884NvgXgMPSOw3fQe5kgpXvX0SbcUl5axI/
VHVgU2YO0/
0gAtRUIAkS5soRrf51Z2+rTO0zNP37m+Tm5HIEFKZZut0
FffGSuXtPKbE+GG1QYHEZC8RSngQuHlxr1lve31GbB1U
UxuWhMzJ£fgc2vZ78V2znd2zk4ygiN1jx1sESUI98WyI
cwuqg44tzulaUYAICIfrQJXriQml+QcJONERS508rMS5D
5NnTVhlnrogoozY8i/
gMKfhCFMbysjiDMHU9GC1NSNbIF/
DQbvWEskFFEvVE6f0OrzXyvg26NpgadnZ4pQVzgkOaVwl
6Cy3csoTncwOvyXV bob@localhost.localdomain

(config) #commit Commit the candidate configuration to the running
(config) #exit Exit configure mode.
Validation

The new cipher encryption algorithm takes effect for a new incoming ssh client connection.

#show running-config

<skipped other content>

feature ssh vrf management
username fred role network-user
username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAARAQC8XhFiGlZP6yY6qIWUkew884NvgXgMPSOw3fQe5kgpXvX0SbcUl5axI/
VHVgU2Y0/
0gAtRUIAkS5soRrf51Z2+rTO0zNP37m+TmSHIEFKZZUutOFf£GSuXtPKbE+GGLQYHEZC8RSngQuHl1xr1lve31GbB1UU
xuWhMzJfgc2vZ78V2znd2zkdygiN1jx1sE8UI98WyIcwugqd44tzulaUYAICIfrQdXriQml+QcJIJINERS508rMS5D5N
nTVhlnrogoozY8i/gMKfhCFMbysjiDMHU9GC1NsSNbIF/
DQbVWEsSkKFFEvE6fOrzXyvg26NpgadnZ4pQVzgkOavVwl 6Cy3csoTncwlvyXV bob@localhost.localdomain

<skipped other content>
#show running-config ssh server
feature ssh vrf management

SSH Key-based Client Session

#ssh fred@10.10.26.186 Specify user name and ip address to access the device. Supports IPv4 and IPv6.User
should be able to access without password and through key based authentication

Restrictions

» Key generation or installation are not supported for "root" user account in OcNOS device.
« Third party SSH utilities cannot be used for key installation, rather OcNOS CLI is the only way to install public keys.
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Sample Use Case

1. Login to remote machine linux desktop (ssh client) and generate the key pair using the ssh-keygen command.

[bob@localhost ~]# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/bob/.ssh/id rsa):
/bob/.ssh/id rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /bob/.ssh/id rsa.
Your public key has been saved in /bob/.ssh/id rsa.pub.
The key fingerprint is:
b2:d0:cc:d2:dd:db:3d:05:c1:33:fc:4a:df:8e:85:af bob@localhost.localdomain
The key's randomart image is:

+--[ RSA 2048]----+

\

\

\

\ .

| o * 35 . . +o|
\

\

\

\

[bob@localhost ~]# cd /bob/.ssh/

[bob@localhost .sshl# cat id rsa.pub

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6yY6qIWUkew884NvgXgMPSOw3£0e5kgpXvX0SbcUl5axI/
VHVgU2Y0/

O0gAtRUIAkS5soRrf51Z22+rT0zNP37m+TmOHIEFKZZut OFf£GSuXtPKbE+GG1QOYHEZC8RSngQuHlxrlve31GbB1UU
xuWhMzJfgc2vZ78V2znd2zkdygiN1jx1sE8UI98WyIcwugd44tzulaUYAICIfrQIdXriQml+QcJIJINERS508rMS5D5N
nTVhlnrogoozY¥8i/gMKfhCFMbysjiDMHU9GC1NsSNbIF/
DObvWEskKkFFEvVE6£f0rzXyvg26NpgadnZ4pQVzgkOavVwl6Cy3csoTncwlvyXV bob@localhost.localdomain

[bob@localhost .sshl#

2. Create username in OcNOS switch device (ssh server)
(config) #username fred

Note: By default, the user role is network-user.

3. Install the public key of remote Linux ssh client in OcNOS device.

(config) #username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6oyY6qIWUkew884NvgXgqMPSOw3fQe5kgpXvX0SbcUl5axI/
VHVgU2Y0/
0gAtRUIAkS5soRrf51Z2+rTO0zNP37/m+TmSHIEFKZZUutOFf£GSuXtPKbE+GGLQYHEZC8RSngQuHl1xr1ve31GbB1UU
xuWhMzJfgc2vZ278V2znd2zk4ygiN1jx1sE8UIO8WyIcwugq44tzulaUYAICIfrQJXriQml+QcJONERSO8rMS5D5N
nTVhlnrogqoozY8i/gMKfhCFMbysjiDMHU9GCc1INsNbIF/
DQbVWEsSkKFFEvE6fOrzXyvg26NpgadnZ4pQVzgkOavVwl 6Cy3csoTncwlvyXV bob@localhost.localdomain

4. Display the installed key in OcNOS device using the show running-config command.

#show running-config
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<skipped other content>
username fred role network-user
username fred sshkey

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQC8XhFiGlZP6oyY6qIWUkew884NvgXqMPSOw3fQe5kgpXvX0SbcUl5axI/
VHVgU2Y0/
O0gAtRUIAkS5soRrf51Z2+rT0zNP37m+Tm5SHIEFKZZutOFffGSuXtPKbE+GG1QYHEZC8RSngQuHlxrlve31GbB1UU
xuWhMzJfgc2vZ278V2znd2zk4ygiN1jx1sE8UIO8WyIcwug44tzulaUYAICIfrQJXriQml+QcJONERSO8rMS5D5N
nTVhlnrogoozY¥8i/gMKfhCFMbysjiDMHUSGCINSNbIF/
DObVvWEskFFEVE6f0rzXyvg26NpgadnZ4pQVzgkOavVwl 6Cy3csoTncwlvyXV bob@localhost.localdomain

<skipped other content>

5. Login from remote Linux ssh client to OcNOS device without providing password
[bob@localhost .ssh]# ssh fred@10.10.26.186
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cHarTER5 DHCP Client Configuration

Overview

Dynamic Host Configuration Protocol (DHCP) protocol is used for assigning dynamic IP addresses to systems on a
network. Dynamic addressing allows a system to have an IP address each time it connects to the network. DHCP
makes network administration easier by removing the need to manually assign a unique IP address every time a new
system is added to the network. It is especially useful to manage mobile users. Once a system is configured to use
DHCP, it can be automatically configured on any network that has a DHCP server.

DHCP uses a client-server model, in which the DHCP server centrally manages the IP addresses used in the network.
DHCP clients obtain an IP address on lease from the DHCP server.

DHCP Client Configuration for IPv4

Before configuring the DHCP in client, make sure that DHCP server is ready and also dhcpd is running on the server
machine.

Figure 5-7: DHCP sample topology

#configure terminal Enter Configure mode.
(config) #feature dhcp Enable the feature dhcp. This will be enabled by default.
(config)#interface xel Specify the interface(xe1) to be configured and enter the

interface mode.

(config-if) #ip address dhcp The client requests for the IP address to the server, once it
receives the acknowledgment from the server, it assigns the IP
address to the interface in which this command is enabled.

(config if) #exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running configuration.
(config) #interface ethO Enter management interface mode.

(config-if) #ip address dhcp The client requests for the IP address to the server, once it

receives the Acknowledgement from the server, it assigns the IP
address to the management interface.
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(config if) #exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running configuration.

Validation Commands

#show running-config dhcp

interface xe2

ip address dhcp
|

ip dhcp relay information option

#sh ip interface brief

Interface IP-Address Admin-Status Link-Status
GMPLS Type

etho 10.12.44.20 up up
Io 127.0.0.1 up up
10.4 127.0.0.1 up up
;lanl.l unassigned up down
;el/l 2.2.2.3 up up
;el/Z unassigned down down
;el/B unassigned down down
;e1/4 unassigned up down
;62 *40.40.40.40 up down
;eB/l 20.20.30.1 up up

DHCP Client Configuration for IPv6

Before configuring the DHCP in client, make sure that DHCP server is ready and also dhcpd is running on the server
machine.
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Remote

machine
Figure 5-8: DHCP sample topology
#fconfigure terminal Enter Configure mode.
(config) #feature dhcp Enable the feature dhcp. This will be enabled by default.
(config) #interface xel Specify the interface(xe1) to be configured and enter the
interface mode.
(config-if) #ipv6 dhcp client request dns- The client request for name-server configured in server

nameserver

(config-if) #ipv6 dhcp client request domain- The client request for domain names with ip
search

(config-if) #ipv6 dhcp client request ntp- The client request for Ntp server details configured in server
server

(config-if) #ipv6 dhcp client request rapid- Enables rapid commit option
commit

(config-if) #ipv6 dhcp client request vendor- The client request for vendor specific information
specific-information

(config-if) #ipv6 dhcp client duid 11t Set duid type for DHCP Client. Possible values are lit or Il

(config-if) #ipv6 dhcp client dad-wait-time Max time that the client process should wait for the duplicate

300 address detection to complete before initiating DHCP
requests

Values range from 1 - 600

(config-if) #ipv6 address dhcp The client requests for the IP address to the server, once it

receives the acknowledgment from the server, it assigns the
IP address to the interface in which this command is enabled.

(config if) #exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running
(config) #interface ethO Enter management interface mode.

(config-if) #ip address dhcp The client requests for the IP address to the server, once it

receives the Acknowledgement from the server, it assigns the
IP address to the management interface.
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(config if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running.

Validation Commands

OcNOS#show ipv6 interface brief

Interface IPv6-Address Admin-Sta

tus

ce20 fe80::each:7aff:fe28:a67b [up/up]

ce?l fe80::eacb:7aff:fe28:a67c [up/down]

ethO fe80::each:7aff:feB8e:c365 [up/up]
*3001::1

xel fe80::eac5:7aff:fe28:a66b [up/up]

OcNOS#show ipvé6 dhcp vendor-opts

Interface name vendor-opts

xel 0:0:9:bf:0:1:0:c:48:65:6c:6c:6£:20:77:6f£:72:6c:64:21

OcNOS#show running-config dhcp

interface ethO

ip address dhcp

!

interface xel

ipv6e dhcp client request dns-nameserver
ipv6e dhcp client request domain-search
ipv6e dhcp client request ntp-server
ipv6e dhcp client request rapid-commit

ipv6e dhcp client request vendor-specific-information

ipv6e dhcp client duid 11t
ipv6e dhcp client dad-wait-time 300
ipv6 address dhcp
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cHarTER6 DHCP Relay Agent Configuration

Overview

The DHCP Relay feature was designed to forward DHCP broadcast requests as unicast packets to a configured DHCP
server or servers for redundancy.

DHCP Relay for IPv4

Before configuring DHCP Relay, make sure DHCP server and client configurations are done.

DHCP Relay ——

Agent
DHCP Server DHCP Client

Figure 6-9: DHCP Relay Configuration

DHCP Agent

#fconfigure terminal Enter configure mode.

(config) #feature dhcp Enable the feature dhcp. This is enabled by default.

(config) #ip dhcp relay By default this will be enabled. It starts the ip dhcp relay
service.

(config) #ip dhcp relay address 10.10.10.2 The relay address configured should be server interface
address connected to DUT machine.

(config) #interface xel Enter interface mode.

(config-if) #ip address 10.10.10.1/24 Configure ipv4 address on the interface xe1.

(config-if) #ip dhcp relay uplink Configure relay uplink on the device connecting the server.

(config-if) #exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running

(config) #interface xe2 Enter interface mode.

(config-if) #ip address 20.20.20.1/24 Configure ipv4 address on the interface xe2.

(config-if) #ip dhcp relay Relay should be configured on the interface connecting to the
client.

(config-if) #exit Exit interface mode.

(config) #commit Commit the candidate configuration to the running
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Validation Commands

#show running-config dhcp

ip dhcp relay address 10.10.10.2
interface xe2

ip dhcp relay

I

interface xel

ip dhcp relay uplink

1

#show ip dhcp relay
DHCP relay service is Enabled.
VRF Name: default

Option 82: Disabled

DHCP Servers configured: 10.10.10.2
Uplink/Downlink

Interface
xe?2 Downlink
xel Uplink

#show ip dhcp relay address
VRF Name: default

DHCP Servers configured: 10.10.10.2

DHCP Relay for IPv6 Configuration

DHCP Agent

#configure terminal

Enter configure mode.

(config) #feature dhcp

Enable the feature dhcp. This is enabled in default.

(config) #ipveo dhcp relay

By default this will be enabled. It starts the ipv6 dhcp relay
service.

(config) #ipv6 dhcp relay address 2001::2

The relay address configured should be server interface
address connected to DUT machine.

config) #interface xel

Enter interface mode.

config-if) #ipv6 address 2001::1/64

Configure ipv6 address on the interface xe1.

config-if) #ipv6 dhcp relay uplink

Configure relay uplink on the device connecting the server.

config-if) #exit

Exit interface mode.

Commit the candidate configuration to the running configuration

config) #interface xe2

Enter interface mode.

config-if) #ipv6 address 2002::1/64

Configure ipv6 address on the interface xe2.

(
(
(
(
(config) #commit
(
(
(

config-if) #ipv6e dhcp relay

Relay should be configured on the interface connecting to the
client.

(config-if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running configuration
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Validation Commands
#sh ipv6 dhcp relay address

VRF Name: default
DHCPv6 Servers configured: 2001::2

#show running-config dhcp

Ipv6 dhcp relay address 2001::2
interface xe2

ipv6 dhcp relay

|

interface xel

ipv6 dhcp relay uplink
|

DHCP Relay option 82

This section contains examples of DHCP Relay option-82 configuration. DHCP option 82 (Agent Information Option) provides
additional security when DHCP is used to allocate network addresses. It enables the DHCP relay agent to prevent DHCP client
requests from untrusted sources. Service Providers use remote identifier (option 82 sub option 2) for troubleshooting, authentication,
and accounting. The DHCP Option 82 Remote ID Format feature adds support for the interpretation of remote-IDs that are inserted
by end users. On the relay agent, you can configure information option to add option 82 information to DHCP requests from the
clients before forwarding the requests to the DHCP server. When configured with option 82 and remote-id, the server will receive the
DHCP request packet with Agent Circuit ID and remote-id.

The two examples below, show how to configure the DHCP Relay option 82:
» Configuration of DHCP Relay option 82 on a physical interface with Agent information and remote-id.
»  Configuration of DHCP Relay option 82 on a VLAN interface with Agent information and remote-id.

Topology

Relay Agent Client

DHCP
Server

Figure 6-10: DHCP 82 interface topology

Physical Interface Configuration

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnet 10.10.20.0 configured in the server.
Configure a static route to 10.10.20.0 network for DHCP OFFER packets to reach the Relay Agent.
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Relay agent

fconfigure terminal

Enter configure mode.

(config) #ip dhcp relay

Enable DHCP Relay

(config) #ip dhcp relay address 192.168.1.2

The relay address configured should be server interface
address connected to DUT machine

(config)#ip dhcp relay information option
remote-id hostname

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82. String support is also provided for
remote-id.

config) #interface xe5

Enter interface mode.

config-if) #ip address 10.10.20.2/24

Add IP address

config-if)#ip dhcp relay

Configure DHCP relay for the interface connecting to client.

Exit from interface mode

config) #fcommit

Commit the candidate configuration to the running

config) #interface xed

Enter interface mode

config-if)#ip address 192.168.1.1/24

Configure ipv4 address on the interface xe4

(
(
(
(config-if) ffexit
(
(
(
(

config-if) #ip dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if) #exit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running

Client

#configure terminal

Enter configure mode.

config) #interface xeb

Enter interface mode.

config-if) #ip address dhcp

Configure IP address DHCP

config-if) #fexit

Exit from interface mode

(
(
(
(

config) #commit

Commit the candidate configuration to the running

Validation

Relay Agent

#show running-config dhcp
|

ip dhcp relay information option remote-id hostname

ip dhcp relay address 192.168.1.2
interface xeb

ip dhcp relay

1

interface xe4

ip dhcp relay uplink

1

#show ip dhcp relay
DHCP relay service is Enabled.
VRF Name: default
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Option 82: Enabled
Remote Id: OcNOS
DHCP Servers configured: 192.168.1.2

Interface Uplink/Downlink
xeb Downlink
xe4 Uplink
Client
#show ip interface brief | include xeb
xeb *10.10.20.10 up up

Packet captured at DHCP Server

Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: Ox4e6ll76cC
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)
0O... .... .... .... = Broadcast flag: Unicast
.000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 10.10.20.2 (10.10.20.2)
Client MAC address: b8:6a:97:35:d7:9d (b8:6a:97:35:d7:9d)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)
Option: (55) Parameter Request List
Length: 3
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (28) Broadcast Address
(3

Parameter Request List Item: ) Router
Option: (60) Vendor class identifier
Length: 39

Vendor class identifier: onie vendor:x86 64-accton as7326 56x-r0
Option: (82) Agent Information Option

Length: 12
Option 82 Suboption: (1) Agent Circuit ID
Length: 3

Agent Circuit ID: 786535
Option 82 Suboption: (2) Agent Remote ID
Length: 5
Agent Remote ID: 4f634e4f53
Option: (255) End
Option End: 255
Padding
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Physical Interface Configuration with non-default VRF

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnet
10.10.20.0 configured in the server. Configure a static route to 10.10.20.0 network for

DHCP OFFER packets to reach the Relay Agent.

Relay agent

fconfigure terminal

Enter configure mode.

(config) #ip dhcp relay

Enable DHCP Relay.

(config)#ip vrf vrf dhcp

Configuring non default vrf vrf_dhcp

(config-vrf) #ip dhcp relay information
option remote-id hostname

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82 on non default vrf.. String support is
also provided for remote-id.

(config-vrf)#ip dhcp relay address
192.168.1.2

Configure DHCP relay address in non default vrf.

config) #interface xe5

Enter interface mode.

config-if) #ip vrf forwarding vrf dhcp

Configure vrf forwarding for vrf_dhcp.

config-if)#ip address 10.10.20.2/24

Add IP address.

config-if) #ip dhcp relay

Configure DHCP relay for the interface connecting to client.

Exit from interface mode

config) #commit

Commit the candidate configuration to the running

config) #interface xed

Enter interface mode

config-if) #ip vrf forwarding vrf dhcp

Configure vrf forwarding for vrf_dhcp

(
(
(
(
(config-if) #exit
(
(
(
(

config-if) #ip dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if) #ip address 192.168.1.4/24

Add IP address.

(config-if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running

Client

#configure terminal

Enter configure mode.

config) #interface xe5

Enter interface mode.

config-if) #ip vrf forwarding vrf dhcp

Configure ip vrf forwarding for non default vrf.

Configure IP address DHCP.

config-if) #fexit

Exit from interface mode.

(
(
(config-if) #ip address dhcp
(
(

config) #commit

Commit the candidate configuration to the running

Validation

Relay Agent

#show running-config dhcp
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|
ip vrf vrf dhcp
ip dhcp relay information option remote-id hostname
ip dhcp relay address 192.168.1.2
interface xeb
ip dhcp relay
|
interface xe4
ip dhcp relay uplink
|

#show ip dhcp relay
DHCP relay service is Enabled.
VRF Name: vrf dhcp
Option 82: Enabled
Remote Id: OcNOS
DHCP Servers configured: 192.168.1.2

Client

Interface Uplink/Downlink
xeb Downlink
xe4d Uplink

#show ip interface brief | include xeb5

xeb5 *10.10.20.10 up

Packet captured at DHCP Server

Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: Ox4e6ll76¢C

Seconds elapsed: 0

Bootp flags: 0x0000 (Unicast)
0... .... .... .... = Broadcast flag: Unicast
.000 0000 0000 0000 = Reserved flags: 0x0000

Client IP address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 0.0.0.0 (0.0.0.0)

Next server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 10.10.20.2 (10.10.20.2)

Client MAC address: b8:6a:97:35:d7:9d (b8:6a:97:35:d7:9d)
Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)

Option: (55) Parameter Request List
Length: 3

Parameter Request List Item: ) Subnet Mask

(1
Parameter Request List Item: (28) Broadcast Address
(3

Parameter Request List Item: ) Router
Option: (60) Vendor class identifier

up
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Length: 39
Vendor class identifier: onie vendor:x86 64-accton as7326 56x-r0
Option: (82) Agent Information Option

Length: 12
Option 82 Suboption: (1) Agent Circuit ID
Length: 3

Agent Circuit ID: 786535
Option 82 Suboption: (2) Agent Remote ID
Length: 5
Agent Remote ID: 4f634e4f53
Option: (255) End
Option End: 255
Padding

Sample DHCP configuration for using Remote-id
class "remote—-id" {
match if option agent.remote-id = OcNOS

} # remote-id

subnet 10.10.20.0 netmask 255.255.255.0 {

pool {
allow members of "remote-id";
default-lease-time 600;
max—-lease-time 7200;
range 10.10.20.3 10.10.10.100;
option routers 10.10.20.2;
option broadcast-address 10.10.20.255;
option subnet-mask 255.255.255.0;
option domain-name-servers 4.2.2.2;

VLAN Interface Configuration

Topology

e o X65, XEo:
B vian vilan
1.20 1.20

Relay Agent Client

xe4

DHCP
Server

Figure 6-11: DHCP 82 vlan topology

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnets 10.10.20.0 configured in the server.
Configure a static route to 10.10.20.0 network for DHCP OFFER packets to reach the Relay Agent. In the above
topology, vlan 20 is part of interface xe5 in relay Agent and xe5 in Client.
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Relay Agent

t

fconfigure terminal

Enter configure mode.

(config) #ip dhcp relay

Enable DHCP Relay

(config) #ip dhcp relay information option
remote-id hostname

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82. String support is also provided for
remote-id.

config) #ip dhcp relay address 192.168.1.2

Configure DHCP relay address

config) #fbridge 1 protocol rstp vlan-bridge

Configure bridge

config)#vlan 2-100 bridge 1 state enable

Enable some VLANs

config) #interface xe5

Enter interface mode

Configure switchport

config-if) #bridge-group 1

Configure bridge-group

config-if) #switchport mode hybrid

Configure switchport mode

config-if) #switchport hybrid allowed vlan

(

(

(

(

(config-if) #switchport
(

(

(

all

Enable vlan

config-if) #fexit

Exit from interface mode

config) #fcommit

Commit the candidate configuration to the running

Enter interface mode for the vlan interface towards client.

config-if) #ip address 10.10.20.2/24

Add IP address

(
(
(config) #interface vlanl.20
(
(

config-if)#ip dhcp relay

Configure DHCP relay on the vlan interface connecting to
client.

config-if) #fexit

Exit from interface mode

Commit the candidate configuration to the running

config) #interface xed

Enter interface mode

(
(config) #commit
(
(

config-if) #ip dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if) #ip address 192.168.1.4/24

Add IP address

(config-if) #exit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running

Client

#configure terminal

Enter configure mode.

config) #bridge 1 protocol rstp vlan-bridge

Configure bridge

config)#vlan 2-100 bridge 1 state enable

Enable VLANs

config) #interface xeb

Enter interface mode.

Configure switchport

Configure bridge-group

)
config-if) #bridge-group 1
config-if) #switchport mode hybrid

Configure switchport mode

(
(
(
(config-if) #switchport
(
(
(

config-if) #switchport hybrid allowed wvlan
add 20 egress-tagged enable

Enable vlan

(config-if) ffexit

Exit from interface mode
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(config) #commit

Commit the candidate configuration to the running

(config) #interface vlanl.20

Enter interface mode for the vlan interface which connects
relay.

(config-if) #ip address dhcp

Configure IP address DHCP

(config-if) #exit

Exit from interface mode

(config) #commit

Commit the candidate configuration to the running

Validation

Relay Agent

#show running-config dhcp
|

ip dhcp relay information option remote-id hostname

ip dhcp relay address 192.168.1.2
|

interface vlanl.20

ip dhcp relay

|

interface xe4

ip dhcp relay uplink
|

#show ip dhcp relay
DHCP relay service is Enabled.
VREF Name: default
Option 82: Enabled
Remote Id: ocnos
DHCP Servers configured: 192.168.1.2

Interface Uplink/Downlink
Vlanl.20 Downlink
xed Uplink

Client

#show ip interface brief |include vlanl.20

vlanl.20 *10.10.20.10 up

Packet captured at DHCP Server

Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x59591459
Seconds elapsed: 0
Bootp flags: 0x0000 (Unicast)

0

Client IP address: 0.0.0.0 (0.0.0.0)

cee ceee eeee o... = Broadcast flag:
.000 0000 0000 0000 = Reserved flags:

Unicast
0x0000

Your (client) IP address: 0.0.0.0 (0.0.0.0)

up
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Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 10.10.20.2 (10.10.20.2)
Client MAC address: b8:6a:97:35:d7:9d (b8:6a:97:35:d7:9d)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)
Option: (55) Parameter Request List
Length: 3
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (28) Broadcast Address
(3

Parameter Request List Item: ) Router
Option: (60) Vendor class identifier
Length: 39

Vendor class identifier: onie vendor:x86 64-accton as7326 56x-r0
Option: (82) Agent Information Option

Length: 17
Option 82 Suboption: (1) Agent Circuit ID
Length: 8

Agent Circuit ID: 766c616e312e3230
Option 82 Suboption: (2) Agent Remote ID

Length: 5

Agent Remote ID: 4f634e4f53

Option: (255) End
Option End: 255

DHCP-Relay with different VRFs

This chapter explains about DHCP Relay package to make Relay talk to different VRFs when Client and Server are
running in different VRFs.

DHCP Relay for IPv4 with different VRFs

Before configuring DHCP Relay, make sure DHCP server and client configurations are done.

DHCP Relay
Agent
DHCP Server DHCP Client

Figure 6-12: DHCP Relay Configuration
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DHCP Agent

fconfigure terminal

Enter configure mode.

(config) #feature dhcp

Enable the feature dhcp. This is enabled in default.

(config) #ipv4 dhcp relay

By default this will be enabled. It starts the ipv4 dhcp relay
service.

(config)# ip vrf vrfl

Configure IP VRF

(config)# ip dhcp relay address 10.10.10.2
global

Configure DHCP relay address

(config)#interface xel

Enter interface mode.

config-if) #ip address 10.10.10.1/24

Configure ipv4 address on the interface xe1.

config-if) #ip dhcp relay uplink

Configure relay uplink on the device connecting the server.

config-if) #exit

Exit interface mode.

config) #fcommit

Commit the candidate configuration to the running

config) #interface xe2

Enter interface mode.

Configure IP VRF forwarding

config-if) #ip address 20.20.20.1/24

Configure ipv4 address on the interface xe2.

config-if)#ip dhcp relay

Relay should be configured on the interface connecting to the

config-if) #fexit

Exit interface mode.

(
(
(
(
(
(config)#ip vrf forwarding vrfl
(
(
(
(

config) #commit

Commit the candidate configuration to the running

Validation Commands

#show running-config dhcp
interface ethO

ip address dhcp

|

ip vrf vrfl

ip dhcp relay address 10.10.10.2 global

!

interface xe2

ip dhcp relay

|

interface xel

ip dhcp relay uplink

!

#show ip dhcp relay

DHCP relay service is Enabled. VRF Name:
Option 82: Disabled

DHCP Servers configured:

10.10.10.2 default
InterfaceUplink/Downlink

xe2 Downlink
VRF Name: default
InterfaceUplink/Downlink

vrfl
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xel Uplink

Incoming DHCPv4 packets which already contain relay agent option are FORWARDED

unchanged.
#show ip dhcp relay address
VRF Name: vrfl
DHCP Servers configured:
10.10.10.2 default

Incoming DHCPv4 packets which already contain relay agent option are FORWARDED

unchanged.

DHCP Relay for IPv6 Configuration with different VRFs

DHCP Agent

fconfigure terminal

Enter configure mode.

(config) #feature dhcp

Enable the feature dhcp. This is enabled in default.

(config) #ipveo dhcp relay

By default, this will be enabled. It starts the ipv6 dhcp relay
service.

(config)#ip vrf vrfl

Configure vrf1

(config) #ipv6 dhcp relay address 2001::

global

The relay address configured should be server interface
address which is in default vrf , connected to DUT machine.

(config)#interface xel

Enter interface mode.

config-if) #ipv6 address 2001::1/64

Configure ipv6 address on the interface xe1.

config-if) #ipv6 dhcp relay uplink

Configure relay uplink on the device connecting the server.

config-if) #exit

Exit interface mode.

config) #fcommit

Commit the candidate configuration to the running configuration

Enter interface mode.

config-if)# ip vrf forwarding vrfl

Attach vrf1 under downlink interface

config-if) #ipve address 2002::1/64

Configure ipv6 address on the interface xe2.

config-if) #ipvée dhcp relay

Relay should be configured on the interface connecting client.

)
)
)
)

config-if) #exit

Exit interface mode.

(
(
(
(
(config)#interface xe2
(
(
(
(
(

config) #commit

Commit the candidate configuration to the running configuration

Validation Commands

#show ipvé dhcp relay address
VRF Name: vrfl
DHCPv6 Servers configured:
2001::2 default
#show running-config dhcp
interface ethO
ip address dhcp
!
ip vrf vrfl
ipv6 dhcp relay address 2001::1 global
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interface
ipvée dhcp
|

interface

ipve dhcp
|

xe?2
relay

xel
relay uplink

#show ipv6 dhcp relay

IPv6 DHCP relay service is Enabled.

VRFEF Name: vrfl
DHCPvG6 Servers configured:
2001::2 default
DHCPv6 IA PD Route injection: Disabled
Interface Uplink/Downlink
Xe2 Downlink
DHCPv6 IA PD Route injection: Disabled
Interface Uplink/Downlink
Xel Uplink
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cHarTER7 DHCP Server Group Configuration

Overview

Dynamic Host Control Protocol (DHCP) Group provides the capability to specify multiple DHCP servers as a group on
the DHCP relay agent and to correlate a relay agent interface with the server group.

This feature helps one configure the DHCP IPv4 and IPv6 groups and attach server IP addresses to the group.
Creating a maximum of 32 IPv4 and 32 IPv6 groups per VRF is allowed, and configuring eight DHCP servers is
permitted for each DHCP server group.

The DHCP relay agent forwards the request message from the DHCP client to multiple DHCP servers in the group.
Forwarding the request message to multiple DHCP servers increases the reliability of obtaining network configuration
information.

For more information, refer to the DHCP Server Group section in the OcNOS Key Feature document, Release 6.4.1.
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The DHCP Relay feature was designed to forward DHCP broadcast requests as unicast packets to a configured DHCP
server or servers for redundancy. In the L3VPN case, there is a special tunnel which gets created through which all the
communication happens. In OcNOS, the interface created is named as tunmpls. This tunnel name is not exposed to

the OcNOS control plane.This interface is directly created in the kernel.

DHCP Relay Over L3 VPN for IPv4

Before configuring DHCP Relay, make sure DHCP server and client configurations are done.

xe48
PE1 (DHCP p
Relay Agent)
DHCP Client DHCP Server
Figure 8-13: DHCP Relay Over L3 VPN Configuration
DHCP Client
#configure terminal Enter configure mode.
(config)#interface xe2 Enter interface mode.
(config-if) #ip address dhcp Enable DHCP on interface
(config-if) #commit Commit the candidate configuration to the running
configuration
PE1 (DHCP Relay Agent)
#configure terminal Enter configure mode.
(config) #ip dhcp relay By default this will be enabled. It starts the ip dhcp relay
service.
(config) #ip vrf vrfl Configuring non default vrf vrf1
(config-vrf)#rd 10:10 Assign a route distinguisher to VRF
(config-vrf) #route-target both 10:10 Configure a route target for vrf1.
(config-vrf) #ip dhcp relay address 11.11.0.1 Configure DHCP server address.
(config-vrf)#ip dhcp relay uplink 13vpn configure IPv4 DHCP Relay over L3VPN.
(config) #interface xed Enter interface mode.
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config-if) #ip vrf forwarding vrfl

Configure vrf forwarding for vrf1

config-if) #ip address 50.50.50.1/24

Add IP address.

Configure DHCP relay for the interface connecting to client.

( )
( )
(config-if) #ip dhcp relay
( )

config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit from interface mode

config) #interface 1lo

Enter interface mode

config-if) #ip address 1.1.1.1/32 secondary

Set an IP address on the interface

(
(
(
(

config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #fexit

Exit from interface mode

config) #router 1ldp

Enter the Router LDP mode.

config-router) #router-id 1.1.1.1

Configure an LDP router ID.

config-router) #fexit

Exit from Router LDP mode

Enter interface mode

config-if)#ip address 10.1.1.1/24

Add IP address.

config-if) #label-switching

Enable label switching on the interface

Enable IPv4 LDP configuration on the interface.

(
(
(
(
(config)#interface xel
(
(
(
(

)
)

config-if) #enable-1dp ipv4
)

config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

(
(
(config-router) #network 1.1.1.1/32 area
0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 10.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

config-router) #fexit

Exit Router OSPF mode and return to Configure mode.

bgp 100

Enter the Router BGP mode, ASN: 100

(
(config)# router
(

config-router)# bgp router-id 1.1.1.1

Configure a fixed Router ID (1.1.1.1)

(config-router) #
100

neighbor 3.3.3.3 remote-as

Configuring PE2 as iBGP neighbor using it's loopback IP

(config-router) #
source 1lo

neighbor 3.3.3.3 update-

Source of routing updates as loopback

(config-router) # address-family ipv4 unicast

Entering into IPV4 unicast address family

(config-router-af)# neighbor 3.3.3.3
activate

Activate the neighbor in the IPV4 address family

(config-router-af) #exit

Exiting of Address family mode

(config-router)# address-family vpnv4
unicast

Entering into address family mode as vpnv4

(config-router-af)# neighbor 3.3.3.3
activate

Activate the neighbor in the vpnv4 address family

(config-router-af) #exit

Exiting of Address family mode

(config-router) # address-family ipv4 vrf
vrfl

Entering into address family mode as ipv4 vrf vrf1

(config-router-af)# redistribute connected

Redistribute connected routes.
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(config-router-af) #exit

Exiting of Address family mode

(config-router)# commit

Commit the candidate configuration to the running
configuration

P

fconfigure terminal

Enter configure mode.

config) #interface 1lo

Enter interface mode

config-if) #ip address 2.2.2.2/32 secondary

Set an IP address on the interface

config-if) #fexit

Exit from interface mode

config) #router 1ldp

Enter the Router LDP mode.

config-router) #router-id 2.2.2.2

Configure an LDP router ID.

config-router) #fexit

Exit from Router LDP mode

config)#interface xeld

Enter interface mode

config-if)# ip address 20.1.1.1/24

Add IP address.

config-if)# label-switching

Enable label switching on the interface

Enable IPv4 LDP configuration on the interface.

config-if) #fexit

Exit from interface mode

config) #interface xel

Enter interface mode

config-if)# ip address 10.1.1.2/24

Add IP address.

config-if)# label-switching

Enable label switching on the interface

config-if) # enable-1ldp ipv4

Enable IPv4 LDP configuration on the interface.

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

config-router) #network 3.3.3.3/32 area

(

(

(

(

(

(

(

(

(
(config-if) # enable-1dp ipv4
(

(

(

(

(

(

(

(co
0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 20.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

(config-router) #network 10.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

(config-router) #exit

Exit Router OSPF mode and return to Configure mode.

(config)# commit

Commit the candidate configuration to the running
configuration

PE2

#configure terminal

Enter configure mode.

config) #ip vrf vrfl

Configuring non default vrf vrf1

config-vrf)# rd 10:10

Assign a route distinguisher to VRF

config-vrf)# route-target both 10:10

Configure a route target for vrf1.

Enter interface mode.

config-if) #ip vrf forwarding vrfl

Configure vrf forwarding for vrf1

config-if)# commit

Commit the candidate config

(
(
(
(config)#interface xe48
(
(
(

config-if)#ip address 11.11.0.2/24

Add IP address.
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config-if) #fexit

Exit from interface mode

config) #interface 1lo

Enter interface mode

config-if)#ip address 3.3.3.3/32 secondary

Set an IP address on the interface

config-if) #fexit

Exit from interface mode

config) #router 1ldp

Enter the Router LDP mode.

config-router) #router-id 3.3.3.3

Configure an LDP router ID.

config-router) fexit

Exit from Router LDP mode

Enter interface mode

config-if)# ip address 20.1.1.2/24

Add IP address.

Enable label switching on the interface

config-if) # enable-1dp ipv4

Enable IPv4 LDP configuration on the interface.

)

config-if)# label-switching
)
)

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

config-router) #network 3.3.3.3/32 area

(

(

(

(

(

(

(
(config) #interface xelid
(

(

(

(

(

(
0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 20.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

config-router) #exit

Exit Router OSPF mode and return to Configure mode.

bgp 100

Enter the Router BGP mode, ASN: 100

(
(config)# router
(

config-router)# bgp router-id 3.3.3.3

Configure a fixed Router ID (3.3.3.3)

(config-router) #
100

neighbor 1.1.1.1 remote-as

Configuring PE1 as iBGP neighbor using it's loopback IP

(config-router) #
source 1lo

neighbor 1.1.1.1 update-

Source of routing updates as loopback

(config-router) # address-family ipv4 unicast

Entering into IPV4 unicast address family

(config-router-af)# neighbor 1.1.1.1
activate

Activate the neighbor in the IPV4 address family

(config-router-af) #exit

Exiting of Address family mode

(config-router)# address-family vpnv4
unicast

Entering into address family mode as vpnv4

(config-router-af)# neighbor 1.1.1.1
activate

Activate the neighbor in the vpnv4 address family

(config-router-af) #exit

Exiting of Address family mode

(config-router) # address-family ipv4 vrf
vrfl

Entering into address family mode as ipv4 vrf vrf1

(config-router-af)# redistribute connected

Redistribute connected routes.

(config-router-af) #exit

Exiting of Address family mode

(config-router)# commit

Commit the candidate configuration to the running
configuration

Validation

PE1 (DHCP Relay Agent)
PEl#show running-config dhcp
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ip vrf vrfl

ip dhcp relay address 11.11.0.1
ip dhcp relay uplink 13vpn
interface xe4

ip dhcp relay

PEl#show ip dhcp relay
DHCP relay service is Enabled.
VRF Name: vrfl
Option 82: Disabled
DHCP Servers configured: 11.11.0.1

Interface Uplink/Downlink
xe4 Downlink
13vpn uplink

Incoming DHCPv4 packets which already contain relay agent option are FORWARDED and changed.

PEl#show ip dhcp relay address
VRF Name: vrfl
DHCP Servers configured: 11.11.0.1

Incoming DHCPv4 packets which already contain relay agent option are FORWARDED and changed.

DHCP Client
#show ip interface brief | include xe?2
xeb *50.50.50.2 up up

DHCP Relay Over L3 VPN for IPv6

Before configuring DHCP Relay, make sure DHCP server and client configurations are done.

PE1 (DHCP
Relay Agent)

DHCP Client DHCP Server
Figure 8-14: DHCP Relay Over L3 VPN Configuration

DHCP Client
#configure terminal Enter configure mode.
(config) #interface xe2 Enter interface mode.
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(config-if) #ipv6 address dhcp

Enable DHCP on interface

(config-if) #commit

Commit the candidate configuration to the running
configuration

PE1 (DHCP Relay Agent)

fconfigure terminal

Enter configure mode.

(config) #ipv6 dhcp relay

By default this will be enabled. It starts the ipv6 dhcp relay
service.

config)#ip vrf vrfl

Configuring non default vrf vrf1

config-vrf) #rd 10:10

Assign a route distinguisher to VRF

config-vrf) #route-target both 10:10

Configure a route target for vrf1.

config-vrf) #ipvé dhcp relay address 2002::

Configure DHCP server address.

config-vrf)#ipve dhcp relay uplink 13vpn

configure IPv6 DHCP Relay over L3VPN.

config) #interface xed

Enter interface mode.

config-if) #ip vrf forwarding vrfl

Configure vrf forwarding for vrf1

config-if)# ipv6 address 2001::1/64

Add IPv6 address.

config-if) #ipv6e dhcp relay

Configure DHCP relay for the interface connecting to client.

config-if) #fexit

Exit from interface mode

config) #interface 1lo

Enter interface mode

config-if) #ip address 1.1.1.1/32 secondary

Set an IP address on the interface

Exit from interface mode

config) #router 1ldp

Enter the Router LDP mode.

config-router) #router-id 1.1.1.1

Configure an LDP router ID.

config-router) #fexit

Exit from Router LDP mode

config) #interface xel

Enter interface mode

config-if)# ip address 10.1.1.1/24

Add IP address.

config-if)# label-switching

Enable label switching on the interface

Enable IPv4 LDP configuration on the interface.

)
)

config-if)# enable-1ldp ipv4
)

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

config-router) #network 1.1.1.1/32 area

(
(
(
(
(
(
(
(
(
(
(
(
(config-if) #exit
(
(
(
(
(
(
(
(
(
(
0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 10.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

config-router) fexit

Exit Router OSPF mode and return to Configure mode.

Enter the Router BGP mode, ASN: 100

(
(config) #router bgp 100
(config-router) #bgp router-id 1.1.1.1

Configure a fixed Router ID (1.1.1.1)

(config-router) #neighbor 3.3.3.3 remote-as
100

Configuring PE2 as iBGP neighbor using it's loopback IP

(config-router) #neighbor 3.3.3.3 update-
source lo

Source of routing updates as loopback

(config-router) #address-family ipv4 unicast

Entering into IPV4 unicast address family
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config-router-af) #neighbor 3.3.3.3 activate

Activate the neighbor in the IPV4 address family

config-router-af) #exit

Exiting of Address family mode

config-router) #address-family vpnv4 unicast

Entering into address family mode as vpnv4

config-router-af) #neighbor 3.3.3.3 activate

Activate the neighbor in the vpnv4 address family

Exiting of Address family mode

config-router) #address-family vpnvé unicast

Entering into address family mode as vpnv6

config-router-af) #neighbor 3.3.3.3 activate

Activate the neighbor in the vpnv6 address family

config-router—-af) #exit

Exiting of Address family mode

(
(
(
(
(config-router-af) #exit
(
(
(
(

config-router)# address-family ipv4 vrf
vrfl

Entering into address family mode as ipv4 vrf vrf1

(config-router-af) #redistribute connected

Redistribute connected routes.

(config-router-af) #exit

Exiting of Address family mode

(config-router) # address-family ipvé vrf
vrfl

Entering into address family mode as ipv6 vrf vrf1

(config-router-af) #redistribute connected

Redistribute connected routes.

(config-router-af) #exit

Exiting of Address family mode

(config-router) #commit

Commit the candidate configuration to the running
configuration

P

fconfigure terminal

Enter configure mode.

config) #interface 1lo

Enter interface mode

config-if)#ip address 2.2.2.2/32 secondary

Set an IP address on the interface

config-if) #fexit

Exit from interface mode

config) #router 1ldp

Enter the Router LDP mode.

config-router) #router-id 2.2.2.2

Configure an LDP router ID.

config-router) #fexit

Exit from Router LDP mode

config)#interface xeld

Enter interface mode

config-if)#ip address 20.1.1.1/24

Add IP address.

config-if) #label-switching

Enable label switching on the interface

Enable IPv4 LDP configuration on the interface.

config-if) #exit

Exit from interface mode

config) #interface xel

Enter interface mode

config-if)#ip address 10.1.1.2/24

Add IP address.

Enable label switching on the interface

config-if) #enable-1dp ipv4

Enable IPv4 LDP configuration on the interface.

)

config-if) #label-switching
)
)

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

config-router) #network 3.3.3.3/32 area

(

(

(

(

(

(

(

( )
( )
(config-if) #enable-1dp ipv4
( )
(

(

(

(

(

(

(co

0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 20.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.
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(config-router) #network 10.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

(config-router) #exit

Exit Router OSPF mode and return to Configure mode.

(config)# commit

Commit the candidate configuration to the running
configuration

PE2

#configure terminal

Enter configure mode.

config)#ip vrf vrfl

Configuring non default vrf vrf1

config-vrf) #rd 10:10

Assign a route distinguisher to VRF

config-vrf) #route-target both 10:10

Configure a route target for vrf1.

config) #interface xe4d8

Enter interface mode.

config-if)#ip vrf forwarding vrfl

Configure vrf forwarding for vrf1

config-if) #fcommit

Commit the candidate config

config-if)#ipv6 address 2002::2/64

Add IPv6 address.

config-if) #exit

Exit from interface mode

config) #interface 1lo

Enter interface mode

config-if) #ip address 3.3.3.3/32 secondary

Set an IP address on the interface

config-if) #exit

Exit from interface mode

Enter the Router LDP mode.

config-router) #router-id 3.3.3.3

Configure an LDP router ID.

config-router) #exit

Exit from Router LDP mode

config) #interface xeld

Enter interface mode

config-if) #ip address 20.1.1.2/24

Add IP address.

config-if)#label-switching

Enable label switching on the interface

config-if) #enable-1dp ipvié

Enable IPv4 LDP configuration on the interface.

)
)
)
)

config-if) #exit

Exit from interface mode

config) #router ospf 100

Enter the Router OSPF mode.

config-router) #network 3.3.3.3/32 area

(
(
(
(
(
(
(
(
(
(
(
(config) #router 1ldp
(
(
(
(
(
(
(
(
(
0.0.0.0

Advertise loopback address in OSPF.

(config-router) #network 20.1.1.0/24 area
0.0.0.0

Advertise network address in OSPF.

config-router) #fexit

Exit Router OSPF mode and return to Configure mode.

Enter the Router BGP mode, ASN: 100

(
(config) #router bgp 100
(config-router) #bgp router-id 3.3.3.3

Configure a fixed Router ID (3.3.3.3)

(config-router) #neighbor 1.1.1.1 remote-as
100

Configuring PE1 as iBGP neighbor using it's loopback IP

(config-router) #neighbor 1.1.1.1 update-
source lo

Source of routing updates as loopback

(config-router) #address-family ipv4 unicast

Entering into IPV4 unicast address family

(config-router-af) #neighbor 1.1.1.1 activate

Activate the neighbor in the IPV4 address family

(config-router-af) #exit

Exiting of Address family mode
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config-router) #address-family vpnv4 unicast

Entering into address family mode as vpnv4

config-router-af) #neighbor 1.1.1.1 activate

Activate the neighbor in the vpnv4 address family

config-router-af) #exit

Exiting of Address family mode

config-router) #address-family vpnvé6 unicast

Entering into address family mode as vpnv6

config-router-af) #neighbor 1.1.1.1 activate

Activate the neighbor in the vpnv6 address family

config-router-af) #exit

Exiting of Address family mode

Entering into address family mode as ipv4 vrf vrf1

config-router-af) #redistribute connected

Redistribute connected routes.

config-router-af) #exit

Exiting of Address family mode

config-router) #address-family ipv6 vrf vrfl

Entering into address family mode as ipv6 vrf vrf1

config-router-af) #redistribute connected

Redistribute connected routes.

config-router-af) #exit

Exiting of Address family mode

config-router) #commit

(
(
(
(
(
(
(config-router) #address-family ipv4 vrf vrfl
(
(
(
(
(
(

Commit the candidate configuration to the running
configuration

Validation

PE1 (DHCP Relay Agent)

PEl#show running-config dhcp

ip vrf vrfl

ipv6e dhcp relay address 2002::1
ipv6e dhcp relay uplink 13vpn
interface xe4

ipve dhcp relay

PEl#show ipv6 dhcp relay

IPv6 DHCP relay service is Enabled.

VRF Name: vrfl
Option 82: Enabled
DHCPv6 Servers configured: 2002::1
DHCPv6 IA PD Route injection: Disabled

Interface Uplink/Downlink
xed Downlink
13vpn uplink

PEl#show ip dhcp relay address
VRF Name: vrfl
DHCPv6 Servers configured: 2002::1

DHCP Client
#show ipv6 interface brief | include xe?2
xeb *2001::200 up up
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charters  DHCPVG Prefix Delegation Configuration

Overview

The prefix delegation feature lets a DHCP server assign prefixes chosen from a global pool to DHCP clients, that is
how the Customer Premise Equipment (CPE) learns the prefix. The learnt prefix shall be used by the user to configure
the IPv6 address on its LAN interface along with the subnet prefix. The LAN hosts are learning the subnetted prefix
through router advertisement (NDP protocol) messages, which enables the device to auto-configure its own IPv6
addresses.

This feature would enable service providers to assign IP for the Customer Premise Equipment acting as a router
between the service providers core network and subscribers internal network.

Description

DHCPvV6 IA_NA is used to assign a global IPv6 address on the WAN link. The address comes from a local pool
specified in DHCP Server.

The Requesting Router(RR) uses the delegated prefix to define the subnet for the LAN based on the prefix
received from DHCP Server.

The Requesting Router uses the delegated prefix to assign addresses to the LAN devices. Here RR can send
Router Advertisement, or the devices shall send Router solicitation.

Acronyms
Field Description
IA_NA Identity association for non-temporary addresses
NDRA Neighbor discovery Router Advertisement
CPE Customer Premises Equipment
BNG Border Network Gateway
DR Delegating Router
RR Requesting Router
RA Router Advertisement
RS Router Solicitation
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Topology

ethl  cell2 @S .o16/1 = N ce23/1 eth3
U ce16/1 a
Delegating Requesting
DHCP Server Router Router T

Figure 9-15: DHCPv6 Prefix Delegation Configuration

DHCP Relay - Delegating Router (DR)

#configure terminal

Enter configure mode.

(config) #feature dhcp

Enable the feature DHCP. This is enabled by default.

(config) #ipve dhcp relay

By default, this will be enabled. It starts the IPv6 DHCP relay
service.

(config) #ipvo dhcp relay address
2001:101:0:1::131

The relay address configured should be server interface
address connected to Delegating Router.

(config) #interface cel/2

Enter interface mode.

(config-if) #ipv6 address 2001:101:0:1::130/
64

Configure IPv6 address on the interface ce1/2

config-if) #ipv6e dhcp relay uplink

Configure relay uplink on the device connecting the server.

config-if) #fexit

Exit interface mode.

Commit the candidate configuration to the running

config) #interface cel6/1

Enter interface mode.

(
(
(config) #commit
(
(

config-if)#ipvé address 3001:101:0:1::135/
64

Configure IPv6 address on the interface ce16/1

(config-if) #ipv6 dhcp relay

Relay should be configured on the interface connecting to the
client.

(config-if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running

(config)#ipv6 route 1212:501:102:1::/64
3001:101:0:1::254

Configure static route towards Host

Requesting Router (RR)

fconfigure terminal

Enter configure mode.

(config) #interface cel6/1

Enter interface mode.
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(config-if) #ipv6 dhcp address-prefix-len

64

Addition of address prefix length option

(config-if) #ipv6 address dhcp

Configure IPv6 address DHCP.

(config-if) #ipv6é dhcp prefix-delegation

PREFIX FROM SERVER

Configure IPv6 DHCP prefix-delegation

config-if) #exit

Exit interface mode.

config) #commit

Commit the candidate configuration to the running configuration

Enter interface mode.

(
(
(config) #interface ce23/1
(

config-if) #ipvé address

PREFIX FROM SERVER ::1:0:0:0:1/64

Configure IPv6 address from the prefix learnt

(config-if) #exit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running configuration

(config)#ipv6 route 2001:101:0:1::/64

Configure static route towards server

3001:101:0:1::135

HOST

fconfigure terminal

Enter configure mode.

config) #interface ce23/1

Enter interface mode.

config-if) #ipv6 address autoconfig

Configure IPv6 autoconfig

Exit interface mode.

config) #commit

Commit the candidate configuration to the running

(
(
(config if) #exit
(
(

config) #ipvé route 2001:101:0:1::/64
fe80::ce37:abff:fec9:7426 ce23/1

Configure static route towards server

Linux Host

IPV6 AUTOCONF=yes

IPv6 autoconfig should be set to yes in interface config file.

DHCP Server

ifconfig ethl inet6 add 2001:101:0:1::131/64

Configure IPv6 address on client facing interface

dhcpd -d -6 -cf /etc/dhcp/dhcpd6.conf ethl

Start server

ipv6 route 1212:501:102:1::/64
2001:101:0:1::130

Configure static route towards Requesting Router

Sample dhcpd6.conf file
Note:

#

#DHCPv6 Server Configuration file.

#see /usr/share/doc/dhcp*/dhcpdé6.conf.sample
#see dhcpd.conf (5) man page

#

preferred-lifetime 200;

default-lease-time 600;

Preferred and Max lifetimes must not be configured with same values.

© 2024 IP Infusion Inc. Proprietary 87



DHCPV6 Prefix Delegation Configuration

subnet6 2001:101:0:1::/64 {

range6 2001:101:0:1::129 2001:101:
}

subnet6 3001:101:0:1::/64 {

range6 3001:101:0:1::129 3001:101:
prefix6 1212:501:101:: 1212:501:10
option dhcp6.name-servers fec0:0:0
option dhcp6.domain-search "domain

}

0:1::254;

0:1::254;
2:: /48;
:1::1;
.example";

Validation

Delegation Router (DR)
DR#sh ipvé dhcp relay

IPv6 DHCP relay service is Enabled.

VRFEF Name: default
DHCPv6 Servers configured: 2001:
DHCPv6 IA PD Route injection: En
Interface Uplink/

cel/2 Uplink
celo6/1 Down

Requesting Router (RR)
RR#show ipv6 dhcp interface

cel6/1l is in client mode

prefix name: PREFIX FROM SERVERI1
learned prefix: 1212:501:102::/48
preferred lifetime 600, valid life

101:0:1::131
abled
Downlink

link

time 600

interfaces using the learned prefix

ce23/1 1212:501:102:1::1

RR#show int ce23/1
Interface ce23/1
Scope: both

Flexport: Breakout Control Port (Active): Break Out Enabled

Hardware is ETH Current HW addr:
Physical:cc37.abc9.743f Logical: (
Port Mode is Router

Interface index: 10025

cc37.abc9.7426
not set)

Metric 1 mtu 1500 duplex-full link-speed 1lg

Debounce timer: disable

<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound

DHCP client is disabled.

Last Flapped: 2021 Mar 02 09:44:05
Statistics last cleared: 2021 Mar
inet6 1212:501:102:1::1/64

inet6 feB80::ce37:abff:fec9:7426/64

(00:03:55 ago)
02 09:44:05 (00:03:55 ago)

© 2024 IP Infusion Inc. Proprietary

88



DHCPV6 Prefix Delegation Configuration

ND router advertisements are sent approximately every 571 seconds
ND next router advertisement due in 434 seconds.

ND router advertisements live for 1800 seconds

Hosts use stateless autoconfig for addresses.

5 minute input rate 2 bits/sec, 0 packets/sec

5 minute output rate 23 bits/sec, 0 packets/sec

HOST
[root@localhost ~]#ifconfig -a
eth3 Link encap:Ethernet HWaddr 00:07:E9:A5:23:4C

inet6 addr: 1212:501:102:1:207:e9ff:fea5:234c/64 Scope:Global
inet6 addr: fe80::207:e9ff:fea5:234c/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:196985 errors:0 dropped:0 overruns:0 frame:0

TX packets:5733 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

RX bytes:23542362 (22.4 MiB) TX bytes:710558 (693.9 KiB)

Assumptions/Dependencies/Limitations

*  Neighbour discovery(NDD module / NSM) sends Router Advertisements (RA) to LAN devices with the learnt
prefix, so they can auto-configure the IPV6 addresses for the interface.

*  The route has to configure manually on the DR to forward the Traffic from Server to RR

»  With Route injection Feature route will be injected in Delegating router, so that the traffic from the DHCP
server-side shall be forwarded towards the Requesting router.

» For the Route-injection Feature refer to the DHCPv6 Relay Prefix Delegation Route Injection Configuration
section
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CHAPTER 10 DHCPvV6 Relay Prefix Delegation Route Injection Configuration

Overview

The prefix delegation feature lets a DHCP server assign prefixes chosen from a global pool to DHCP clients. The
DHCP client can then configure an IPv6 address on its LAN interface using the prefix it received. It will then send router
advertisements including the prefix, allowing other devices to auto-configure their own IPv6 addresses.

If the network topology where Prefix Delegation is running has a Relay agent, then a route needs to be injected in
Delegating Router, so that the traffic from the DHCP server-side shall be forwarded towards the Requesting Router.

Topology
eth  cell2 ===  (o16/1 Co i cc23/1 eth3 D
Delegating Requesting
DHCP Server Router Router HOSE

Figure 10-16: DHCPv6 Relay Delegating Configuration

DHCP Relay - Delegating Router (DR)

#configure terminal

Enter configure mode.

(config) #feature dhcp

Enable the feature DHCP. This is enabled by default.

(config) #ipv6e dhcp relay

By default, this will be enabled. It starts the IPv6 DHCP relay
service.

(config) #ipve dhcp relay address
2001:101:0:1::131

The relay address configured should be server interface
address connected to Delegating Router.

(config)#interface cel/2

Enter interface mode.

(config-if) #ipv6 address 2001:101:0:1::130/
64

Configure IPv6 address on the interface ce1/2

config-if) #ipv6 dhcp relay uplink

Configure relay uplink on the device connecting the server.

config-if) #fexit

Exit interface mode.

config) fcommit

Commit the candidate configuration to the running

Enter interface mode.

config-if)#ipvé address 3001:101:0:1::135/

(
(
(
(config) #interface cel6/1
(
64

Configure IPv6 address on the interface ce16/1
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(config-if) #ipv6 dhcp relay

Relay should be configured on the interface connecting to the
client.

(config-if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running

(config) #ipve dhcp relay pd-route-injection

Configure to enable auto route injection.

Requesting Router (RR)

#configure terminal

Enter configure mode.

(config) #interface cel6/1

Enter interface mode.

(config-if) #ipv6 address dhcp

Configure IPv6 address DHCP.

(config-if) #ipv6 dhcp prefix-delegation
PREFIX FROM SERVER

Configure IPv6 DHCP prefix-delegation

config-if) #fexit

Exit interface mode.

config) #fcommit

Commit the candidate configuration to the running configuration

config) #interface ce23/1

Enter interface mode.

(
(
(
(config-if) #ipv6 address

PREFIX FROM SERVER ::1:0:0:0:1/64

Configure IPv6 address from the prefix learnt

(config-if) #ipv6 nd ra-interval 4

Configure ra-interval

(config-if) #exit

Exit interface mode.

(config)#ipv6 route 2001:101:0:1::/64
3001:101:0:1::135

Configure static route towards server

(config) #commit

Commit the candidate configuration to the running configuration

HOST

#configure terminal

Enter configure mode.

config) #interface ce23/1

Enter interface mode.

config-if)#ipvé address autoconfig

Configure IPv6 autoconfig

config if) #fexit

Exit interface mode.

(
(
(
(config)#ipv6 route 2001:101:0:1::/64
fe80::ce37:abff:fec9:7426 ce23/1

Configure static route towards server

(config) #commit

Commit the candidate configuration to the running

Linux Host

IPV6 AUTOCONF=yes

IPv6 autoconfig should be set to yes in interface config file.

DHCP Server

ifconfig ethl inet6 add 2001:101:0:1::131/64

Configure IPv6 address on client facing interface

dhcpd -d -6 -cf /etc/dhcp/dhcpd6.conf ethl

Start server

ipv6 route 1212:501:102:1::/64
2001:101:0:1::130

Configure static route towards Requesting Router
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Sample dhcpd6.conf file

#

#DHCPv6 Server Configuration file.

#see /usr/share/doc/dhcp*/dhcpdé6.conf.sample
#see dhcpd.conf (5) man page

#

preferred-lifetime 400;

default-lease-time 600;

subnet6 2001:101:0:1::/64 {

range6 2001:101:0:1::129 2001:101:0:1::254;
}

subnet6 3001:101:0:1::/64 {

range6 3001:101:0:1::129 3001:101:0:1::254;
prefix6 1212:501:101:: 1212:501:102:: /48;
option dhcp6.name-servers fec0:0:0:1::1;
option dhcp6.domain-search "domain.example";

}

Validation

Delegation Router (DR)

DR#sh ipvé dhcp relay

IPv6 DHCP relay service is Enabled.

VRE Name: default
DHCPv6 Servers configured: 2001:101:0:1::131
DHCPv6 IA PD Route injection: Enabled

Interface Uplink/Downlink
cel/2 Downlink
cele/1 Uplink

DR#sh ipv6 route

IPv6 Routing Table

Codes: K - kernel route, C - connected, S - static, D- DHCP, R - RIP,
O - OSPF, IA - OSPF inter area, El1 - OSPF external type 1,
E2 - OSPF external type 2, E - EVPN NIl - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2, i - IS-IS, B - BGP

Timers: Uptime

IP Route Table for VRF "default"

::1/128 via ::, lo, 19:24:04

1212:501:102::/48 [80/0] via fe80::each:7aff:fe64:4a20, celo6/1, 00:00:01
2001:101:0:1::/64 via ::, xed, 03:42:58

3001:101:0:1::/64 via ::, xe2, 02:51:04

4001:101:0:1::/64 via ::, xeb, 03:14:41

fe80::/64 via ::, xe9, 00:41:39

QO Qo0

#sh ipv6 dhcp pd-route
VRF : default
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1212:501:102::/48 via fe80::eac5:7aff:fe64:4a20, celo6/1, (2019-05-30 14:02:50 - 2
019-05-30 14:04:50)

Requesting Router (RR)
RR#show ipv6 dhcp interface

cel6/1 is in client mode

prefix name: PREFIX FROM SERVERI

learned prefix: 1212:501:102::/48
preferred lifetime 600, valid lifetime 600
interfaces using the learned prefix

ce23/1 1212:501:102:1::1

RR#sh ipv6 interface ce23/1 brief

Interface IPvo-Address Admin-Status
Ce23/1 *1212:501:102:1::1
fe80::ce37:abff:fec9:7426 [up/up]

RR#show int ce23/1

Interface ce23/1

Scope: both

Flexport: Breakout Control Port (Active): Break Out Enabled
Hardware is ETH Current HW addr: cc37.abc9.7426
Physical:cc37.abc9.743f Logical: (not set)

Port Mode is Router

Interface index: 10025

Metric 1 mtu 1500 duplex-full link-speed 1lg

Debounce timer: disable

<UP, BROADCAST, RUNNING, MULTICAST>

VRF Binding: Not bound

DHCP client is disabled.

Last Flapped: 2021 Mar 02 09:44:05 (00:03:55 ago)
Statistics last cleared: 2021 Mar 02 09:44:05 (00:03:55 ago)
inet6 1212:501:102:1::1/64

inet6 fe80::ce37:abff:fec9:7426/64

ND router advertisements are sent approximately every 571 seconds
ND next router advertisement due in 434 seconds.

ND router advertisements live for 1800 seconds

Hosts use stateless autoconfig for addresses.

5 minute input rate 2 bits/sec, 0 packets/sec

5 minute output rate 23 bits/sec, 0 packets/sec

HOST
[root@localhost ~]#ifconfig -a
eth3 Link encap:Ethernet HWaddr 00:07:E9:A5:23:4C

inet6 addr: 1212:501:102:1:207:e9ff:fea5:234c/64 Scope:Global
inet6 addr: fe80::207:e9ff:fea5:234c/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:196985 errors:0 dropped:0 overruns:0 frame:0
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TX packets:5733 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:23542362 (22.4 MiB) TX bytes:710558 (693.9 KiB)

N4#show ipv6 interface xe7 brief

Interface IPv6-Address Admin-Status
ce23/1 *1212:501:102:1:6821:5fff:fe55:4a27
fe80::6a21:5fff:feb55:4a27 [up/up]
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cHarTER 11 DHCP Snooping

Overview

DHCP snooping is a series of techniques applied to ensure the security of an existing DHCP infrastructure. It is a
security feature that acts like a fire wall between untrusted hosts and trusted DHCP servers. It is a layer-2 security
technology built into the operating system of a capable network switch that drops DHCP traffic determined to be
unacceptable.

The fundamental use case of DHCP snooping is to prevent unauthorized (rogue) DHCP servers offering IP addresses
to DHCP clients. Rogue DHCP servers are often used in 'man-in the middle' or 'Denial of Service' attacks from
malicious purpose. Similarly DHCP clients (rogue) can also cause 'Denial of Service' attacks by continuously
requesting for IP addresses causing address depletion in the DHCP server.

The DHCP snooping feature performs the following activities:
» Validates DHCP messages received from un-trusted sources and filters out invalid messages.
* Rate-limits DHCP traffic from trusted and un-trusted sources.

« Builds and maintains the DHCP snooping binding database, which contains information about un-trusted hosts with
leased IP addresses.

» Utilizes the DHCP snooping binding database to validate subsequent requests from un-trusted hosts.

DHCP snooping is enabled on a per-VLAN basis. By default, the feature is inactive on all VLANs. You can enable the
feature on a single VLAN or a range of VLANS.

Topology

xe?

DHCP Relay
Agent
DHCP Server DHCP Client

Figure 11-17: DHCP Snooping topology

Configuration Guidelines
When configuring DHCP snooping, follow these guidelines:

« DHCP snooping is not active until you enable the feature on at least one VLAN, and enable DHCP snooping
globally on the switch.

« Before globally enabling DHCP snooping on the switch, make sure that the device acting as the DHCP server is
configured and enabled.
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» Ifa Layer 2 LAN port is connected to a DHCP server, configure the port as trusted by entering the ip dhcp
snooping trust interface configuration command.

» IfaLayer 2 LAN port is connected to a DHCP client, configure the port as un-trusted by entering the no ip dhcp
snooping trust interface configuration command.

Procedures

The following subsections provide examples of how to enable and configure DHCP Snooping.

Enable the Ingress DHCP-snoop TCAM group

#fconfigure terminal Enter Configure mode.

(config) #hardware-profile filter dhcp- Enable the ingress DHCP-snoop TCAM group

snoop enable

(config) #commit Commit Candidate config to running-config

Disable the Ingress DHCP-snhoop TCAM group

#configure terminal Enter Configure mode.

(config) # hardware-profile filter dhcp- Disable the ingress DHCP-snoop TCAM group

snoop disable

(config) #commit Commit Candidate config to running-config

Enable the Ingress DHCP-snoop-IPv6 TCAM group

#configure terminal

Enter Configure mode.

(config) #hardware-profile filter dhcp-
snoop-ipv6 enable

Enable the ingress DHCP-snoop-IPv6é TCAM group

(config) #commit

Commit Candidate config to running-config

Disable the Ingress DHCP-snoop-IPv6 TCAM group

fconfigure terminal

Enter Configure mode.

(config) # hardware-profile filter dhcp-
snoop-ipv6 disable

Disable the ingress DHCP-snoop-IPv6 TCAM group

(config) #commit

Commit Candidate config to running-config

Enable DHCP Snooping Globally

#configure terminal

Enter Configure mode.

(config) #bridge 1 protocol mstp

Create MSTP or IEEE VLAN-bridge.

(config) #ip dhcp snooping bridge 1

Enable DHCP Snooping on the bridge

(config) #commit

Commit Candidate config to running-config
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Enable DHCP Snooping on a VLAN

fconfigure terminal

Enter Configure mode.

(config)#vlan 2 bridge 1

Configure a VLAN for the bridge.

(config)#ip dhcp snooping vlan 2 bridge 1

Enable DHCP Snooping on the VLAN 2

(config) #commit Commit Candidate config to running-config

Validation
OcNOS#show hardware-profile filters

Note: Shared count is the calculated number from available resources.
Dedicated count provides allocated resource to the group.
If group shares the dedicated resource with other groups, then dedicated
count of group will reduce with every resource usage by other groups.
o o o o +
| | Free | Used | Total Entries |
| Unit - TCAMS | Entries |-—————————————- | == e -
| | | % | Entries | Total | Dedicated | shared |
F Fommm to——— e Fomm Fomm e Fommm +
0 DHCP-SNOOP 9717 0 5 9722 1018 8704
0 DHCP-SNOOP-IPV6 9717 0 6 9723 1019 8704

Configuring the Ports Connected to DHCP Server and DHCP Client

#configure terminal

Enter Configure mode.

(config) #interface xel

Specify the interface xe1 to be configured, and Enter interface
mode

config-if) #switchport

Configure the interface as a switch port.

config-if) #bridge-group 1

Associate the interface xe1 with bridge-group 1.

Configure the port as an access port

config-if) #switchport access vlan 2

Bind the interface VLAN 2 to the port

)
)
config-if) #switchport mode access
)
)

config-if) #exit

Exit interface mode.

config) #interface xe2

Specify interface xe2 to be configured connected to server.

Configure the interface as a switch port

config-if) #bridge-group 1

Associate interface xe2 with bridge-group 1.

Configure the port as an access port.

config-if) #switchport access vlan 2

Bind the interface VLAN 2 to the port

)
)
config-if) #switchport mode access
)
)

config-if) #exit

Exit the config mode.

config) #fcommit

Commit Candidate config to running-config

(
(
(
(
(
(
(config-if) #switchport
(
(
(
(
(
(

config) #exit

Exit the config mode.

Configuring Trusted and Un-trusted Ports

Usually the port connected to server is configured as trusted port and the ports connected to client is configured as un-

trusted port.
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In this example, xe2 is connected to the DHCP client and xe1 is connected to the DHCP server.

Configure xe2 connected to DHCP client as un-trusted port.

Configure xe1 connected to the DHCP server as trusted port.

#configure terminal Enter Configure mode.

(config) #interface xel Specify the interface to be configured
(config-if) #ip dhcp snooping trust Enable the port as trusted.

(config) #commit Commit Candidate config to running-config
(config) #interface xe2 Specify the interface to be configured
(config-if) #no ip dhcp snooping trust Disable the port as trusted.
(config-if) #fexit Exit interface mode

(config) #commit Commit Candidate config to running-config

DHCP Snooping Operation

1.

2
3
4.
5
6

8.

Configure DHCP server that is connected to DHCP Snooper through trusted port.

Request an IP address from the DHCP client connected through the un-trusted port.

DHCP client broadcast the DHCP DISCOVER message to the switch.

DHCP server responds to the DHCP DISCOVER message with DHCP offer message to the client.
Once the DHCP OFFER is received by the client, it sends an DHCP REQUEST to the server.

DHCP server validates the request from the client and sends DHCP ACK with the offered IP address to the client
with the lease time.

DHCP Snooper creates an entry for the above operation into the binding table which includes the MAC address of
the host, the leased IP address, the lease time, the binding type, and the VLAN number and interface information
associated with the host.

DHCP Snooper clears the entry in the binding table once the client sends the DHCP RELEASE query.

Validation

The show running-config ip dhcp snooping command displays the DHCP snooping commands configured
on the device in question

#show running-config ip dhcp snooping
|

!

ip dhcp snooping bridge 1

ip dhcp snooping vlan 2 bridge 1
interface xel

ip dhcp snooping trust

|

The show ip dhcp snooping bridge 1 command displays the configured information about DHCP Snooping.

#show ip dhcp snooping bridge 1
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Bridge Group : 1

DHCP snooping is : Enabled

DHCP snooping option82 is : Disabled

Verification of hwaddr field is : Disabled

Rate limit (pps) : 100

DHCP snooping is configured on following VLANs : 2
DHCP snooping is operational on following VLANs : 2

DHCP snooping IP Source Guard is configured on the following Interface

Interface Trusted

The show ip dhcp snooping binding bridge 1 command displays the binding table entries associated with
un-trusted interfaces.

#show ip dhcp snooping bridge 1

Bridge Group : 1

DHCP snooping is : Enabled

DHCP snooping option82 is : Disabled

Verification of hwaddr field is : Disabled

Rate limit (pps) : 100

DHCP snooping is configured on following VLANs : 2

DHCP snooping is operational on following VLANs : 2

DHCP snooping trust is configured on the following Interfaces
Interface Trusted

Xel Yes
DHCP snooping IP Source Guard is configured on the following Interfaces
Interface Source Guard
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cHapTER 12 DHCP Snooping IP Source Guard

Overview

IPSG is a security feature that restricts IP traffic on non-routed, Layer 2 interfaces by filtering traffic based on the DHCP
snooping binding database. Use IP source guard to prevent traffic attacks if a host tries to use the IP address of its
neighbor. Enable IP source guard when DHCP snooping is enabled on an untrusted interface. After IPSG is enabled on
an interface, the switch blocks all IP traffic received on the interface except for DHCP packets allowed by DHCP
snooping. A port access control list (ACL) is applied to the interface. The port ACL allows only IP traffic with a source IP
address in the IP DHCP snooping binding table and denies all other traffic.

Topology

\ xe2 xe2

DHCP Relay
Agent
DHCP Server DHCP Client

Figure 12-18: IP Source Guard Topology

Enable/Disable the Ingress DHCP-snoop TCAM Group

#configure terminal Enter Configure mode.

(config) #hardware-profile filter dhcp- Enable the ingress DHCP-snoop TCAM group
snoop enable

(config) #commit Commit Candidate config to running-config
(config) #hardware-profile filter dhcp- Disable the ingress DHCP-snoop TCAM group

snoop disable

(config) #commit Commit Candidate config to running-config

Enable/Disable the Ingress DHCP-snoop-IPvé TCAM Group

#configure terminal Enter Configure mode.

(config) #hardware-profile filter dhcp- Disable the ingress DHCP-snoop-IPv6 TCAM group
snoop-ipv6 disable

(config) #commit Commit Candidate config to running-config
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(config) #hardware-profile filter dhcp- Disable the ingress DHCP-snoop-IPv6 TCAM group
snoop-ipv6 disable

(config) #commit Commit Candidate config to running-config

Enable/Disable the Ingress IPSG TCAM group

#fconfigure terminal Enter Configure mode.

(config) #hardware-profile filter ipsg Enable the ingress IPSG TCAM group
enable

(config) #commit Commit Candidate config to running-config
(config) #hardware-profile filter ipsg Disable the ingress IPSG TCAM group
disable

(config) #commit Commit Candidate config to running-config

Enable/Disable the Ingress IPSG-IPV6 TCAM group

#configure terminal Enter Configure mode.

(config) #hardware-profile filter ipsg-ipvé6 Enable the ingress IPSG-IPv6 TCAM group
enable

(config) #commit Commit Candidate config to running-config

(config) #hardware-profile filter ipsg-ipv6 Disable the ingress IPSG-IPv6 TCAM group
disable

(config) #commit Commit Candidate config to running-config

Validation
OcNOS#show hardware-profile filters

Note: Shared count is the calculated number from available resources.
Dedicated count provides allocated resource to the group.
If group shares the dedicated resource with other groups, then dedicated
count of group will reduce with every resource usage by other groups.

fom fomm - fomm o o +
| | Free | Used | Total Entries |
| Unit - TCAMS | Entries |-—————————————— |l ---——
| | | % | Entries | Total | Dedicated | shared |
o fom f———— fom fom - fom - fom +
0 DHCP-SNOOP 5620 0 6 5626 1018 4608

0 DHCP-SNOOP-IPV6 5620 0 6 5626 1018 4608

0 IPSG 3327 0 1 3328 1024 2304

0 IPSG-IPVG6 3327 0 1 3328 1024 2304

Configuring the Ports Connected to DHCP Server and DHCP Client

#fconfigure terminal Enter Configure mode.
(config) #bridge 1 protocol ieee vlan- Create IEEE VLAN bridge 1
bridge

(config) #vlan 2 bridge 1 state enable Create VLAN 2
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(config) #ip dhcp snooping bridge 1 Configure DHCP snooping for bridge 1

(config) #ip dhcp snooping information Configure DHCP snooping information option 82
option bridge 1

(config) #ip dhcp snooping vlan 2 bridge 1  Configure DHCP snooping for VLAN 2 for bridge 1
(config) #ip dhcp snooping verify mac- Configure DHCP snooping verify MAC-address

address bridge 1

config) #interface xel

Enter Interface Mode

config-if) #switchport

Configure the interface as Layer 2

config-if) #bridge-group 1

Associate the interface with bridge group 1.

Set the Layer2 interface as Access. (It can be Trunk mode also)

config-if) #switchport access vlan 2

Set the default VLAN for the interface

(
(
(
(
(
(

)
)
config-if) #switchport mode access
)
)

config-if)#ip dhcp snooping trust

Configuring the interface as Trust. Basically this is configured on
the interface which is connected to Server Side.

config-if) #fexit

Exit interface mode.

config) #interface xe2

Enter Interface Mode

config-if) #switchport

Configure the interface as Layer 2

Associate the interface with bridge group 1.

config-if) #switchport mode access

Set the Layer2 interface as Access. (It can be Trunk mode also)

config-if) #switchport access vlan 2

Set the default VLAN for the interface

(

(

( )

(config-if) #bridge-group 1
( )

( )

(

config-if) #ip verify source dhcp-
snooping-vlan

Configuring IP source guard at Interface level and configured on
the interface which is connected to client side

(config-if) #ip verify source access-group
mode merge

Merge IPSG policy with other ACL

(config-if) #exit

Exit interface mode

(config) #ip dhcp
0011.1111.2222 2

snooping binding bridge 1
ipvd 1.1.1.1 xe2

Configure IPv4 Static Entry For DHCP snooping with MAC
address and Source Address for an interface and VLAN
configured

snooping binding bridge 1
ipve 3ffe::1 xe2

(config) #ip dhcp
0022.2222.3333 2

Configure IPv6 Static Entry For DHCP snooping with MAC
address and Source Address for an interface and VLAN
configured

(config) #commit

Commit Candidate config to running-config

(config) #exit

Exit config mode

#clear ip dhcp snooping binding bridge 1

Clear DHCP binding tables which are learned dynamically

Validation
Verify that DHCP snooping is enabled on the bridge:

#sh ip dhcp snooping bridge 1
Bridge Group : 1

DHCP snooping is Enabled
DHCP snooping option82 is
Verification of hwaddr field is

Enabled

Enabled

DHCP snooping is configured on following VLANs : 2
DHCP snooping is operational on following VLANs : 2
DHCP snooping trust is configured on the following Interfaces

Trusted

Interface
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DHCP snooping IP Source Guard is configured on the following Interfaces
Interface Source Guard

Configuring Trusted and Un-trusted Ports

Usually the port connected to server is configured as trusted port and the ports connected to client is configured as un-
trusted port.

In this example, xe2 is connected to the DHCP client and xe1 is connected to the DHCP server.

» Configure xe2 connected to DHCP client as un-trusted port.
+ Configure xe1 connected to the DHCP server as trusted port.

#configure terminal Enter Configure mode.
(config)#interface xel Specify the interface to be configured
(config-if) #ip dhcp snooping trust Enable the port as trusted.

(config) #commit Commit Candidate config to running-config
(config)#interface xe2 Specify the interface to be configured
(config-if) #no ip dhcp snooping trust Disable the port as trusted.
(config-if) #exit Exit interface mode

(config) #commit Commit Candidate config to running-config
Validation

Verify that static DHCP snooping entries are configured for the bridge:

#sh ip dhcp snooping binding bridge 1
Total number of static IPV4 entries : 1

Total number of dynamic IPV4 entries : 0

Total number of static IPV6 entries : 1

Total number of dynamic IPV6 entries : 0

MacAddress IpAddress Lease (sec) Type VLAN Interface
0011.1111.2222 1.1.1.1 0 static 2 xe2
0022.2222.3333 3ffe::1 0 static 2 xe2

Configuring IP Source Guard on LAG Port

In this example, the LAG port (sa2) is created, then physical interfaces are added.

#configure terminal Enter Configure mode.

(config) #bridge 1 protocol ieee vlan- Create IEEE VLAN bridge 1

bridge

(config)#vlan 2 bridge 1 state enable Create VLAN 2

(config)#ip dhcp snooping bridge 1 Configure DHCP snooping for bridge 1
(config) #ip dhcp snooping information Configure DHCP snooping information option 82

option bridge 1

(config) #ip dhcp snooping vlan 2 bridge 1  Configure DHCP snooping for VLAN 2 for bridge 1

(config) #ip dhcp snooping verify mac- Configure DHCP snooping verify MAC-address
address bridge 1
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config) #interface sa2

Enter Interface Mode

config-if) #switchport

Configure the interface as Layer 2

Associate the interface with bridge group 1.

config-if) #ip verify source dhcp-

(
(
(config-if) #bridge-group 1
(
snooping-vlan

Configuring IP source guard at Interface level and configured on
the interface which is connected to client side

(config-if) #ip verify source access-group
mode merge

Merge IPSG policy with other ACL

config-if) #fexit

Exit interface mode

config) #interface xel

Enter Interface Mode

config-if) #switchport

Configure the interface as Layer 2

Associate the interface with bridge group 1.

Set the Layer2 interface as Access. (It can be Trunk mode also)

config-if) #switchport access vlan 2

Set the default VLAN for the interface

(
(
(
(config-if) #bridge-group 1
(
(
(

)
)
config-if) #switchport mode access
)
)

config-if) #ip dhcp snooping trust

Configuring the interface as Trust. Basically this is configured on
the interface which is connected to Server Side.

config-if) #fexit

Exit interface mode.

config) #interface xe2

Enter Interface Mode

config-if) #switchport

Configure the interface as Layer 2

config-if) #bridge-group 1

Associate the interface with bridge group 1.

Set the Layer2 interface as Access. (It can be Trunk mode also)

config-if) #switchport access vlan 2

Set the default VLAN for the interface

config-if) #static-channel-group 2

Configure Static Channel LAG on the interface

config-if) #exit

Exit interface mode

(

(

( )

( )

(config-if) #switchport mode access
( )

( )

( )

(

snooping binding bridge 1
ipvd 1.1.1.1 xel

config) #ip dhcp
0011.1111.2222 2

Configure IPv4 Static Entry For DHCP snooping with MAC
address and Source Address for an interface and VLAN
configured

snooping binding bridge 1
ipve 3ffe::1 xe2

(config) #ip dhcp
0022.2222.3333 2

Configure IPv6 Static Entry For DHCP snooping with MAC
address and Source Address for an interface and VLAN
configured

(config) #commit

Commit Candidate config to running-config

(config) #exit

Exit config mode

#clear ip dhcp snooping binding bridge 1

Clear DHCP binding tables which are learned dynamically

Validation

Verify that DHCP snooping is enabled on the bridge with the static LAG interface:

#sh ip dhcp snooping bridge 1
Bridge Group : 1

DHCP snooping is Enabled
DHCP snooping option82 is
Verification of hwaddr field is

Enabled

Enabled

DHCP snooping is configured on following VLANs : 2
DHCP snooping is operational on following VLANs : 2
DHCP snooping trust is configured on the following Interfaces

Trusted

Interface
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DHCP snooping IP Source Guard is configured on the following Interfaces
Interface Source Guard

Verify that static DHCP snooping or source guard entries are configured for the bridge with the LAG interface:

#sh ip dhcp snooping binding bridge 1

Total number of static IPV4 entries : 1

Total number of dynamic IPV4 entries : O

Total number of static IPV6 entries : 1

Total number of dynamic IPV6 entries : O

MacAddress IpAddress Lease (sec) Type VLAN Interface
0011.1111.2222 1.1.1.1 0 static 2 sa2
0022.2222.3333 3ffe::1 0 static 2 sa2
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cHarTER 13 DHCP Server Configuration

Overview

A DHCP Server is a network server that automatically provides and assigns IP addresses, default gateways and other
network parameters to client devices. It relies on the standard protocol known as Dynamic Host Configuration Protocol
or DHCP to respond to broadcast queries by clients.

DHCP Server Configuration for IPv4

Before configuring make sure that DHCP server is ready.

Topology

DHCP Client DHCP Server

Figure 13-19: DHCP IPv4 topology

Configuration

DHCP IPv4 Client Interface

#configure terminal Enter Configure mode.

(config) #interface xel Specify the interface (xe1) to be configured and enter the
interface mode.

(config-if) #ip address dhcp The client requests for the IP address to the server, once it
receives the acknowledgment from the server, it assigns the
IP address to the interface in which this command is enabled.

(config-if) #ip dhcp client request dns- The client requests for the DNS name server.
nameserver

(config-if) #ip dhcp client request ntp- The client requests for the NTP server .
server

(config-if) #ip dhcp client request host-name The client requests for the Name of the client.

(config-if)#ip dhcp client request log- The client requests for the log server.
server
(config if) #exit Exit interface mode.
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DHCP IPv4 Server Interface

fconfigure terminal

Enter Configure mode.

(config)#interface xe2

Specify the interface (xe2) to be configured and enter the
interface mode.

(config-if) #ip address 10.10.10.1/24

Configure the IP address to the server interface.

(config-if) #ip address dhcp

The client requests for the IP address to the server, once it
receives the acknowledgment from the server, it assigns the
IP address to the interface in which this command is enabled.

(config if) ffexit

Exit interface mode.

(config) #commit

Commit the candidate configuration to the running
configuration.

DHCP IPv4 Server Feature

#configure terminal

Enter Configure mode.

(config)#ip vrf vrfl

Configure IP VRF name.

(config-vrf) #ip dhcp server max-lease-time
100

Configure max lease time.

(config-vrf) #ip dhcp server default-lease-
time 100

Configure default lease time.

(config-vrf) #ip dhcp server pool test

Configure DHCP server pool name.

(dhcp-config) #network 3.3.3.0 netmask
255.255.255.0

Configure network and netmask.

(dhcp-config) #address range low-address
3.3.3.1 high-address 3.3.3.4

Configure address IPv4 range.

dhcp-config) #boot-file test

Configure boot-file name.

dhcp-config) #host-name dhcp-server

Configure host name.

dhcp-config) #ntp-server 4.4.4.5

Configure NTP server.

Configure log server.

dhcp-config) #dns-server 5.5.5.5

Configure DNS server.

dhcp-config) #tftp-server 5.5.5.6

Configure TFTP server.

(
(
(
(dhcp-config)#log-server 5.5.5.6
(
(
(

dhcp-config) #boot-file test

Configure boot-file name.

Validation

Client

OcNOS#show running-config dhcp
interface ethO
ip address dhcp
!
interface xed7
ip address dhcp
ip dhcp client request dns-nameserver
ip dhcp client request host-name
ip dhcp client request log-server
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ip dhcp client request ntp-server
I

OcNOS#show ip int br

'*' - address is assigned by dhcp client

Interface IP-Address Admin-Status Link-Status
ceb4 unassigned up down

ethO *10.12.122.114 up up

lo 127.0.0.1 up up
lo.management 127.0.0.1 up up

xed7 *10.10.10.2 up up

xed8 unassigned up down

OcNOS#conf t

Enter configuration commands, one per line. End with CNTL/Z.
OcNOS (config) #int xe6

OcNOS (config-if) #ip dhcp client request host-name

OcNOS (config-if
OcNOS (config-if
OcNOS (config-if) ffend
dhcp-client#
dhcp-client#
dhcp-client#
dhcp-client#sh hostname
*dhcp-client

(
(
OcNOS (config-if) #commit
( ) #
( ) #
)

* - Hostname learnt by DHCP Client.
dhcp-client#

Server

OcNOS#show run dhcp
interface ethO

ip address dhcp

|

ip dhcp server max-lease-time 100

ip dhcp server default-lease-time 100

ip dhcp server pool test

network 10.10.10.0 netmask 255.255.255.0

address range low-address 10.10.10.1 high-address 10.10.10.5
host-name dhcp-client

boot-file test

tftp-server 5.5.5.6

ntp-server 4.4.4.5

log-server 5.5.5.6
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dns-server 5.5.5.5
interface geb
ip dhcp server

DHCP Server Configuration for IPv6

Before configuring make sure that DHCP server is ready.

Topology

DHCP Client DHCP Server

Figure 13-20: DHCP IPv6 topology

Configuration

DHCP IPv6 Client Interface

#configure terminal Enter Configure mode.

(config) #interface xed’7 Specify the interface (xe47) to be configured and enter the
interface mode.

(config-if) #ipv6 address dhcp The client requests for the IPv6 address to the server, once it
receives the acknowledgment from the server, it assigns the
IP address to the interface in which this command is enabled.

(config-if) #ipv6 dhcp client request dns- The client requests for the DNS name server.
nameserver

(config-if) #ipv6 dhcp client request ntp- The client requests for the NTP server.
server

(config-if) 