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Preface

Preface

This guide describes how to configure OcNOS.

IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

monospaced type Code elements such as commands, parameters, files, and directories

Chapter Organization

The chapters in command references are organized as described in Command Description Format.
The chapters in configuration guides are organized into these major sections:

* An overview that explains a configuration in words

» Topology with a diagram that shows the devices and connections used in the configuration

+ Configuration steps in a table for each device where the left-hand side shows the commands you enter and the
right-hand side explains the actions that the commands perform

» Validation which shows commands and their output that verify the configuration

Related Documentation

For information about installing of OcNOS, see the Installation Guide for your platform.
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Migration Guide

Check the Migration Guide for configuration changes to make when migrating from one version of OcNOS to another.

Feature Availability

The features described in this document that are available depend upon the OcNOS SKU that you purchased. See the
Application Notes for a description of the OcNOS SKUs.

Support

For support-related questions, contact support@ipinfusion.com.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLlI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or remotely
from a terminal emulator such as putty or xterm. You can also use the commands in scripts to automate
configuration tasks.

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?

The CLI displays this keyword list with short descriptions for each keyword:

control-adjacency
control-channel

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bidirectional Forwarding Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi-directional 1lsp status and configuration
bridge Bridge group commands
ce-vlan COS Preservation for Customer Edge VLAN
class-map Class map entry
cli Show CLI tree of current mode
clns Connectionless-Mode Network Service (CLNS)

Control Adjacency status and configuration
Control Channel status and configuration

cspf CSPF Information

customer Display Customer spanning-tree

cvlan Display CVLAN information

debugging Debugging functions (see also 'undebug')
etherchannel LACP etherchannel

ethernet Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debugging Debugging functions (see also 'undebug')

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show i? (CLI does not display the question mark).
interface Interface status and configuration

ip IP information

isis ISIS information
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Command Completion

The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh
Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation. Type
show 1 and press the tab key. The CLI displays:

> show i
interface ip ipvé isis
> show i
The CLI displays the interface and ip keywords. Type n to select interface and press the tab key. The CLI
displays:

> show in
> show interface

Type ? and the CLI displays the list of parameters for the show interface command.

> show interface
IFNAME 1Interface name
| Output modifiers
> Output redirection
<cr>

The CLI displays the only parameter associated with this command, the TFNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh int xe0
is an abbreviation for:

> show interface xe0

Command Line Errors

Any unknown spelling causes the CLI to display the error Unrecognized command in response to the ?. The CLI
displays the command again as last entered.

> show dd?
% Unrecognized command
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:

(config) #router ospf here

A

TA

% Invalid input detected at marker.

where the * points to the first character in error in the command.

© 2024 IP Infusion Inc. Proprietary 18



Command Line Interface

If a command is incomplete, the CLI displays the following message:

> show

Q

% Incomplete command.
Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below. This
does not cause an error and the command performs as expected:

area 10.10.0.18 wvirtual-link 10.10.0.19 authent
ication-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:
« The ip address command assigns an IPv4 address to an interface

* Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table P-2 describes the conventions used to represent command syntax in this reference.

Table P-2: Syntax conventions

Convention Description Example
monospaced | Command strings entered on a command line show ip ospf
font

lowercase Keywords that you enter exactly as shown in the show ip ospf

command syntax.

UPPERCASE See Variable Placeholders IFNAME

() Optional parameters, from which you must select (A.B.C.D|<0-4294967295>)
one. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameters, from which you select one or (A.B.C.D|<0-4294967295>)
none. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameter which you can specify or omit. (IFNAME | )
Do not enter the parentheses or vertical bar as part
of the command.

{} Optional parameters, from which you must select {intra-area <1-255>|inter-area
one or more. Vertical bars delimit the selections. Do | <1-255>|external <1-255>}

not enter the braces or vertical bars as part of the
command.
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Table P-2: Syntax conventions (Continued)

follows a question mark can only appear once in a
command string. Do not enter the question mark as
part of the command.

Convention Description Example

[] Optional parameters, from which you select zero or [<1-65535>|AA:NN|internet|local-AS]|
more. Vertical bars delimit the selections. Do not no-advertise|no-export]
enter the brackets or vertical bars as part of the
command.

? Nonrepeatable parameter. The parameter that ?route-map WORD

Repeatable parameter. The parameter that follows a
period can be repeated more than once. Do not
enter the period as part of the command.

set as-path prepend .<1-65535>

Variable Placeholders

Table P-3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table P-3: Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LINE A text string, including spaces; no other parameters can follow this parameter

IFNAME Interface name whose format varies depending on the platform; examples are: ethO,
Ethernet0, ethernetO, xe0

A.B.C.D IPv4 address

A.B.C.D/M IPv4 address and mask/prefix

X:X::X:X IPv6 address

X:X::X:X/M

IPv6 address and mask/prefix

HH:MM:SS

Time format

AA:NN

BGP community value

XX XX XX : XX : XX : XX

MAC address

<1-5>
<1-65535>
<0-2147483647>
<0-4294967295>

Numeric range
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Command Description Format

Table P-4 explains the sections used to describe each command in this reference.

Table P-4: Command descriptions

Section

Description

Command Name

The name of the command, followed by what the command does and when should it be used

Command Syntax

The syntax of the command

Parameters

Parameters and options for the command

Default

The state before the command is executed

Command Mode

The mode in which the command runs; see Command Modes

Example

An example of the command being executed

Keyboard Operations

Table P-5 lists the operations you can perform from the keyboard.

Table P-5: Keyboard operations

Key combination

Operation

Left arrow or Ctrl+b

Moves one character to the left. When a command extends beyond a single line, you can press left
arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you can press Ctrl+a to go
directly to the beginning of the line.

Right arrow or Ctrl-f

Moves one character to the right. When a command extends beyond a single line, you can press right
arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can press Ctrl+e to go directly to
the end of the line.

Esc, b Moves back one word

Esc, f Moves forward one word

Ctrl+e Moves to end of the line

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
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Table P-5: Keyboard operations (Continued)

Key combination Operation

Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?

| Output modifiers
> Qutput redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show rsvp | ?
begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match
last Last few lines

redirect Redirect output

Begin Modifier

The begin modifier displays the output beginning with the first line that contains the input string (everything typed after
the begin keyword). For example:

# show running-config | begin xel

...skipping
interface xel
ipv6 address
|

interface xe?2
ipv6 address
|

line con O
login

|

end

fe80::204:75ff:fee6:5393/64

fe80::20d:56ff:fe96:725a/64

You can specify a regular expression after the begin keyword, This example begins the output at a line with either

“xe2” or “xe4”:

# show running-config | begin xe[3-4]

...skipping
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interface xe3
shutdown

|

interface xe4d
shutdown

|

interface svlanO.1
no shutdown

|

route-map myroute permit 3
|
route-map mymapl permit 10
|
route-map rmapl permit 3
|
line con O
login
line vty 0 4
login
|
end

Include Modifier

The include modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

# show interface xel | include input
input packets 80434552, bytes 2147483647, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1, missed 0

You can specify a regular expression after the include keyword. This examples includes all lines with “input” or
“output”:

#show interface xe0 | include (in]out)put
input packets 597058, bytes 338081476, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 613147, bytes 126055987, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O

Exclude Modifier

The exclude modifier excludes all lines of output that contain the input string. In the following output example, all lines
containing the word “input” are excluded:

# show interface xel | exclude input
Interface xel
Scope: both
Hardware is Ethernet, address is 0004.75e6.5393
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
VRF Binding: Not bound
Administrative Group(s): None
DSTE Bandwidth Constraint Mode is MAM
inet6 fe80::204:75ff:fee6:5393/64
output packets 4438, bytes 394940, dropped O
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0
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You can specify a regular expression after the exclude keyword. This example excludes lines with “output” or “input”:

# show interface xe0 | exclude (in]|out)put
Interface xe0
Scope: both
Hardware is Ethernet Current HW addr: 001b.2139.6c4da
Physical:001b.2139.6c4a Logical: (not set)
index 2 metric 1 mtu 1500 duplex-full arp ageing timeout 3000
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b:21ff:fe39:6cd4a/64
collisions 0

Redirect Modifier

The redirect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frame.txt
The output redirection token (>) does the same thing:

# show cli history >/var/frame.txt

Last Modifier

The 1ast modifier displays the output of last few number of lines (As per the user input). The last number ranges from
1 to 9999.

For example:

#show running-config | last 10
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String Parameters

The restrictions in Table P-6 apply for all string parameters used in OcNOS commands, unless some other restrictions
are noted for a particular command.

Table P-6: String parameter restrictions

Restriction Description
Input length 1965 characters or less
Restricted special characters “r e ST Y, and =
The “” is allowed only for description CLIin interface mode.

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. Table P-7 lists
the command modes common to all protocols.

Table P-7: Common command modes

Name Description
Executive Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode from where you
mode can perform basic commands such as show, exit, quit, help, and enable.
Privileged Also called enable mode, in this mode you can run additional basic commands such as debug, write, and
executive show.
mode
Configure Also called configure terminal mode, in this mode you can run configuration commands and go into other
mode modes such as interface, router, route map, key chain, and address family.

Configure mode is single user. Only one user at a time can be in configure mode.
Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting you configure in
mode this mode overrides a setting configured in router mode.
Router This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.
mode
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Command Mode Tree

The diagram below shows the common command mode hierarchy.

Start in
executive
mode

+ enable (password)

Privileged
executive
mode

+ configure terminal

Configure
mode

interface xe0 / \router ospf

Interface Router
mode mode

Figure P-1: Common command modes

To change modes:
1. Enter privileged executive mode by entering enable in Executive mode.

2. Enter configure mode by entering configure terminal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally to
router mode:

> enable mypassword

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# router ospf

(config-router) #

Note: Each protocol can have modes in addition to the common command modes. See the command reference for
the respective protocol for details.
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Transaction-based Command-line Interface

The OcNOS command line interface is transaction based:

Any changes done in configure mode are stored in a separate candidate configuration that you can view with the
show transaction current command.

When a configuration is complete, apply the candidate configuration to the running configuration with the commit
command.

If a commit fails, no configuration is applied as the entire transaction is considered failed. You can continue to
change the candidate configuration and then retry the commit.

Discard the candidate configuration with the abort transaction command.
Check the last aborted transaction with the show transaction last-aborted command.

Multiple configurations cannot be removed with a single commit. You must remove each configuration followed by
a commit.

Note: All commands MUST be executed only in the default CML shell (cm1sh). If you log in as root and start

imish then the system configurations will go out of sync. The imish shell is not supported and should not be
started manually.
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Layer 2 Configuration
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cHarTER 1 802.1X Configuration

IEEE 802.1x restricts unauthenticated devices from connecting to a switch. Only after authentication is successful,
traffic is allowed through the switch.

Topology

In this example, a radius server keeps the client information, validating the identity of the client and updating the switch
about the authentication status of the client. The switch is the physical access between the two clients and the server.
It requests information from the client, relays information to the server and then back to the client. To configure 802.1x
authentication, enable authentication on ports eth1 and eth2 and specify the radius server IP address and port.

Client .
Radius
-
ethi Switch =
& — e — 0 eth3 192126121
m e
.:t—
Client

Figure 1-1: 802.1x Topology
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Configuration

Switch

Switch#configure terminal

Enter configure mode.

Switch (config) #port-security disable

Disable the port-security.

Switch (config) #dotlx system-auth-ctrl

Enable authentication globally.

Switch (config)#interface eth?2

Enter interface mode.

Switch (config-if) #switchport

Enable switch port on interface.

Enable authentication (via Radius) on port (eth2).

Switch (config-if) #exit

Exit interface mode.

Switch (config) #interface ethl

Enter interface mode.

Switch (config-if) #switchport

Enable switch port on interface.

Switch (config-if) #dotlx port-control auto

Enable authentication (via Radius) on port (eth1).

(
(
(
(
Switch (config-if)#dotlx port-control auto
(
(
(
(
(

Switch (config-if) #exit

Exit interface mode.

Switch (config)# radius-server dotlx
keystring testingl23

Specify the key with string name between radius server and
client

Switch (config) #radius-server dotlx host
192.126.12.1

Specify the radius server address.

Switch (config-if) #commit

Commit the transaction.

Switch (config-if) #exit

Exit interface mode.

Switch (config)#interface eth3

Enter interface mode.

Switch (config-if)#ip address 192.126.12.2/24

Set the IP address on interface eth3.

Switch (config-if) #commit

Commit the transaction.

(
(
(
(
(
(

Switch (config-if) #fexit

Exit interface mode.

Validation

#show dotlx all

802.1X Port-Based Authentication Enabled RADIUS server address: 192.168.1.1:60000 Next

radius message id: 147

© 2021 IP Infusion Inc. Proprietaryl087
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RADIUS client address: not configured 802.1X info for interface ethl

portEnabled: true - portControl: Auto portStatus: Unauthorized - currentId: 29 protocol

version: 2

reAuthenticate: disabled reAuthPeriod: 3600

abort:F fail:F start:F timeout:F success:F PAE: state: Connecting - portMode: Auto PAE:

reAuthCount: 1 - rxRespId: O

© 2024 IP Infusion Inc. Proprietary 30



802.1X Configuration

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30 BE: state: Idle - regCount: 0 -
idFromServer: 0 BE: suppTimeout: 30 - serverTimeout: 30

CD: adminControlledDirections: in - operControlledDirections: in CD: bridgeDetected:
false

KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false

802.1X info for interface eth2 portEnabled: true - portControl: Auto portStatus:
Unauthorized - currentId: 29 protocol version: 2

reAuthenticate: disabled reAuthPeriod: 3600

abort:F fail:F start:F timeout:F success:F PAE: state: Connecting - portMode: Auto PAE:
reAuthCount: 1 - rxRespId: O

PAE: quietPeriod: 60 - reauthMax: 2 - txPeriod: 30 BE: state: Idle - regCount: 0 -
idFromServer: 0 BE: suppTimeout: 30 - serverTimeout: 30

CD: adminControlledDirections: in - operControlledDirections: in CD: bridgeDetected:
false

KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false
#show dotlx

802.1X Port-Based Authentication Enabled RADIUS server address: 192.168.1.1:60000 Next
radius message id: 147
RADIUS client address: not configured
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cHarTER2 Disabling Native VLAN Configuration

This chapter contains sample configurations to check the functionality to drop the untagged traffic by disblaing the
native vlan by configuring acceptable-frame-type vlan-tagged.

Topology

Netwaork £’ L\ xed

xeb Netwaork

xe13 traffic

Figure 2-2: Native VLAN Topology

Configuration

SwW1

SWl#configure terminal

Enter configuration mode

SW1 (config) # bridge 1 protocol rstp vlan-
bridge

Create bridge

SW1 (config) #vlan database

Enter VLAN configuration mode

SW1 (config-vlan)#vlan 2-10 bridge 1 state
enable

Create 2-10 vlans

SW1 (config-vlan) #exit

Exit VLAN configuration mode

SW1 (config)#interface xeb6

Enter interface configuration mode for xe6

SW1 (config-if) #switchport

Configure switchport

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode hybrid

Configure port mode as hybrid

(
(
(
(
(
(

SW1 (config-if)# switchport hybrid allowed
vlian all

Allow all the vlans on the xe6 port

SW1 (config-if) #exit

Exit from interface mode

SW1 (config)#interface xe2l

Enter interface configuration mode for xe21

Configure switchport

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

(
(
SW1l (config-if) #switchport
(
(

SW1 (config-if) #switchport mode hybrid

Configure port mode as hybrid

SW1l (config-if)# switchport hybrid allowed
vlian all

Allow all the vlans on the xe21 port

SW1 (config-if) #exit

Exit from interface mode

SW1 (config) #fcommit

Commit the candidate configuration to the running
configuration
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Sw2

SW2#configure terminal

Enter configuration mode

SW2 (config) # bridge 1 protocol rstp vlan-
bridge

Create bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) #vlan 2-10 bridge 1 state
enable

Create 2-10 vlans

SW2 (config-vlan) #exit

Exit VLAN configuration mode

SW2 (config) #interface xeb6

Enter interface configuration mode for xe6

SW2 (config-if) #switchport

Configure switchport

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode hybrid

Configure port mode as hybrid

(
(
(
(
(
(

SW2 (config-if)# switchport hybrid allowed
vlan all

Allow all the vlans on the xe6 port

SW2 (config-if) #exit

Exit from interface mode

SW2 (config) #interface xel3

Enter interface configuration mode for xe13

Configure switchport

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

(
(
SW2 (config-if) #switchport
(
(

SW2 (config-if) #switchport mode hybrid

Configure port mode as hybrid

SW2 (config-if)# switchport hybrid allowed
vlian all

Allow all the vlans on the xe13 port

SW2 (config-if) #exit

Exit from interface mode

SW2 (config) #fcommit

Commit the candidate configuration to the running
configuration

Validation

Sending untagged, vlan-5 and vlan-6 traffic from ixia-1 to ixia-2. In the show bridge o/p we can see all the mac entries

learnt for all the traffics.

In the show vlan brief output for default vlan interface xe21 is having port type as untagged (u).

SWl#show bridge
bridge 1 is running on rstp vlan-bridge

Ageout time is global and if something is configured for vxlan then it will be a

ffected here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— T H e e et Rttt T e s

1 xezl 0000.0000.0003 1 300

xezl 0000.0000.0005 1 300

6 xe2l 0000.0000.0006 1 300
SWl#sh int counters rate mbps
fom - fomm R T Fom - fom - +
\ Interface | Rx mbps | Rx pps \ Tx mbps | Tx pps
o Fom fom - Fom e Fom - +
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ceb53 0.00 0 0.00 0

xXe6 0.00 0 2960.63 246719
xe8 0.00 0 0.00 0

xe9 0.00 0 0.00 0

xe21l 2960.63 246719 0.00 0
SWl#sh vlan brief
Bridge VLAN ID Name State H/W Status Member ports

(u) -Untagged, (t)-Tagged

1 1 default ACTIVE Success xeb6 (u) xe2l (u)

1 2 VLANOOO2 ACTIVE Success xeb (t) xe2l (t)

1 3 VLANOOO3 ACTIVE Success xeb (t) xe2l(t)

1 4 VLANOOO4 ACTIVE Success xeb (t) xe2l(t)

1 5 VLANOOOS ACTIVE Success xeb (t) xe2l(t)

1 6 VLANOOO®G6 ACTIVE Success xe6 (t) xe2l (t)

1 7 VLANOOO7 ACTIVE Success xeb (t) xe2l(t)

1 8 VLANOOOS8 ACTIVE Success xeb (t) xe2l(t)

1 9 VLANOOO9 ACTIVE Success xeb (t) xe2l (t)

1 10 VLANOO1O ACTIVE Success xeb (t) xe2l (t)

Configuring acceptable-frame-type vlan-tagged on ingress interface

SW1

SW1 (config) #interface xe2l

Enter interface configuration mode for xe21

SW1 (config-if)# switchport mode hybrid
acceptable-frame-type vlan-tagged

Configure acceptable-frame-type vlan-tagged

SW1 (config-if) #fexit

Exit from interface mode

SW1 (config) #fcommit

Commit the candidate configuration to the running
configuration

Validation

After configuring acceptable-frame-type vlan-tagged, In the show bridge o/p we can see that un-tagged traffic is
dropped (.0003 mac entry is not present), and traffic also getting dropped for that specific stream.

Now on show vlan brief output we can see that xe21 interface is having port type as tagged (t).

SWl#sh show bridge
bridge 1 is running on rstp vlan-bridge

Ageout time is global and if something is configured for vxlan then it will be a

ffected here also

Bridge CVLAN SVLAN BVLAN Port
————————— et e et
1 5 xe2l
1 6 xe2l

SWl#sh int counters rate mbps

MAC Address FWD Time-out
e to—— R it +

0010.9400.0003 1 300

0010.9400.0004 1 300
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o Fom o R Fom - +
\ Interface | Rx mbps | Rx pps \ Tx mbps | Tx pps

Fom Fomm e fom - Fom - Fom e +
ceb3 0.00 0 0.00 0

xeb 0.00 0 1971.13 164480

xe8 0.00 0 0.00 0

xe9 0.00 0 0.00 0

xe2l 2960.64 246720 0.00 0

SWl#sh vlan brief
Bridge VLAN ID Name State H/W Status Member ports
(u) -Untagged, (t)-Tagged

1 1 default ACTIVE Success xeb6 (u) xe2l(t)
1 2 VLANOOOZ2 ACTIVE Success xeb (t) xe2l(t)
1 3 VLANOOO3 ACTIVE Success xe6 (t) xe2l (t)
1 4 VLANOOO4 ACTIVE Success xeb (t) xe2l(t)
1 5 VLANOOOS ACTIVE Success xeb (t) xe2l(t)
1 6 VLANOOO®G ACTIVE Success xeb (t) xe2l (t)
1 7 VLANOOO7 ACTIVE Success xeb (t) xe2l (t)
1 8 VLANOOOS8 ACTIVE Success xeb (t) xe2l(t)
1 9 VLANOOO9 ACTIVE Success xe6 (t) xe2l (t)
1 10 VLANOO10 ACTIVE Success xeb (t) xe2l(t)
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cHAPTER 3  Disabling Native VLAN Configuration on Trunk mode

This chapter contains sample configurations to check the functionality to drop the untagged traffic by disabling the

native VLAN by configuring disable-native-VLAN.

Topology

Netwaork £’ L\ xed

Netwaork

xe13 traffic

Figure 3-3: Native VLAN Topology

Configuration

SwW1

SWl#configure terminal

Enter configuration mode

SW1 (config) #bridge 1 protocol mstp

Create bridge

SW1 (config) #vlan database

Enter VLAN configuration mode

SW1 (config-vlan) #vlan 2-10 bridge 1 state
enable

Create 2-10 vlans

SW1 (config-vlan) #exit

Exit VLAN configuration mode

SW1 (config) #interface xe2l

Enter interface configuration mode for xe21

SW1 (config-if) #switchport

Configure switchport

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode trunk

Configure port mode as trunk

(
(
(
(
(
(

SW1 (config-if) #switchport trunk allowed vlan
all

Allow all the VLANSs on the xe21 port

SW1 (config-if) #exit

Exit from interface mode

SW1 (config)#interface xeb6

Enter interface configuration mode for xe6

SW1 (config-if) #switchport

Configure switchport

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode trunk

Configure port mode as trunk

(
(
(
(
(
(

SW1 (config-if) #switchport trunk allowed vlan
all

Allow all the VLANSs on the xe6 port

SW1 (config-if) #exit

Exit from interface mode

SW1 (config) #commit

Commit the candidate configuration to the running
configuration
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Sw2

SW2#configure terminal

Enter configuration mode

SW2 (config) #bridge 1 protocol rstp vlan-
bridge

Create bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) #vlan 2-10 bridge 1 state
enable

Create 2-10 vlans

SW2 (config-vlan) #exit

Exit VLAN configuration mode

SW2 (config) #interface xeb6

Enter interface configuration mode for xe6

SW2 (config-if) #switchport

Configure switchport

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode trunk

Configure port mode as trunk

(
(
(
(
(
(

SW2 (config-if) #switchport trunk allowed vlan
all

Allow all the VLANSs on the xe6 port

SW2 (config-if) #exit

Exit from interface mode

SW2 (config) #interface xel3

Enter interface configuration mode for xe13

Configure switchport

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode trunk

Configure port mode as trunk

(
(
SW2 (config-if) #switchport
(
(
(

SW2 (config-if) #switchport trunk allowed vlan
all

Allow all the VLANSs on the xe13 port

SW2 (config-if) #exit

Exit from interface mode

SW2 (config) #fcommit

Commit the candidate configuration to the running
configuration

Validation

Sending untagged, VLAN-5 and VLAN-6 traffic from IXIA-1 to IXIA-2. In the show bridge output we can see all the MAC

entries learnt for all the traffics.

Inthe show vlan brief output for default VLAN interface xe21 is having port type as untagged (u).

SWl#show bridge
bridge 1 is running on mstp

Ageout time is global and if something is configured for vxlan then it will be

affected here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— s mt i R ittt
1 1 xe2l 0010.9400.0001 1 300
SWl#show interface counters rate mbps
o Fom o e Rt ittt +
\ Interface | Rx mbps | Rx pps \ Tx mbps | Tx pps
Fo o Fomm fom - Fom e Fomm e +
xe2l 621.21 606650 0.00 0

xeb 0.00 0 621.21 606651
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SWl#show vlian brief
Bridge VLAN ID Name State H/W Status Member ports
(u) -Untagged, (t)-Tagged

1 1 default ACTIVE Success xe2l (u) xeb6(u)
1 2 VLANOOO2 ACTIVE Success xe2l (t) xe6(t)
1 3 VLANOOO3 ACTIVE Success xe2l (t) xeb6(t)
1 4 VLANOOO4 ACTIVE Success xe2l (t) xe6(t)
1 5 VLANOOOS ACTIVE Success xe2l (t) xe6(t)
1 9 VLANOOOG ACTIVE Success xe2l (t) xe6(t)
1 7 VLANOOO7 ACTIVE Success xe2l (t) xeb6(t)
1 8 VLANOOOS8 ACTIVE Success xe2l (t) xe6(t)
1 9 VLANOOO9 ACTIVE Success xe2l (t) xeb6(t)
1 10 VLANOO1O ACTIVE Success xe2l (t) xe6(t)

Configuring Disable-Native-VLAN on Trunk mode

SW1

SW1 (config) #interface xe2l Enter interface configuration mode for xe21

SW1 (config-if) #switchport mode trunk Configure disable native VLAN on trunk mode

disable-native-vlan

SW1 (config-if) #fexit Exit from interface mode

SW1 (config) #commit Commit the candidate configuration to the running
configuration

Validation

After configuring disable-native-vlan, show vlan brief outputwe can see that xe21 interface is having port type as
tagged (t).

SWl#show bridge
bridge 1 is running on mstp
Ageout time is global and if something is configured for vxlan then it will be a
ffected here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out

SW1SWl#show vlan brief
Bridge VLAN ID Name State H/W Status Member ports
(u) -Untagged, (t)-Tagged

1 1 default ACTIVE Success xe2l (t) xe6(u)
1 2 VLANOOO2 ACTIVE Success xe2l (t) xe6(t)
1 3 VLANOOO3 ACTIVE Success xe2l (t) xe6(t)
1 4 VLANOOO4 ACTIVE Success xe2l (t) xeb6(t)
1 5 VLANOOOS ACTIVE Success xe2l (t) xeb6(t)
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1 6 VLANOOO®6 ACTIVE Success xe2l (t) xe6(t)

1 7 VLANOOO7 ACTIVE Success xe2l (t) xeb6(t)

1 8 VLANOOO8 ACTIVE Success xe2l (t) xe6(t)

1 9 VLANOOOOS ACTIVE Success xe2l (t) xe6(t)

1 10 VLANOO10 ACTIVE Success xe2l (t) xe6(t)

SWl#show interface counters rate mbps

F———————————— fom - - o +
\ Interface | Rx mbps | Rx pps \ Tx mbps | Tx pps

Fom Fom - - Fom +
Xe21l 864.88 844613 0.00 0

Xeb 0.00 0 0.00 0

SWl#show interface counters drop-stats
Interface xe2l

Rx Policy Discards: 454522965

Rx EGR Port Unavail: 454522967
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cHaPTER4 Disable Spanning Tree Configuration

This chapter describes disabling spanning tree operation on a per Multiple Spanning Tree Instance (MSTI) basis.

Topology
Bridge 1

ge2

Bridge 2

xed

P —

Figure 4-4: Disable Spanning Tree Topology

Note:

Run the switchport command on each port to change to Layer-2 mode.

Disabling MSTP Configuration
Bridge 1

Disabling MSTP per instance

Bridgel (config-mst) #no bridge 1 instance 2

Disable spanning tree for MSTP on instance 2

Bridgel (config-mst) #no bridge 1 instance 3

Disable spanning tree for MSTP on instance 3

Bridgel (config-mst) #commit

Commit candidate configuration to be running configuration

Disabling MSTP globally

Bridgel (config) #no bridge 1 multiple-
spanning-tree enable bridge-forward

Disable spanning tree globally for MSTP and keeping the
ports in forwarding state.

Bridgel (config) #commit

Commit candidate configuration to be running configuration

Disabling MSTP per port

Bridgel (config) #interface ge2

Enter interface mode for ge2.

Bridgel (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for MSTP and put port on
forwarding state. This command disables any type of STP on
the port.

Bridgel (config-if) #commit

Commit candidate configuration to be running configuration

Bridge 2

Disabling MSTP per instance

Bridge2 (config-mst) #no bridge 1 instance 2

Disable spanning tree for MSTP on instance 2
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Bridge?2 (config-mst) #no bridge 1 instance 3 Disable spanning tree for MSTP on instance 3

Bridge2 (config-mst) #commit Commit candidate configuration to be running configuration

Disabling MSTP globally

Bridge?2 (config) #no bridge 1 multiple- Disable spanning tree globally for MSTP.
spanning-tree enable bridge-forward

Bridge2 (config) #commit Commit candidate configuration to be running configuration

Disabling MSTP per port

Bridge2 (config) #interface xe2 Enter interface mode for xe2.

Bridge?2 (config-if) #bridge-group 1 spanning- Disable spanning tree per port for MSTP and put port on

tree disable forwarding state. This command disables any type of STP on
the port

Bridge2 (config-if) #commit Commit candidate configuration to be running configuration

Validation

Bridge 1

Verify MSTP details with the show spanning-tree mst detail command.

#show spanning-tree mst detail
1: Bridge up - Spanning Tree Enabled - topology change detected
1: CIST Root Path Cost 0 - CIST Root Port 905 - CIST Bridge Priority 32768

1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

1: CIST Root Id 80003417ebfbelc4

CIST Reg Root Id 80003417ebfbedc4

CIST Bridge Id 800064006ac779%a0

9 topology change(s) - last topology change Thu Nov 17 15:06:17 2016
portfast bpdu-filter disabled

portfast bpdu-guard disabled

portfast errdisable timeout disabled

portfast errdisable timeout interval 300 sec

ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Rootport -
tate Forwarding

ge2: Designated External Path Cost 0 -Internal Path Cost 20000
ge2: Configured Path Cost 20000 - Add type Explicit ref count 2
ge2: Designated Port Id 0x838a - CIST Priority 128 -

ge2: CIST Root 80003417ebfbeSc4

ge2: Regional Root 80003417ebfbeSc4

ge2: Designated Bridge 80003417ebfbeSc4

ge2: Message Age 0 - Max Age 20

ge2: CIST Hello Time 2 - Forward Delay 15

ge2: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 0 - topo change
imer O

ge2: forward-transitions 1

ge2: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
ge2: No portfast configured - Current portfast off

ge2: bpdu-guard default - Current bpdu-guard off

ge2: bpdu-filter default - Current bpdu-filter off

o° oo

o°

o©°

R

A O A A AN (T A A A A A A A A A TN A A A ° A o o°
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o°

ge2: no root guard configured - Current root guard off
ge2: Configured Link Type point-to-point - Current point-to-point
ge2: No auto-edge configured - Current port Auto Edge off

o° oo

o

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Alternate -
tate Discarding

ge3: Designated External Path Cost 0 -Internal Path Cost 20000
ge3: Configured Path Cost 20000 - Add type Explicit ref count 2
ge3: Designated Port Id 0x838b - CIST Priority 128 -

ge3: CIST Root 80003417ebfbedc4

ge3: Regional Root 80003417ebfbedc4

ge3: Designated Bridge 80003417ebfbeSc4

ge3: Message Age 0 - Max Age 20

ge3: CIST Hello Time 2 - Forward Delay 15

ge3: CIST Forward Timer O - Msg Age Timer 5 - Hello Timer 1 - topo change
imer O

ge3: forward-transitions 2
ge3: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
ge3: No portfast configured - Current portfast off

o° o° o° o° A° o° N o°

o©°

0° o° o o° (T o o°

ge3: bpdu-guard default - Current bpdu-guard off
% ge3d: bpdu-filter default - Current bpdu-filter off
% ge3: no root guard configured - Current root guard off

o©°

ge3: Configured Link Type point-to-point - Current point-to-point
ge3: No auto-edge configured - Current port Auto Edge off

o

o

Instance 2: Vlans: 2

: MSTI Root Path Cost 20000 -MSTI Root Port 5001 - MSTI Bridge Priority
68

W o\

2

o©°

MSTI Root Id 80023417ebfbe9c4
MSTI Bridge Id 800264006ac779%a0

ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Rootport -
tate Forwarding

ge2: Designated Internal Path Cost 0 - Designated Port Id 0x838a
ge2: Configured Internal Path Cost 20000

ge2: Configured CST External Path cost 20000

ge2: CST Priority 128 - MSTI Priority 128

ge2: Designated Root 80023417ebfbefc4

ge2: Designated Bridge 800264006ac779%a0

ge2: Message Age 0

ge2: Hello Time 2 - Forward Delay 15

ge2: Forward Timer 0 - Msg Age Timer 4 - Hello Timer O

1
7
1
1

o©°

A° o A° o A° o° o° o U2 oP

o

oo

Instance 3: Vlans: 3

o°

1: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
1: MSTI Root Id 800364006ac779a0
1: MSTI Bridge Id 800364006ac779%a0

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Designated -
tate Forwarding

ge3: Designated Internal Path Cost 0 - Designated Port Id 0x838c
ge3: Configured Internal Path Cost 20000

ge3: Configured CST External Path cost 20000

ge3: CST Priority 128 - MSTI Priority 128

ge3: Designated Root 800364006ac779a0

ge3: Designated Bridge 800364006ac779%a0

ge3: Message Age O

ge3: Hello Time 2 - Forward Delay 15

o°

o°

d° o° o° o° A o° o° U o

o°

© 2024 IP Infusion Inc. Proprietary 42



Disable Spanning Tree Configuration

% ge3: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1
Verify MSTP configurations when MSTP is enabled globally.

#show running-config
|

bridge 1 protocol mstp
|

Verify MSTP configurations when MSTP is disabled globally.

#show running-config

|

bridge 1 protocol mstp

no bridge 1 multiple-spanning-tree enable bridge-forward
|

Verify MSTP configurations when MSTP instance 2 and 3 is enabled.

#show running-config spanning-tree
|

spanning-tree mst configuration
bridge 1 instance 2

bridge 1 instance 2 vlan 2

bridge 1 instance 3

bridge 1 instance 3 vlan 3

|

interface xe?2
bridge-group 1 instance 2
|
interface xe3
bridge-group 1 instance 3
|
Verify MSTP configurations when MSTP instance 2 is disabled
#show running-config spanning-tree
|
spanning-tree mst configuration
bridge 1 instance 3

bridge 1 instance 3 wvlan 3
|

interface ge3

bridge-group 1 instance 3
|

Verify MSTP configurations when spanning-tree is enabled on interface.

#show running-config interface ge2
|

interface ge?2

switchport

bridge-group 1

switchport mode access

switchport access wvlan 2

bridge-group 1 instance 2
|

Verify MSTP configurations when spanning-tree is disabled on interface.
#show running-config interface ge2
|
interface ge?2
switchport
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bridge-group 1 spanning-tree disable
switchport mode access

switchport access vlan 2
bridge-group 1 instance 2

Verify MSTP details after disabling spanning-tree on interface ge2 with the show spanning-tree mst details
command.

#show spanning-tree mst detail
1: Bridge up - Spanning Tree Enabled - topology change detected
1: CIST Root Path Cost 0 - CIST Root Port 908 - CIST Bridge Priority 32768

1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

1: CIST Root Id 80003417ebfbedc4

o oo

o°

o°

% 1: CIST Reg Root Id 80003417ebfbedc4
% 1: CIST Bridge Id 800064006ac779%a0
% 1: 10 topology change(s) - last topology change Fri Nov 25 21:21:05 2016
1: portfast bpdu-filter disabled
1: portfast bpdu-guard disabled
1: portfast errdisable timeout disabled
1: portfast errdisable timeout interval 300 sec

ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Disabled -
tate Forwarding

ge2: Designated External Path Cost 0 -Internal Path Cost 20000
ge2: Configured Path Cost 20000 - Add type Explicit ref count 2
ge2: Designated Port Id 0x838a - CIST Priority 128 -

ge2: Message Age 0 - Max Age 20

ge2: CIST Hello Time 2 - Forward Delay 15

ge2: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 0 - topo change
imer O

ge2: forward-transitions 2
ge2: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
ge2: No portfast configured - Current portfast off

ge2: bpdu-guard default - Current bpdu-guard off
ge2: bpdu-filter default - Current bpdu-filter off
ge2: no root guard configured - Current root guard off

ge2: Configured Link Type point-to-point - Current point-to-point
ge2: No auto-edge configured - Current port Auto Edge off

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Rootport -
tate Forwarding

ge3: Designated External Path Cost 0 -Internal Path Cost 20000
ge3: Configured Path Cost 20000 - Add type Explicit ref count 2
ge3: Designated Port Id 0x838b - CIST Priority 128 -

ge3: CIST Root 80003417ebfbedc4

ge3: Regional Root 80003417ebfbedc4d

ge3: Designated Bridge 80003417ebfbef9c4

ge3: Message Age 0 - Max Age 20

ge3: CIST Hello Time 2 - Forward Delay 15

ge3: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1 - topo change
imer O

ge3: forward-transitions 3
ge3: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
ge3: No portfast configured - Current portfast off

0 o A° O A A AN LN A A A AN AN AN AN AN AN (T A AN AN N A LA A A o° o

ge3: bpdu-guard default - Current bpdu-guard off
ge3: bpdu-filter default - Current bpdu-filter off
ge3: no root guard configured - Current root guard off

0C o A o° A o o (t o o°

ge3: Configured Link Type point-to-point - Current point-to-point
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o°

o°

o o

o

ge3:

No auto-edge configured - Current port Auto Edge off

Instance 2: Vlans: 2

1: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
1: MSTI Root Id 800264006ac779%a0
1: MSTI Bridge Id 800264006ac779%a0

% ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Disabled -
State Discarding

% ge2: Designated Internal Path Cost 0 - Designated Port Id 0x8389
% ge2: Configured Internal Path Cost 20000

% ge2: Configured CST External Path cost 20000

% ge2: CST Priority 128 - MSTI Priority 128

% ge2: Designated Root 800264006ac779a0

% ge2: Designated Bridge 800264006ac779a0

% ge2: Message Age 0

% ge2: Hello Time 2 - Forward Delay 15

% ge2: Forward Timer 0 - Msg Age Timer O - Hello Timer O

oo

Instance 3: Vlans: 3

22%%8MSTI Root Path Cost 20000 -MSTI Root Port 5004 - MSTI Bridge Priority
% 1: MSTI Root Id 80033417ebfbeSc4

% 1: MSTI Bridge Id 800364006ac779%a0

% ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Rootport -
State Forwarding

% ge3: Designated Internal Path Cost 0 - Designated Port Id 0x838b

% ge3: Configured Internal Path Cost 20000

% ge3: Configured CST External Path cost 20000

% ge3: CST Priority 128 - MSTI Priority 128

% ge3: Designated Root 80033417ebfbedc4

% ge3: Designated Bridge 800364006ac779a0

% ge3: Message Age 0

% ge3: Hello Time 2 - Forward Delay 15

% ge3: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

STP Configuration

Bridge 1

Disabling STP globally

Bridgel (config) #no bridge 1 spanning-tree Disable spanning tree globally for STP.
enable bridge-forward

Bridgel (config) #commit

Commit candidate configuration to be running configuration

Disabling STP per port

Bridgel (config) #interface ge2 Enter interface mode for ge2.
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Bridgel (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for STP and put port on
forwarding state. This command disables any type of STP on
the port.

Bridgel (config) #commit

Commit candidate configuration to be running configuration

Bridge 2

Disabling STP globally

Bridge2 (config) #no bridge 1 spanning-tree
enable bridge-forward

Disable spanning tree globally for STP.

Bridge?2 (config) #commit

Commit candidate configuration to be running configuration

Disabling STP per port

Bridge?2 (config) #interface xe2

Enter interface mode for xe2.

Bridge2 (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for STP and put port on
forwarding state. This command disables any type of STP on
the port.

Bridge?2 (config-if) #commit

Commit candidate configuration to be running configuration

Validation
Bridge 1

Verify STP details when stp is enabled globally and ge2 and ge3 are part of the bridge using the show spanning-

tree command.

#show spanning-tree

o oo

o°

Root port 905
1: Root Id 80003417ebfbelc4

o

1: Bridge up - Spanning Tree Enabled - topology change
1: Root Path Cost 4 - Priority 32768
1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

% 1: Bridge Id 800064006ac779a0
% 1: 3 topology changes - last topology change Tue Nov 15 21:33:53 2016
% 1: portfast bpdu-filter disabled
% 1: portfast bpdu-guard disabled
% 1: portfast errdisable timeout disabled
% 1: portfast errdisable timeout interval 300 sec
%ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - path cost 4 -
designated cost 0
%ge2: Designated Port Id 0x838a - state Forwarding -Priority 128
%ge2: Designated root 80003417ebfbedc4
%ge2: Designated Bridge 80003417ebfbe9c4
%ge2: Message Age 0 - Max Age 20
%ge2: Hello Time 2 - Forward Delay 15
%ge2: Forward Timer 0 - Msg Age Timer 18 - Hello Timer 1 - topo change timer0
%ge2: forward-transitions 1
%ge2: No portfast configured - Current portfast
%ge2: bpdu-guard default- Current bpdu-guard off
%ge2: bpdu-filter default- Current bpdu-filter off
%ge2: no root guard configured- Current root guard off
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%ge3:

Port Number 908 - Ifindex 5004 - Port Id 0x838c - path cost 4 -

designated cost 0

%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:
%ge3:

°

Designated Port Id 0x838b - state Blocked -Priority 128
Designated root 80003417ebfbedc4

Designated Bridge 80003417ebfbeSc4

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 19 - Hello Timer 1 - topo change timer0
forward-transitions 0

No portfast configured - Currentportfast off
bpdu-guarddefault- Current bpdu-guard off

bpdu-filter default- Current bpdu-filter off

no root guard configured- Current root guard off

Verify STP configurations when STP is enabled globally.

#show running-config

!

bridge 1 protocol ieee vlan-bridge

!

Verify STP configurations when STP is disabled globally.

#show running-config

|

bridge 1 protocol ieee vlan-bridge
no bridge 1 spanning-tree enable bridge-forward

!

Verify STP configurations when spanning-tree is enabled on interface.

#show running-config interface ge2

|

interface ge?2

switchport

bridge-group 1

switchport mode trunk

switchport trunk allowed vlan all

!

Verify STP configurations when spanning-tree is disabled on interface.

#show running-config interface ge2

|

interface ge?2

switchport

bridge-group 1 spanning-tree disable
switchport mode trunk

switchport trunk allowed vlan all

!

Verify STP details after disabling spanning-tree on interface ge2 with the show spanning-tree command.

#show spanning-tree

o©°

1:
1:
1:
Root
1:

o©°

o

o° oo

o°

1:
1:
1 .

o°

Bridge up - Spanning Tree Enabled

Root Path Cost 4 - Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
port 908

Root Id 80003417ebfbe9c4

Bridge Id 800064006ac779a0

5 topology changes - last topology change Fri Nov 25 21:15:35 2016
portfast bpdu-filter disabled
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% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec
% ge2: Port Number 905

designated cost 0

- Ifindex 5001 - Port Id 0x8389 - path cost 4 -

Id 0x838a - state Disabled -Priority 128

Forward Timer 0 - Msg Age Timer 18 - Hello Timer 0 - topo change

portfast off

- Current bpdu-guard off
- Current bpdu-filter off
- Current root guard off

Port Number 908 - Ifindex 5004 - Port Id 0x838c - path cost 4 -

Designated Port Id 0x838b - state Forwarding -Priority 128

Forward Timer 0 - Msg Age Timer 19 - Hello Timer 1 - topo change

- Current bpdu-guard off
- Current bpdu-filter off

% ge2: Designated Port

% ge2: Message Age 0 - Max Age 20

% ge2: Hello Time 2 - Forward Delay 15
% ge2:

timer 23

% ge2: forward-transitions 2

% ge2: No portfast configured - Current
% ge2: bpdu-guard default

% ge2: bpdu-filter default

% ge2: no root guard configured

% ge3:

designated cost O

% ge3:

% ge3: Designated root 80003417ebfbeSc4
% ge3: Designated Bridge 80003417ebfbeSc4
% ge3: Message Age 0 - Max Age 20

% ge3: Hello Time 2 - Forward Delay 15
% ge3:

timer 23

% ge3: forward-transitions 2

% ge3: No portfast configured - Current portfast off
% ge3: bpdu-guard default

% ge3: bpdu-filter default

% ge3: no root guard configured

- Current root guard off

RSTP Configuration
Bridge 1

Disabling RSTP globally

Bridgel (config) #no bridge 1 rapid-spanning-
tree enable bridge-forward

Disable spanning tree globally for RSTP.

Bridgel (config) #commit

Commit candidate configuration to be running configuration

Disabling RSTP per port

Bridgel (config) #interface ge2

Enter interface mode for ge2.

Bridgel (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for RSTP and put port on
forwarding state. This command disables any type of STP on
the port

Bridgel (config-if) #commit

Commit candidate configuration to be running configuration
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Bridge 2

Disabling RSTP globally

Bridge2 (config) #no bridge 1 rapid-spanning-
tree enable bridge-forward

Disable spanning tree globally for RSTP.

Bridge?2 (config) #commit

Commit candidate configuration to be running configuration

Disabling RSTP per port

Bridge2 (config) #interface xe2

Enter interface mode for xe2.

Bridge2 (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for RSTP and put port on
forwarding state. This command disables any type of STP on
the port.

Bridge?2 (config) #commit

Commit candidate configuration to be running configuration

Validation

Bridge 1

Verify RSTP details when rstp is enabled globally and ge2 and ge3 are part of the bridge using the show spanning-

tree command.

#show spanning-tree

Root Id 80003417ebfbedc4
Bridge Id 800064006ac779a0

portfast bpdu-filter disabled
portfast bpdu-guard disabled

PR R R R R

ge2:

1: Bridge up - Spanning Tree Enabled- topology change detected
Root Path Cost 20000 - Root Port 905 -Bridge Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6

last topology change Tue Nov 15 21:44:31 2016
7 topology change(s)- last topology change Tue Nov 15 21:44:31 2016

portfast errdisable timeout disabled
1: portfast errdisable timeout interval 300 sec
Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Rootport - State

Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1 - topo change timer

Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP

Configured Link Type point-to-point - Current point-to-point

Forwarding

% ge2: Designated Path Cost 0

% ge2: Configured Path Cost 20000- Add type Explicit ref count 1
% ge2: Designated Port Id 0x838a - Priority 128-

% ge2: Root 80003417ebfbedc4

% ge2: Designated Bridge 80003417ebfbe9c4

% ge2: Message Age 0 - Max Age 20

% ge2: Hello Time 2 - Forward Delay 15

% ge2:

0

% ge2: forward-transitions 1

% ge2:

% ge2: No portfast configured - Currentportfast off

% ge2: bpdu-guarddefault- Current bpdu-guard off

% ge2: bpdu-filter default- Current bpdu-filter off

% ge2: no root guard configured- Current root guard off

% ge2:

% ge2: No auto-edge configured - Current port Auto Edge off
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ge3:
tate

ge3:
ge3:
ge3:
ge3:
ge3:
ge3:
ge3:
ge3:

ge3:
ge3:
ge3:
ge3:
ge3:
ge3:
ge3:
ge3:

Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Alternate -
Discarding

Designated Path Cost 0

Configured Path Cost 20000- Add type Explicit ref count 1

Designated Port Id 0x838b - Priority 128-

Root 80003417ebfbe9c4

Designated Bridge 80003417ebfbeSc4

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 5 - Hello Timer 0 - topo change timer

forward-transitions 2

Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
No portfast configured - Currentportfast off

bpdu-guarddefault- Current bpdu-guard off

bpdu-filter default- Current bpdu-filter off

no root guard configured- Current root guard off

Configured Link Type point-to-point - Current point-to-point

No auto-edge configured - Current port Auto Edge off

Verify RSTP configurations when RSTP is enabled globally.

#show running-config

|

bridge 1 protocol rstp vlan-bridge
|

*  Verify RSTP configurations when RSTP is disabled globally
#show running-config

|

bridge 1 protocol rstp vlan-bridge
no bridge 1 rapid-spanning-tree enable bridge-forward

|

Verify RSTP configurations when spanning-tree is enabled on interface.

#show running-config interface ge2

|

interface ge?2

switchport

bridge-group 1

switchport mode trunk

switchport trunk allowed vlan all

|

Verify RSTP configurations when spanning-tree is enabled on interface.

#show running-config interface ge2

|

interface ge?2

switchport

bridge-group 1 spanning-tree disable
switchport mode trunk

switchport trunk allowed vlan all

Verify RSTP details after disabling spanning-tree on interface ge2 with the show spanning-tree command.

#sh spanning-tree

o

o

1:
1:

Bridge up - Spanning Tree Enabled - topology change detected
Root Path Cost 20000 - Root Port 908 - Bridge Priority 32768

© 2024 IP Infusion Inc. Proprietary

50



Disable Spanning Tree Configuration

0° o A° o o° o° o o°

o

d° o° o o° N oe

o0 O o oe

d° o o o° o° o° o°

oo

A® o o o o° o 12 o

o0 O o o°

Ad® o° o o o o°

o°

I N = N S SRS R Ry R

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count ©
Root Id 80003417ebfbelc4

Bridge Id 800064006ac779%a0

last topology change Fri Nov 25 21:08:56 2016

11 topology change(s) - last topology change Fri Nov 25 21:08:56 2016
portfast bpdu-filter disabled

portfast bpdu-guard disabled

portfast errdisable timeout disabled

: portfast errdisable timeout interval 300 sec

ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Disabled -

tate Forwarding

ge2: Designated Path Cost O

ge2: Configured Path Cost 20000 - Add type Explicit ref count 1

ge2: Designated Port Id 0x838a - Priority 128 -

ge2: Message Age 0 - Max Age 20

ge2: Hello Time 2 - Forward Delay 15

ge2: Forward Timer 0 - Msg Age Timer 5 - Hello Timer 0 - topo change timer

ge2: forward-transitions 2
ge2: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
ge2: No portfast configured - Current portfast off

ge2: bpdu-guard default - Current bpdu-guard off
ge2: bpdu-filter default - Current bpdu-filter off
ge2: no root guard configured - Current root guard off

ge2: Configured Link Type point-to-point - Current point-to-point
ge2: No auto-edge configured - Current port Auto Edge off

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Rootport -

tate Forwarding

ge3: Designated Path Cost O

ge3: Configured Path Cost 20000 - Add type Explicit ref count 1

ge3: Designated Port Id 0x838b - Priority 128 -

ge3: Root 80003417ebfbe9c4

ge3: Designated Bridge 80003417ebfbefSc4

ge3: Message Age 0 - Max Age 20

ge3: Hello Time 2 - Forward Delay 15

ge3: Forward Timer 0 - Msg Age Timer 5 - Hello Timer 1 - topo change timer

ge3: forward-transitions 3
ge3: Version Rapid Spanning Tree Protocol - Received RSTP - Send RSTP
ge3: No portfast configured - Current portfast off

ge3: bpdu-guard default - Current bpdu-guard off
ge3: bpdu-filter default - Current bpdu-filter off
ge3: no root guard configured - Current root guard off

ge3: Configured Link Type point-to-point - Current point-to-point
ge3: No auto-edge configured - Current port Auto Edge off
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Overview

The Layer 2 Control Protocols (L2CP) processing specified here is based largely on the IEEE 802.1Q specification for
handling L2CP Frames, i.e. if they should be forwarded, peered, or discarded.

IEEE 802.1Q provides a mechanism for separating the Layer2 control plane into multiple customer and provider control
planes. It allows a certain layer 2 control protocol to operate only within a provider network, or to allow interaction
between the customer and the provider network, or to pass transparently through a provider network with complete
isolation from other customer networks.

In case of non-PB case, packet is forwarded without changing any MAC.

L2CP Tunneling for Provider Bridging

L2CP tunneling provides support for tunneling control plane frames between CE nodes.

In the context of PB, a L2CP frame is defined as any frame containing a destination MAC address as
01:00:0C:CD:CD:DO0 or 01:04:DF:CD:CD:DO0 (which can be changed via CLI)

When control frames received at CEP port of a PE bridge, predefined multicast address (01-00-C2-CD-CD-D0) is
replaced as destination for tunneling the packets across service provider network. If control packets are customer vian
tagged or untagged, then PE bridge will append corresponding service vlan tag to the control packet as per registration
table / vlan translation table mapped to the port and send it across the service provider as a data packet.

When tunneled control packet with multicast address (01-00-C2-CD-CD-D0) received on PNP port, the multicast
address is replaced with corresponding control packet multicast address and cvlan/svlan removal or update is done as
per registration table / vlan translation table.

01:80:c2:00:00:00{5TP) 01:80:c2:00:00:00
00:00:00:00:00:01 T = 00:00:00:00:00:01
CE-1 " BE:] PE2 ™% CE2

01:00:c2:cd:cd:d0
00:00:00:00:00:01
untagged pkit . 0x88A8 (SVID)

0x8100 (CVID)

Figure 5-5: L2CP tunneling for provider bridging
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L2CP Tunneling for VXLAN

L2CP tunneling provides support for tunneling Control plane frames across VXLAN/MH.

Topology

2'9 Cell1

< o8 Traffic
- Generator

XeTB|  syiich

Traffic
Generator

Figure 5-6: L2CP tunneling for VXLAN

VXLAN creates LAN segments using a MAC in IP encapsulation. The encapsulation carries the original L2 frame
received from a host to the destination in another server using IP tunnels. The endpoints of the virtualized tunnel
formed using VXLAN are called VTEPs (VXLAN Tunnel EndPoints).

L2CP tunneling provides support for tunneling control plane frames across VXLAN with MH/SH combination.

Any L2CP frame that is destined towards other end with a multicast destination MAC Address for L2 protocol is decided
by looking at the frame and upon the configured values of the L2CP Service Attributes.

As and when Control packets with default destination MAC address for any L2 protocol is generated, it will be
forwarded by VTEPs that are part of MH towards the VTEP that is part of SH and vice versa.
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During this operation, the default destination MAC address for any L2 protocol is replaced with predefined multicast
address as destination for tunneling the packets across SPINE nodes. When tunneled control packet with pre-defined
multicast address received on ingress port on the other end of the VTEP, the multicast address is replaced with
corresponding control packet multicast address.

Basic Configuration for L2ZCP on Provider Bridging

Enabling tunneling at interface:

(config) #bridge 1 protocol provider-rstp edge

(config) #vlan database

(config-vlan)#vlan 2-10 bridge 1 state enable

(config-vlan)#vlan 11 type service point-point bridge 1 state enable
(config-vlan) #ex

(config) #cvlan registration table mapl bridge 1
(config-cvlan-registration) fcvlan 2 svlan 11
(config-cvlan-registration) #ex

(config) #interface xel

(config-if) #switchport

(config-if) #bridge-group 1

(config-if) #switchport mode customer-edge hybrid

( #switchport customer-edge hybrid allowed vlan all
(config-if) #switchport customer-edge vlan registration mapl
(config-if)#12protocol stp tunnel

#show running-config interface xel
|

config-if

)
)
)
)

interface xel

speed lg

switchport

bridge-group 1

switchport mode customer-edge hybrid

switchport customer-edge hybrid allowed vlan all

switchport customer-edge vlan registration mapl

12protocol stp tunnel

customer-spanning-tree provider-edge svlan 11 path-cost 128
(config—-if) #commit

Configuring egress interfaces:

config) #interface xe2

config-if) #switchport

config-if) #bridge-group 1

config-if) #switchport mode provider-network

config-if) #switchport provider-network allowed vlan all
config-if) #commit

o~~~ o~~~

To display L2protocol information:

#show l1l2protocol processing interface xel
Bridge Interface Name Protocol Processing Status Hardware Status

1 xel stp Tunnel Tunnel
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1 xel lacp
1 xel dotlx
1 xel 11ldp
1 xel efm

1 xel elmi

To display L2protocol counters:

#show 1l2protocol interface counters
Interface xel
Tunnel . stp

Peer
Peer
Peer
Peer
Peer

45

Peer
Peer
Peer
Peer
Peer
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cHAPTER6 Link Aggregation Configuration

This chapter contains a complete sample Link Aggregation Group configuration.

LACP is based on the 802.3ad IEEE specification. It allows bundling of several physical interfaces to form a single
logical channel providing enhanced performance and redundancy. The aggregated interface is viewed as a single link
to each switch. The spanning tree views it as one interface and not as two or three interfaces. When there is a failure in
one physical interface, the other interfaces stay up and there is no disruption. Traffic can be load balanced within an
LACP trunk group in a controlled manner using the hashing algorithm.The maximum number of physical Ethernet links
in a single logical channel depends upon the hardware support.

Note:

« Physical interfaces will inherit the properties of LAG port once it is attached to be part of LAG, irrespective of
the configuration present on the physical interface.

* In case of Dynamic and Static LAG, it is possible to move member ports from one LAG to another LAG.
» Configure LAG port as a switch or router port, before adding member ports into it.

* LAG configuration is not allowed on inactive subsidiary ports. Configuring LAG on subsidiary ports before
executing port breakout commands on control ports causes issues.

* Remove any LAG configuration from subsidiary ports before issuing the no port breakout command.

«  Switchport configuration is not allowed on inactive subsidiary ports. Applying switchport configuration on
subsidiary ports before executing the port breakout command causes issues.

+ Do not execute the no port breakout command on subsidiary ports configured with switchport.

Topology

In Figure 6-7, 3 links are configured between the two switches S1 and S2. These three links are assigned the same
administrative key (1) so that they aggregate to form a single channel 1. They are viewed by the STP as one interface.

eth1 T eth2
T 1 etha  J
SW1 ethd I.Uf ethe SW2

Figure 6-7: LACP Topology

Dynamic LAG Configuration

Swi1

SWl#configure terminal Enter configure mode.

SW1 (config)# bridge 1 protocol mstp Configure bridge 1 as MSTP bridge

SW1l (config) #vlan database Enter vlan database mode.

SW1l (config-vlan) #vlan 2-10 bridge 1 state Configure a VLAN and add it to the bridge.
enable

SW1 (config-vlan) #exit Exit vlan configuration mode.
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SW1 (config) #lacp system-priority 20000

Set the system priority of this switch. This priority is used for
determining the system that is responsible for resolving
conflicts in the choice of aggregation groups. A lower
numerical value has a higher priority.

SW1 (config) #interface pol0

Enter into port channel interface po10.

SW1 (config-if) #switchport

Configure po10 as a layer 2 port.

SW1 (config-if) #bridge-group 1

Associate bridge to an interface.

SW1 (config-if) #switchport mode trunk

Configure port as a trunk.

)
)
)
S?i(config—if)#switchport trunk allowed vlan
a

Allow all the VLANSs on the po10 interface.

SW1 (config-if) #exit

Exit interface mode.

SW1 (config) #interface ethl

Enter interface mode.

SW1 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW1 (config-if) #fexit

Exit interface mode.

SW1 (config)#interface eth?2

Enter interface mode.

SW1 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW1 (config-if) #exit

Exit interface mode.

SW1 (config) #interface eth3

Enter interface mode.

SW1 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW1 (config-if) #commit

Commit the transaction.

SW1 (config-if) #exit

Exit interface mode.

S2

SW2#configure terminal

Enter configure mode.

SW2 (config)# bridge 1 protocol mstp

Configure bridge 1 as MSTP bridge

SW2 (config) #vlan database

Enter vlan database mode.

SW2 (config-vlan) #vlan 2-10 bridge 1 state
enable

Configure a VLAN and add it to the bridge.

SW2 (config-vlan) #exit

Exit vlan configuration mode.

SW1 (config) #interface pol0

Enter into port channel interface sa10.

SW2 (config-if) #switchport

Configure po10 as a layer 2 port.

SW2 (config-if) #bridge-group 1

Associate bridge to an interface.

Configure port as a trunk.

)
)

SW2 (config-if) #switchport mode trunk
)

SW2 (config-if) #switchport trunk allowed vlan
all

Allow all the VLANSs on the po10 interface.

SW2 (config-if) #exit

Exit interface mode.

SW2 (config) #interface eth?2

Enter interface mode.
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SW2 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW2 (config-if) #exit

Exit interface mode.

SW2 (config) #interface eth3

Enter interface mode.

SW2 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW2 (config-if) #fexit

Exit interface mode.

SW2 (config) #interface ethi4

Enter interface mode.

SW2 (config-if) #channel-group 10 mode active

Add this interface to channel group 10 and enable link
aggregation so that it can be selected for aggregation by
the local system.

SW2 (config-if) #commit

Commit the transaction.

SW2 (config-if) #exit

Exit interface mode.

Validation

show etherchannel detail, show etherchannel summary, show running-config interface po10, show running-config

interface eth1

#show etherchannel detail
Aggregator pol0 7

Aggregator Type: Layer?2

Mac address: 08:00:27:50:6a:9b
Admin Key: 0010 - Oper Key 0010

0° o© o° o° o o°

o

Individual: 0 - Ready: 1

oo

oo

Link: ethl (3) sync: 1
Link: eth2 (4) sync: 1
Link: eth3 (5) sync: 1
Collector max delay: 5

o° oo

o°

=

show etherchannel summary
Aggregator polQ 7
Aggregator Type: Layer?2
Admin Key: 0010 - Oper Key 0010
Aggregator Type: Layer2

Link: ethl (3) sync: 1

Link: eth2 (4) sync: 1

Link: eth3 (5