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Preface

Preface

This document describes the OcNOS commands for NetConf.

IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

Audience

This guide is intended for network administrators and other engineering professionals who configure and manage
NetConf for OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

monospaced type Code elements such as XML tags, commands, parameters, files, and directories

Related Documentation

For information about installing OcNOS, see the Installation Guide for your platform.

Feature Availability

The features described in this document are available depending upon the OcNOS SKU that you purchased. See the
Application Notes for a description of the OcNOS SKUs.

Support

For support-related questions, contact support@ipinfusion.com.
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Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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cHaPTER1  NetConf Reference

IPI-MANAGEMENT-SERVER

Configure feature enabled

Enable callhome feature on the NETCONF server
This command is supported when following feature are enabled NETCONF feature
Attribute Name: feature-enabled

Attribute Type: empty

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<config>
</feature-enabled>
</config>
</callhome>
</netconf-server>

Command Syntax

feature netconf callhome enable

Configure management port

Interface to be used to connect the callhome server

This command is supported when following feature are enabled NETCONF feature
Attribute Name: management-port

Attribute Type: string

Default Value: eth0

Attribute Range: 1-49

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<config>
<management-port>IFNAME</management-port> <!-- operation="delete"-->
</config>
</callhome>
</netconf-server>

Command Syntax
management-port IFNAME
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Configure port

Callhome server listening port number

This command is supported when following feature are enabled NETCONF feature
Attribute Name: port

Attribute Type: inet:port-number

Default Value: 4334

Attribute Range: 1-65535

Attribute Name: address

Attribute Type: string

Attribute Range: 1-63

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<netconf-clients>
<netconf-client>
<name>WORD</name>
<config>
<name>WORD</name>
<address>A.B.C.D|X:X::X:X|HOSTNAME</address>
</config>
<port>1</port>
</netconf-client>
</netconf-clients>
</callhome>
</netconf-server>

Command Syntax
callhome server WORD (A.B.C.D|X:X::X:X|HOSTNAME) (port <1-65535>])

Configure enable

specifies whether server will reconnect after client closes the session
This command is supported when following feature are enabled NETCONF feature
Attribute Name: enable

Attribute Type: empty

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<reconnect>
<config>
</enable>
</config>
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</reconnect>
</callhome>
</netconf-server>

Command Syntax

reconnect enable

Configure retry max attempts

Specifies the number of retry attempts the server should attempt to the callhome server before giving up. Set 0 to retry
infinitely.

This command is supported when following feature are enabled NETCONF feature

Attribute Name: retry-max-attempts

Attribute Type: uint8

Default Value: 3

Attribute Range: 0-255

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<reconnect>
<config>
<retry-max-attempts>0</retry-max-attempts> <!-- operation="delete"-->
</config>
</reconnect>
</callhome>
</netconf-server>

Command Syntax

retry-max-attempts <0-255>

Configure retry interval

Specifies the number of seconds to wait after a connect attempt to the callhome server has failed
This command is supported when following feature are enabled NETCONF feature

Attribute Name: retry-interval

Attribute Type: uint32

Default Value: 300

Attribute Range: 1-86400

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<callhome>
<reconnect>
<config>
<retry-interval>1l</retry-interval> <!-- operation="delete"-->
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</config>
</reconnect>
</callhome>
</netconf-server>

Command Syntax

retry-interval <1-86400>

Configure translation mode
Enable/disable NETCONF translation

This command is supported when following feature are enabled NETCONF translation feature, NETCONF feature
Attribute Name: translation-mode

Attribute Type: enum (openconfig)

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<netconf-translation>
<config>
<translation-mode>openconfig</translation-mode> <!-- operation="delete"-->
</config>
</netconf-translation>
</netconf-server>

Command Syntax

netconf translation (openconfig)

Configure debug enable

Enable debugging info for callhome
This command is supported when following feature are enabled NETCONF feature
Attribute Name: enable

Attribute Type: empty

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<debug>
<config>
</enable><!-- operation="delete"-->
</config>
</debug>
</netconf-server>

Command Syntax
debug callhome
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Configure feature netconf ssh
Use this attribute to enable or disable NETCONF SSH feature.

Attribute Name: feature-netconf-ssh

Attribute Type: boolean

Netconf edit-config payload

<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-ssh-config>
<config>
<feature-netconf-ssh>true</feature-netconf-ssh> <!-- operation="delete"-->
</config>
</netconf-ssh-config>
</vrf>
</vrfs>

</netconf-server>

Command Syntax

feature netconf-ssh (vrf (management|NAME) |)

Configure vrf name
Use this attribute to enable or disable NETCONF SSH feature.

Attribute Name: feature-netconf-ssh

Attribute Type: boolean

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-ssh-config>
<config>
<feature-netconf-ssh>true</feature-netconf-ssh> <!-- operation="delete"-->
</config>
</netconf-ssh-config>
</vrf>
</vrfs>
</netconf-server>
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Command Syntax

no feature netconf-ssh (vrf (management|NAME) |)

Configure feature netconf tls
Use this attribute to enable or disable NETCONF TLS feature.

Attribute Name: feature-netconf-tls

Attribute Type: boolean

Netconf edit-config payload

<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-tls-config>
<config>
<feature-netconf-tls>true</feature-netconf-tls> <!-- operation="delete"-->
</config>
</netconf-tls-config>
</vrf>
</vrfs>

</netconf-server>

Command Syntax

feature netconf-tls (vrf (management |NAME) |)

Configure netconf-tls-config feature-netconf-tls
Use this attribute to enable or disable NETCONF TLS feature.

Attribute Name: feature-netconf-tls

Attribute Type: boolean

Netconf edit-config payload

<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-tls-config>
<config>
<feature-netconf-tls>true</feature-netconf-tls> <!-- operation="delete"-->
</config>
</netconf-tls-config>
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</vrf>

</vrfs>

</netconf-server>
Command Syntax

no feature netconf-tls (vrf (management|NAME) |)

Configure ssh port

Use this attribute to set the ssh-port number on which the NETCONF server listens for connections. The default port on
which the netconf-ssh server listens is 830.

This command is supported when following feature are enabled Virtual routing and forwarding, NETCONF feature
Attribute Name: ssh-port

Attribute Type: uint32

Attribute Range: 1024-65535

Netconf edit-config payload

<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-ssh-config>
<config>
<ssh-port>1024</ssh-port> <!-- operation="delete"-->
</config>
</netconf-ssh-config>
</vrf>
</vrfs>

</netconf-server>

Command Syntax
netconf server ssh-port <1024-65535> (vrf (management|NAME) |)

Configure tls port

Use this attribute to set the tls-port number on which the NETCONF server listens for connections. The default port on
which the netconf-tls server listens is 6513.

This command is supported when following feature are enabled Virtual routing and forwarding, NETCONF feature
Attribute Name: tls-port

Attribute Type: uint32

Attribute Range: 1024-65535
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Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<netconf-tls-config>
<config>
<tls-port>1024</tls-port> <!-- operation="delete"-->
</config>
</netconf-tls-config>
</vrf>
</vrfs>
</netconf-server>

Command Syntax
netconf server tls-port <1024-65535> (vrf (management|NAME) |)

Configure notification-cache feature-enabled

Enable notification cache feature on the NETCONF server
This command is supported when following feature are enabled NETCONF feature
Attribute Name: feature-enabled

Attribute Type: empty

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<notification-cache>
<config>
</feature-enabled>
</config>
</notification-cache>
</netconf-server>

Command Syntax

feature netconf notification-cache enable

Configure max cache notifications

Specifies the maximum number of notifications those can be stored in cache. Set 0 for infinite notifications.
This command is supported when following feature are enabled NETCONF feature

Attribute Name: max-cache-notifications

Attribute Type: uint16

Default Value: 100
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Attribute Range: 0-10000

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<notification-cache>
<config>
<max-cache-notifications>0</max-cache-notifications> <!-- operation="delete"-->
</config>
</notification-cache>
</netconf-server>

Command Syntax

max-cache-notifications <0-10000>

Configure cache period

Specifies the number of seconds, cmld store notification messages in cache since it started
This command is supported when following feature are enabled NETCONF feature
Attribute Name: cache-period

Attribute Type: uint32

Default Value: 1200

Attribute Range: 1-3600

Netconf edit-config payload
<netconf-server xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-management-server">
<notification-cache>
<config>
<cache-period>1</cache-period> <!-- operation="delete"-->
</config>
</notification-cache>
</netconf-server>

Command Syntax
cache-period <1-3600>

IPI-STREAMING-TELEMETRY

Configure feature enabled

Use this attribute to enable or disable Telemetry feature

This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: feature-enabled

Attribute Type: empty
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Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<streaming-telemetry>
<config>
</feature-enabled><!-- operation="delete"-->
</config>
</streaming-telemetry>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

feature streaming-telemetry (vrf (management|NAME) |)

Configure retry interval

If the grpc-tunnel-server is unreachable, the gnmi-server retries to connect with gnmi-client after the retry-interval
This command is supported when following feature are enabled Virtual routing and forwarding

Attribute Name: retry-interval

Attribute Type: uint32

Default Value: 60

Attribute Range: 30-3000

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<streaming-telemetry>
<config>
<retry-interval>30</retry-interval> <!-- operation="delete"-->
</config>
</streaming-telemetry>
</vrf>
</vrfs>
</telemetry-system>
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Command Syntax

grpc-tunnel-server retry-interval <30-3000> (vrf (management|NAME) |)

Configure gnmi severity

device’s debug telemetry severity level

This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: gnmi-severity

Attribute Type: enum (debug|info|warning|error|fatal|panic|d-panic)

Default Value: error

Attribute Name: gnmi-debug

Attribute Type: empty

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<streaming-telemetry>
<debug>
<config>
</gnmi-debug><!-- operation="delete"-->
<gnmi-severity>error</gnmi-severity> <!-- operation="delete"-->
</config>
</debug>
</streaming-telemetry>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

debug telemetry gnmi enable severity (debug|info|warning|error|fatall|panic|d-panic)
(vrf (management |NAME) |)

Configure gnmi debug

Enable or Disable device’s debug telemetry

This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: gnmi-debug

Attribute Type: empty
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Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<streaming-telemetry>
<debug>
<config>
</gnmi-debug><!-- operation="delete"-->
</config>
</debug>
</streaming-telemetry>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

debug telemetry gnmi enable (vrf (management|NAME) |)

Configure name

Reference to the identifier of the subscription itself. The id will be the handle to refer to the subscription once created
Attribute Name: name

Attribute Type: string

Attribute Range: 1-64

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<subscriptions>
<persistent-subscriptions>
<persistent-subscription> <!-- operation="delete"-->
<name>NAME</name>
<config>
<name>NAME</name>
</config>
</persistent-subscription>
</persistent-subscriptions>
</subscriptions>
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</vrf>

</vrfs>

</telemetry-system>
Command Syntax

subscription-name NAME (vrf (management |NAME) |)

Configure encoding

Selection of the specific encoding or RPC framework for telemetry messages to and from the network element. The

encoding method controls specifically the wire format of the telemetry data, and also controls which RPC framework

may be in use to exchange telemetry data
This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: encoding

Attribute Type: enum (json-ietf|json|proto)

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<subscriptions>
<persistent-subscriptions>
<persistent-subscription>
<name>NAME</name>
<config>
<name>NAME</name>
</config>
<encoding>json-ietf</encoding> <!-- operation="delete"-->
</persistent-subscription>
</persistent-subscriptions>
</subscriptions>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

encoding (json-ietf|json|proto)

Configure sensor group
Reference to the telemetry sensor group name
This command is supported when following feature are enabled Virtual routing and forwarding

Attribute Name: sensor-group
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Attribute Type: string

Attribute Range: 1-64

Attribute Name: sample-interval
Attribute Type: uint64

Attribute Range: 10-3600

Netconf edit-config payload

<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-

telemetry">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<subscriptions>
<persistent-subscriptions>
<persistent-subscription>
<name>NAME</name>
<config>
<name>NAME</name>
</config>
<sensor-profiles>
<sensor-profile> <!-- operation="delete"-->
<sensor-group>SENSOR-GROUP-NAME</sensor-group>
<config>
<sensor-group>WORD</sensor—-group>
<sample-interval>10</sample-interval>
</config>
</sensor-profile>
</sensor-profiles>
</persistent-subscription>
</persistent-subscriptions>
</subscriptions>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

sensor-group SENSOR-GROUP-NAME sample-interval <10-3600>

Configure group id
The destination group id references a configured group of destinations for the telemetry stream
This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: group-id

Attribute Type: string
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Attribute Range: 1-64

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<subscriptions>
<persistent-subscriptions>
<persistent-subscription>
<name>NAME</name>
<config>
<name>NAME</name>
</config>
<destination-groups>
<destination-group> <!-- operation="delete"-->
<group-id>GRPC-GROUP-NAME</group-id>
<config>
<group-id>WORD</group-id>
</config>
</destination-group>
</destination-groups>
</persistent-subscription>
</persistent-subscriptions>
</subscriptions>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax
destination-group GRPC-GROUP-NAME

Configure sensor group id

Name or identifier for the sensor group itself.Will be referenced by other configuration specifying a sensor group
Attribute Name: sensor-group-id

Attribute Type: string

Attribute Range: 1-64

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
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<config>
<vrf-name>management</vrf-name>
</config>
<sensor-groups>
<sensor-group> <!-- operation="delete"-->
<sensor-group-id>SENSOR-NAME</sensor-group-id>
<config>
<sensor-group-id>WORD</sensor-group-id>
</config>
</sensor-group>
</sensor-groups>
</vrf>
</vrfs>
</telemetry-system>

Command Syntax

sensor-group SENSOR-NAME (vrf (management |NAME) |)

Configure path

Reference to the path of interest

This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: path

Attribute Type: string

Netconf edit-config payload
<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">
<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<sensor-groups>
<sensor-group>
<sensor-group-id>SENSOR-NAME</sensor-group-id>
<config>
<sensor-group-id>WORD</sensor-group-id>
</config>
<sensor-paths>
<sensor-path> <!-- operation="delete"-->
<path>SENSOR-PATH</path>
<config>
<path>WORD</path>
</config>
</sensor-path>
</sensor-paths>
</sensor-group>
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</sensor-groups>
</vrf>

</vrfs>
</telemetry-system>

Command Syntax
sensor-path SENSOR-PATH

Configure vrf name

Unique identifier for the destination group
Attribute Name: group-id

Attribute Type: string

Attribute Range: 1-64

Netconf edit-config payload

<telemetry-system xmlns="http://www.ipinfusion.com/yang/ocnos/ipi-streaming-
telemetry">

<vrfs>
<vrf>
<vrf-name>management</vrf-name>
<config>
<vrf-name>management</vrf-name>
</config>
<destination-groups>
<destination-group> <!-- operation="delete"-->
<group-1id>TUNNEL-NAME</group-id>
<config>
<group-1d>WORD</group-id>
</config>

</destination-group>
</destination-groups>
</vrf>

</vrfs>
</telemetry-system>

Command Syntax
destination-group TUNNEL-NAME (vrf (management |NAME) |)

Configure destination port

Reference to the port number of the stream destination

This command is supported when following feature are enabled Virtual routing and forwarding
Attribute Name: destination-port

Attribute Type: uint16

Attribute 