ip infusion-

OcNOS®

Open Compute
Network Operating System
for Data Centers
Version 6.5.3

Layer 3 Guide




© 2024 IP Infusion Inc. All Rights Reserved.

This documentation is subject to change without notice. The software described in this document and this documentation
are furnished under a license agreement or nondisclosure agreement. The software and documentation may be used or
copied only in accordance with the terms of the applicable agreement. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted in any form or any means electronic or mechanical, including photocopying and
recording for any purpose other than the purchaser's internal use without the written permission of IP Infusion Inc.

IP Infusion Inc.

3979 Freedom Circle

Suite 900

Santa Clara, California 95054

http://www.ipinfusion.com/

For support, questions, or comments via E-mail, contact:

support@ipinfusion.com

Trademarks:

IP Infusion and OcNOS are trademarks or registered trademarks of IP Infusion. All other trademarks, service marks,
registered trademarks, or registered service marks are the property of their respective owners.

Use of certain software included in this equipment is subject to the IP Infusion, Inc. End User License Agreement at http://
www.ipinfusion.coml/license. By using the equipment, you accept the terms of the End User License Agreement.

IP Infusion Inc. Proprietary 2


http://www.ipinfusion.com/
mailto://support@ipinfusion.com

Contents

Contents
Preface ... ..o i e e e, 26
IP Maestro SUpport . . ... 26
AUIENCE . . .. 26
CoNVENLIONS . ... 26
Chapter Organization. .. ... ... .. . . 26
Related Documentation. . ... ... ... . . . . . 26
Migration Guide . ... ... . 27
Feature Availability. . . ... .. 27
SUPPOI .o 27
CoMMENES . . . o 27
CommandLinelInterface. ... ....... ...t ittt 28
OVEIVIBW . . . 28
Command Line Interface Help .. ... 28
Command Completion. . ... ... .. . 29
Command Abbreviations. . . ... 29
Command Line Errors . ... ... 29
Command Negation. . ... ... ... . 30
Syntax Conventions. . . ... ... 30
Variable Placeholders . ... ... 31
Command Description Format .. ........ ... ... .. . . . . . . 32
Keyboard Operations. . . ... 32
Show Command Modifiers ......... ... .. . 33
String Parameters . ... ... . 36
Command Modes. . ... 36
Transaction-based Command-line Interface ............. ... .. ... .. .......... 38
Unicast Configuration. . ............ .. .. i 39
CHAPTER 1 StaticRoutes. . ... . 40
TOPOIOGY . .ot 40
Configuration. . ... ... 40
CHAPTER 2  Static Route Discard Configuration. .. ....................... 45
OVEIVIBW . . . 45
IPv4 Route Discard .. ........ ... 45
IPv6 Route Discard .. .......... . e 49
CHAPTER 3  Static Route Object Trackingusing IPSLA. . .................. 54
OVEIVIBW . . . 54
TOPOIOgY . e 54
IPv4 Configuration . . ... .. 55
IPV6 Configuration . . ... . . 61
CHAPTER 4 Route Monitor . ... ...... ... .. . . . . i 65
OVEIVIBW . . . 65

© 2024 IP Infusion Inc. Proprietary 3



Contents

PrerequIsSites . . .. ... 65
Configuration. . ... ... 66
Implementation Examples. . ... ... 73
New CLI Commands . . ... ... e 73
Troubleshooting . .. ... ... 74
Abbreviations . ... ... . . 74
GlOSSOrY. . . ot 74
CHAPTER 5 Route-map Continue Configuration. ... ...................... 76
OV BIVIBW . . oo 76
TOPOIOgY . vt e 76
Validation. . . ... . 79
CHAPTER 6  Unidirectional Link Detection Configuration ................... 83
OV IV W . . o 83
Fundamental Layer 3 Command Reference ............................ 86
CHAPTER 1 Fundamental Layer 3Commands. . ......................... 87
automatic-router-id-selectionenable. .. ... ... .. .. 88
cleariproute kernel . ... ... . 89
Clear ip rOUte . .. o 90
cleariproute vifF NAME . . ... ... . . 91
Clearrouter-id ... ... 92
debug b ... 93
desCriplion . . ... 95
fibretain. ... ... 96
P IOU e . .. 97
ipurpfenable .. ... ... .. 99
ip verify unicast source reachable-via............ ... .. ... ... . .. 100
D VI 101
maximum-paths .. ... . 102
max-statiCc-routes . ... ... 103
FOUtEI-id . . . o 104
show debugging rib ... ... 105
ShOW P IPf. L 106
ShOW IPVB IPf. . . 108
show router-id . . ... .. . 110
show running-configrouter. . .......... .. . . . 111
show running-configrouter-id. . . ... ... .. .. . . . . 112
show running-config urpf. . .. ... .. 113
show running-config vrf . . ... .. 114
snmp restart rib. . ... 115
CHAPTER 2 Route-Map Commands.................. ... ... ......... 116
CONEINUE . . .o 118
match as-path. . ... .. 120
match CommUNItY . . .. ... 121
match extcommunity .. ... .. 122

© 2024 IP Infusion Inc. Proprietary 4



Contents

match interface. . ... . . 123
matchip address ... ... . 124
match ip address prefix-list. .. ... ... . . . 125
match ip next-hop. . ... ... 126
match ip next-hop prefix-list . . ... ... .. .. . . 127
MatCh D PEEr . ..o 128
MatCh ipvb address . ... ... 129
match ipv6 address prefix-list. . ... ... .. ... . 130
match ipvb next-hop. . ... . 131
match ipv6 next-hop prefix-list . . ...... ... ... . . . 132
MatCh IpVB PEEI . ... 133
MatCh MetriC . .. ... 134
MatCh Origin. . . ... 135
match route-type. . ... ... 136
MatCh tag. . .. .. 137
FOU - . . o 138
Set aggregator. . . ... .. 139
setas-path. . ... 140
setatomic-aggregate. . ... . 141
set comm-list. . ... 142
Set COMMUNILY. . .. ..o 143
setdampening . ... 145
setextcommunity ... ... . 146
setinterface nullO . . .. ... .. . 148
setipnext-hop .. ... 149
setipvB Next-hop ... . 150
Setlevel .. .. 151
setlocal-preference .. ... ... ... . 152
SetmetriC. . .. 153
set metriC-type . .. .. 154
Sel OMigiN . .. 155
setoriginator-id. . .. ... 156
Seltag ... 157
SetWeight .. 158
ShOW roUte-Map . ... 159
show running-configroute-map . ............ ... 160
CHAPTER 3  Unidirectional Link Detection Commands .. .................. 161
UMD, . e 162
udld message-time. . ... ... . 163
UdId MOde . .. 164
udld state. ... ..o 165
show udld .. ... 166
showudldinterface . ... ... .. . . 167
CHAPTER 4  IP Service Level Agreements Commands. . .................. 168
clearipslastatistics. ......... ... 169
freqQUENCY. . . o 170

© 2024 IP Infusion Inc. Proprietary 5



Contents

CMP-ECN0 . . 171
P Sla. . 172
ipslaschedule .......... . . e 173
showipslastatistics ......... ... ... . 174
show ip slasummary . ... . 176
show running-configipsla ........ ... ... . 177
threshold ... .. 178
tmeoUt . . .. 179
CHAPTER S5 ObjectTrackingCommands .............................. 180
trackip slareachability .......... ... . . . 181
delay Up doWN. . ... o 182
ShOW traCK . . . .. 183
show track <1-500> . . . .. ... 184
show track suUmMmMaAry . ... ... . 185
show running-configtrack. .. ...... ... .. . . . . 186
Border Gateway Protocol Configuration. . ............................ 187
CHAPTER 1 BGP. ... e e 188
Enable BGP Routers in the Same Autonomous System . ...................... 188
Enable BGP Between Different Autonomous Systems ........................ 189
RoUte-Map. . . ... 191
Route Reflector. . . ... . 193
Multiple Route Reflectors . ... ... . 197
BGP Confederations . ... . 208
Dynamic BGP Peering. . ... 221
Enable eBGP Multihop . ... ... .. .. 245
Enable Peer Groups . ... 249
Route Redistribution in BGP. . ........ .. .. ... 260
Add Multiple Instances of the Same Autonomous System . .................... 261
Remove the Multi-Exit Disc Attribute from Update Messages. .................. 264
Removing Sent and Received MED values . ............ ... .. ... .. .......... 265
BGP Four-Byte Autonomous System .. .......... ... .. 266
4-Octet ASN Capability EnabledonR1andR2 ............ ... ... .......... 267
4-Octet ASN Capability Enabled on R1 and Disabledon R2 ................... 268
Nexthop Tracking . . .. ... o 278
Nexthop Tracking Delay Timer. . ... .. .. 281
BGP Distance . . ... ... 287
BGP Weight per Peer . .. ... 291
OSPF as PE-CE Protocol for VPNs . ... ... ... i 294
BGP Multipath for IPv4 . .. ... 297
Multipath eBGP. . .. ... . 300
Multipath eiBGP. . ... .. 303
6BGP AS-PATH Multipath-relax. . ........ ... .. . ... . 308
BGP FIB Install (Selective Route Download). . ........... .. ... .. ... ... ... .... 311
BGP Best Path Selection Process. ............ .. . i 317
BGP Dampening. . . ... 319

© 2024 IP Infusion Inc. Proprietary 6



Contents

BGP Authentication . ... ... . . 325
BGP Unnumbered . ... ... ... 327
BGP Blackhole Community Attribute. . .......... ... ... .. .. . 336
CHAPTER 2  BGP Graceful Restart Configuration. . ...................... 341
CHAPTER 3 BGPAdditionalPath .......... ... ... .. ... ... .. .. ........ 349
OV BIVIBW . . o 349
PrerequIsites . . .. ... e 349
Configuration. . ... ... . 350
Additional Paths atthe Global Level ........... ... .. ... ... .. ... ... ......... 354
Additional Paths Send and Receive at Address-family level .................... 360
Additional Paths at the Neighbor Level .......... ... ... .. ... ... . ... ........ 360
Selection of all Additional Paths at the Address-family Level ................... 367
Selection of all Additional Paths at the Neighbor Level ........................ 368
Selection of Best 2 Additional Paths at AF Level ............................. 370
Selection of Best 2 Additional Paths at the Neighbor Level..................... 370
Selection of Best 3 Additional Paths atthe AF Level .......................... 372
Selection of Best 3 Additional Paths at the Neighbor Level..................... 373
Implementation Examples. .......... ... 375
CLICommands. . . ... 375
Troubleshooting . .. ... ... 379
Abbreviations . ... ... . . e 379
CHAPTER 4  Hide the Remote AS using the neighbor local-as Command . . ... 381
OVEIVIBW . .o 381
Configuration. . ... ... . 381
Revised CLI Commands . . ... e 385
Abbreviations .. ... ... 385
CHAPTER 5 TCP MSS configuration for BGP neighbors ... ............... 386
OVeIVIBW . .o 386
Prerequisites. . ... . 387
Configuration. . ... ... 387
New CLI Commands . . ... . 391
Abbreviations .. ... ... 392
GlOSSaNY. . . ot 392
CHAPTER 6  BGP Bogon Prefix Filtering IPv4 . . .. ... . ... .. ... ... . ... 394
OV BIVIBW . . o 394
PrerequIsSites . . ... . e 394
Configuration. . ... ... . 396
BGP Bogon Prefix Filtering Command . ........... ... ... ... ... . .. ... 397
GlOSSaNY. . . ot 398
Border Gateway Protocol Command Reference. ....................... 399
CHAPTER1 BGPCommands............ ...t 400
address-family .. ... .. 404
aggregate-address. . . ... 406

© 2024 IP Infusion Inc. Proprietary 7



Contents

AULO-SUMMIAIY . . . . 407
bgp aggregate-nexthop-check .. ... ... .. .. .. . . 408
bgp always-compare-med. . ........ .. .. 409
bgp as-local-count .. ... 410
bgp bestpath as-pathignore. . ...... ... .. .. . .. 411
bgp bestpath as-path multipath-relax . ......... ... .. ... ... .. ... . L 412
bgp bestpath compare-confed-aspath ............ ... ... ... . ... .. .. ... .... 413
bgp bestpath compare-routerid ... ... ... .. ... .. .. 414
bgp bestpath dont-compare-originator-id .. .......... ... .. ... ... L. 415
bgp bestpathmed. . ... ... 416
bgp bestpath tie-break-on-age .. ... ... ... .. 418
bgp client-to-clientreflection. . .. ... ... ... 419
bgp cluster-id . ... ... . 420
bgp confederation identifier. .. ...... ... .. ... 421
bgp confederation peers ... ... 422
bgp dampening. . . ... . 423
bgp default local-preference. . ... ... .. ... . . .. 425
bgp deterministic-med . . ... . 426
bgp enforcefirst-as ........ ... . 427
bgp extended-asn-Cap. . ....... ... 428
bgp fast-external-failover. . . ... .. .. . 429
bgp graceful-restart .. ... .. .. . . . 430
bgp g-shut . .. ... 432
bgp g-shut-capable . ........ ... . . . 433
bgp g-shut-local-preference .. ...... ... .. ... . . . 434
bgp log-neighbor-changes ......... ... .. . 435
bgp nexthop-triggerdelay . ... ... ... . 437
bgp nexthop-triggerenable. . ... ... ... . . . 438
bgp rfc1771-path-select. . . ... ... . . 439
bgp rfc1771-strict . . ... 440
bgp router-id . . ... . 441
bgp scan-time . . ... . 442
bgp table-map. . ... e 443
bgp update-delay . ........ ... 445
clear bgp (A.B.C.D X X XiX) oot 446
clear bgp ™. o 447
clear bgp <1-4294067205>. . . . ... . . . . e 449
clear bgp <1-4294967295> 12vpn evpn . ... ... 451
clearbgp A.B.C.D I2vpn evpn .. ... . 452
clearbgp dampening . . ... 453
clearbgp external. . ... .. 454
clear bgp flap-statistics . ........ ... .. . 456
clear bgp peer-group . .. ..ot 457
clear bgp peer-group WORD 12vpnevpn .. ... . 459
clearbgp statistics . .. ... ... 460
clearip bgp * (description LINE|)* . ... .. ... 461
clear ip bgp (A.B.C.D|X:X::X:X|WORD) (description LINE|) .................... 462

© 2024 IP Infusion Inc. Proprietary 8



Contents

clearipbgp AB.C.D ... ... e 463
clearipbgp A.B.C.D vrf. . ... 465
clear ip bgp all vrf (VRFNAME|all|default) (description LINE]) .................. 466
clearipbgptable-map. ......... ... 467
clear ip bgp vrf WORD (A.B.C.D|X:X::X:X]WORD) (description LINE|)........... 468
debug bgp . ... 469
distance Dgp . ... 471
exit-address-family. .. ... .. .. . 472
ipas-path access-list. ... ... ... 473
ip community-list <1-99> . . ... 474
ip community-list <100-500>. . .. ... ... .. 475
ip community-listexpanded ......... ... ... 476
ip community-liststandard . ...... ... ... 477
ip community-list WORD . . ... ... .. . 478
ip extcommunity-list <1-99> . . ... 479
ip extcommunity-list <100-500> . ... .. ... ... . . . 480
ip extcommunity-listexpanded. . ....... ... .. .. 481
ip extcommunity-list standard. .. ........ ... 482
[I2vpn-unnumbered-mode .. ... ... 483
MatCh Ip PEEr . .. 484
match large-community . .. ... ... 485
MaX-Patis . .. 486
max-paths eigbp. .. ... .. 487
neighbor activate ... ... ... ... . . 489
neighbor advertisement-interval. .. ... ... ... ... . . 490
neighbor allowas-in . ... ... 491
neighbor as-origination-interval . ... ... ... .. ... . . 493
neighbor attribute-unchanged. .. ... ... ... ... 494
neighbor authentication-key .. ... ... .. .. .. . . 495
neighbor capability graceful-restart . . .......... .. .. ... ... 496
neighbor capability orf prefix-list. . . ...... .. ... .. . . 497
neighbor collide-established . ... ... ... ... ... .. . . 499
neighbor de-activate .......... . . . . . 500
neighbor default-originate . . ... ... ... .. . . . 502
neighbor description. . . . ... 503
neighbor disallow-infinite-holdtime. . . .......... .. ... .. ... ... ... . L 504
neighbor distribute-list . .. ... ... ... 505
neighbor dont-capability-negotiate. . . .......... .. ... ... 506
neighbor ebgp-multihop. .. ... . 507
neighbor enforce-multihop . ...... ... . .. .. . 508
neighbor extended-optional-param .. ......... ... ... ... . 509
neighbor fall-over bfd. .. ... .. . . 510
neighbor filter-list .. ... .. ... . . 511
neighbor g-shut. . .. ... 512
neighbor g-shut-timer. . . .. ... ... . 513
neighbor limit. ... ... . 514
neighborlocal-as . ....... ... .. 515

© 2024 IP Infusion Inc. Proprietary 9



Contents

neighbor maximum-prefix . . ... . 517
neighbor next-hop-self. . .. ... . . . . 518
neighboroptional-as .. ......... .. . 519
neighbor override-capability .. ......... ... . . 520
NEIghbOr PasSIVE . ... .. . 521
NEIGhDOr PEEr-groUD . . . ..ot 522
neighbor WORD peer-group range . . ... ..ottt e et 525
NEIghDOr PO . . . 526
neighbor prefix-list . . ... ... 527
neighborremote-as . ... .. . e 529
neighbor remove-private-AS. . .. ... ... 531
neighborrestart-time . .. ... . . 532
neighbor route-map . . ... . 533
neighbor route-reflector-client. . . ........ ... ... ... ... ... 535
neighbor route-server-client . . ... ... .. .. 536
neighbor send-community. . . ... ... . . 537
neighbor send-community large. .. .......... .. . . 538
neighbor shutdown. . .. ... ... 539
neighbor strict-capability-match . ....... ... .. ... ... . . 541
neighbor timers. . ... . 542
NEighboOr UNSUPPrESS-Map . ..ottt e e et 544
neighbor update-source . ........... . .. . . 545
NEIghDOr VEISION . . . . . 546
neighborweight . ... .. . . 547
neighbor WORD Peer-group. . . ... oottt et e e 549
NEIWOIK . . . 550
network synchronization . ... .. . 552
redistribute. . . .. ... 553
restartbgp graceful . ... ... . 555
FOUtEer DgP . .. 556
setlarge-community. . . ... .. 557
snmp restart bgp. . .. ... 558
SyNChronization. . . ... ... . 559
HMers bGP . ..o 560
v4d-unnumbered-mode . .. ... ... 561
bgp unnumbered-mode. .. ... ... 562
CHAPTER 2  BGP Virtual Private Network Commands . ................... 563
bgp external-route-leak . ... ... .. .. . 564
bgp inbound-route-filter. .. ... ... . 565
BXPOI M . . 566
IMPOM M .o 567
D VI L 568
neighbor allow-ebgp-vpn. . ... ... . . 569
neighbor as-override . . ... ... . 570
neighbor send-community. . . ... ... 571
NEIgNDOr SO0 . ... . 572

© 2024 IP Infusion Inc. Proprietary 10



Contents

rd (route distinguisher). . ... ... .. . 573
route-target . . ... ... 574
CHAPTER3 BGPShowCommands............... ..., 575
SHOW Dgp . .. 577
show bgp A B.C.D ... ... 578
show bgp A.B.C.D/M ... 580
show bgp client. . ... ... 581
show bgp community. ... .. 582
show bgp community-list. ... ... 584
show bgp dampening dampened-paths .. .............. ... .. ... ... ... ... 585
show bgp dampening flap-statistics. .. .......... ... ... .. ... ... . L 586
show bgp dampening parameters .. ........... ... .. . . 589
show bgp filter-list. . .. ... ... 591
show bgp inconsistent-as .. ... ... ... . . 593
ShOW bgp IPVB. . .. 594
show bgp ipvl peer-group . ... 597
show bgp neighbors. . ... ... 598
show bgp neighbors advertised-routes. .. ......... ... ... ... ... ... .. ... 602
show bgp neighbors received prefix-filter. . ........ ... ... ... ... .. ... ... ... 603
show bgp neighbors received-routes ........... ... ... ... .. ... 604
show bgp neighborsroutes. . ......... .. .. . 605
show bgp nexthop-tracking. .......... ... ... . . 607
show bgp nexthop-tree-details.......... ... ... .. .. .. . . . . .. .. 609
show bgp paths. . ... 610
show bgp prefix-list .. ... ... 611
ShOW bgp QUOtE-TEgEXP . . . oo ot 612
ShOW DgP rEgeXP . . oot 613
show bgp route-map ........ . 614
show bgp statistics. . ....... ... 615
ShOW Dgp SUMMaArY . . ... e 617
ShoW bgp XX X X . 620
show bgp X:X:X:X/M longer prefixes . ... 621
show debugging bgp . . ... 622
SHOW D DD . . o 623
showip bgp cidr-only. . ... . . 626
show ip bgp community-info. ... ... .. .. 628
ShOW ip bGP PEEI-grOUD. . . oottt 629
show ip bgp peer-group vrfall ... ... . . . . . 630
showipbgprtfilterall. .. ... ... .. . . 631
ShOW Ip bGP SCaN . .. ..o 632
show ip extcommunity-list. . ........ .. . 633
ShOW ip ProtOCOIS . . . ..o 634
ShOW P VI . L 636
show running-config as-path access-list. . .......... ... ... .. ... ... ... ... ..., 637
show running-config community-list .......... .. ... ... .. ... ... .. 638
Appendix D Regular EXpressions. . ... i 639

© 2024 IP Infusion Inc. Proprietary 11



Contents

Bidirectional Forwarding Detection Configuration ..................... 640
CHAPTER 1 Base BFD Configuration . .. ....... ... ... ... . . . 641
Validation: . . ... .. 645
Validation: . .. ... . 647
CHAPTER 2  BFD Protocol Configurations. . . .............. ... .......... 651
OSPF—BFD Single-Hop Session . . ... .. e 651
OSPF—BFD Multi-Hop Session . ...... ... .. i 660
BFD Configuration in IS-I1S . . ... ... ... 664
BFD Configuration in BGP . ... .. ... . 667
CHAPTER 3  BFD Static Route Configuration .. ............ ... .......... 676
CHAPTER 4  BFD Authentication .. ............ ... ... ... .. ... .......... 680
OV BIVIBW . . o 680
CHAPTER 5 BFD with VRF Configuration. . . .............. ... ... .. .... 685
TOPOIOgY . . oot 685
BFD Over Static Routing IPv4 and IPV6. . ......... ... ... ... ... . ... 692
CHAPTER 6 BFD SupportonLAGInterface............................ 697
OV BIVIBW . . oo 697
PrerequIsSites. . .. ... 697
Configuration. . ... ... . 698
New CLI Commands . . ... ... e 701
GlOSSaNY. . . ot 701
Bidirectional Forwarding Detection Command Reference ............... 702
CHAPTER 1  Bidirectional Forwarding Commands ....................... 703
accept-lifetime. . ... ... 704
bfdauthtype. ... ... 706
bfd. . 707
bfd eCho. . ... 708
bfd echointerval. .. ... .. .. .. . 709
bfd echo ipvd source . ... ... . e 710
bfd interval. .. ... .. 711
bfd multihop-peer. . ... .. 712
bfd multihop-peer AB.C.Dinterval ............ ... .. ... ... . .. . .. . . ... 714
bfd multihop-peer X:X:X:Xinterval .......... ... .. ... .. ... .. 715
bfd notification. . . ... ... 716
bfd SEeSSION . . . 717
bfd slow-timer . . ... ... 718
debug bfd. . ... 719
KOY . et 720
Key Chain . ... e 721
KeY-StriNg . . . o 722
key-string encrypted. . ... ... 723
send-lifetime . ... ... .. 724
Show bfd ... 725

© 2024 IP Infusion Inc. Proprietary 12



Contents

show bfd interface . ....... ... .. . 726
show bfd session .. ... ... . 728
show bfd session AB.C.D ... ... ... . 732
show bfd sessionipvl . ... .. .. . 735
show debugging bfd. . . ... ... 738
snmprestartbfd . ... ... 739
CHAPTER 2  Protocol CommandsforBFD ............................. 740
areavirtual-link . . ... ... 741
bfd all-interfaces . .. ... ... 742
debug bgp bfd. . ... . 743
debugisis bfd . ... ... 744
debug ospf bfd . ... ... . . 745
ipospf bfd ... 746
ISIS Dfd . .. 747
CHAPTER 3 BFD StaticRoute Commands. ............................ 748
ip bfd static all-interfaces. . . ........ ... . . 749
ip staticfall-over-bfd. . . ... ... . . 750
ipstatic bfd .. ... . 751
ipv6 bfd static all-interfaces. .. ........ ... ... 752
ipv6 static fall-over-bfd. . . ... ... ... . 753
ipvB staticbfd . ... ... 754
Intermediate System to Intermediate System Configuration ............. 755
CHAPTER 1 IS-1S IPV4 . . 756
EnableIS-ISonaninterface. . ........ ... .. ... . . . 756
Set Prionity. . .. 759
Dynamic hostname . ... . 761
Redistribute Routes into IS-IS .. ... ... .. .. 763
MetriC . . . e 769
L1-L2 Area Routing with a Single Instance . .......... ... ... ... ... ... ... .... 776
L1-L2 Area Routing with Multiple Instances. .. ......... .. ... .. ... ... ... ..... 782
Route LeaKing. . .. ... 788
Route Summarization . ........ .. .. 793
[S-IS Distance. . . . ... ... 798
Overload Bit . ... ... 804
Passive Interface . ... . 822
IS-IS IPv4 Loop-Free Alternate FastReroute . ............................... 827
OV BIVIBW . . o 827
Basic Configuration .. ... ... .. . 828
Backup Path based on Route-Map Prefixes ............. ... ... ... ......... 835
LFA Tie-Breaker. . . ... .. 836
LEA Termination. . ... ... 838
LFAForECMP Paths ... ... . 841
CHAPTER 2  [S-ISIPv6 Configuration . . ....... ... ... ... . . ... 852
Enable IS-ISv6onaninterface ........ ... .. .. .. .. . .. .. 852

© 2024 IP Infusion Inc. Proprietary 13



Contents

Set PrionitY. . .. 854
Dynamic hostname . ........ ... . . . . 856
Redistribute Routes into IS-IS ... ... ... .. 859
Interface Metric. . . ... ... 861
Route Summarization ........ ... ... . .. 865
Passive Interface . ....... ... 870
Enable BED over IS-ISV6 . .. ... ... 875
Originate Default Route to ISISv6 Neighbors. ............... ... ... ......... 878
CHAPTER 3  IS-IS Graceful Restart Configuration. . . ..................... 881
CHAPTER4 ISISMultiTopology . ... 884
OVEIVIBW . .o 884
PrerequIsSites . . .. ... 884
Configuration. . ... ... . 887
Validation for Multi Topology . ........... ... 888
CLICommands. . ... 921
GlOSSarY. . . oo 922
Intermediate System to Intermediate System Command Reference ....... 923
CHAPTER 1 IS-ISCommands. . ......... . .. 924
accept-lifetime. . ... ... .. e 927
address-family ipv6 . . ... ... .. 929
adjacencCy-ChecCK. .. ... .. 930
AreaA-PaASSWOId . . . 931
authentication key-chain . ... .. ... . . . 932
authentication mode. . ... ... ... 933
authentication send-only . ... ... . . 934
bfd all-interfaces . .. ... ... 935
capability cspf. . ... . 936
clear NS NEIghDOrS . . . ... 937
clear clnsis-neighbors. . . ... .. .. 938
clearipisisS roUte. ... ... 939
clearisis adjaCencCy . ... ... 940
Clearisis COUNter. . .. ... 941
clearisis interface counter ........ ... . . . 942
Clear SIS PrOCESS . . ... o 943
debUg SIS . .. o 944
default-information originate. . ........ .. ... .. 946
distance (IPV4) . ... 947
distance (IPV6) . .. ... . 948
domain PasSWOId . . . ... e 949
dynamic-hostname. . . ... ... 950
fast-reroute per-prefix . ... 951
fast-reroute terminate-hold-oninterval .. ........ ... ... ... ... ... ... 952
fast-reroute tie-break . . ... . . 953
IGNOME-ISP-BITOrS . . . o ottt 955

© 2024 IP Infusion Inc. Proprietary 14



Contents

P FOU I ISIS. . . 956
ip route high-priority tag. . . .. ... ... 957
IPVB FOULEr iSIS. . . .o 958
isis authentication key-chain. . ... ... ... . . . . 959
isis authentication mode md5. . ... ... .. 960
isis authentication send-only. . ... ... ... ... 961
SIS bfd . .o 962
ISIS CIFCUIt-tYPE . . o 963
iSis csnp-interval. . ... . e 964
isis fast-reroute per-prefix candidate disable . .. ............... .. ... ... .. ... 965
isis hello-interval. .. ... ... . 966
isis hello-multiplier .. ... . 967
isishello padding . ... e 968
isis Isp-interval . ... ... . 969
ISIS MESh-GroUp . .. ... 970
SIS MEtiC. . .. 971
ISIS NEtWOIK . . .. 972
ISIS PASSWOIA . ..ot 973
ISIS PrIOMIY . . o 974
isis retransmit-interval . . .. ... 975
ISPF . o 976
iSis wait-timer ... ... .. 977
isiswide-metric. . ... .. . 978
SIS 1ag . . o e 979
iSiS te-metric . ... ... 980
IS-LY P, . oo 981
Key chain . ... . 982
KOY oot 983
KeY-StriNg . . .. 984
key-string encrypted. . . ... ... .. 985
Isp-gen-interval. . . ... .. 986
IS P-MtU . . 987
Isp-refresh-interval . . ... ... . . . . . 988
Max-area-address . ... ... ... e 989
max-Isp-lifetime. . ... ... 990
Metric-Style . . .. .. 991
Dt L o 993
passive-interface . ......... .. 994
Pre-interval-eXp. . ..o 995
redistribute. . . .. ... 996
redistribute iSis . . ... . 998
redistribute isis WORD ... ... . . 999
FOU I ISIS . . o o ot 1000
send-lifetime . ... ... 1001
set-overload-bit. . ... ... 1003
sAMpP restart SIS . .. ... .. 1004
spf-interval-exp . ... ..o 1005

© 2024 IP Infusion Inc. Proprietary 15



Contents

SUMMaArY-addresS. . . ..ot 1006
SUMMaAIY-PrefiX. ..o 1007
CHAPTER 2  IS-IS Graceful Restart Commands .. ...................... 1008
capability restart graceful ........ ... .. . 1009
isis restart grace-period. . . ... .. 1010
isis restart-hello-interval . ......... .. ... ... . . 1011
isisrestart helper . ... . 1012
isis restart suppress-adjacency ... ... 1013
restartisis graceful. . ... ... . . . 1014
restart-timer. . ... ... 1015
CHAPTER 3 IS-ISShowCommands. ... ..., 1016
show clns is-neighbors .. ... ... .. .. . 1017
show cINs Neighbors ... ... ... 1019
show debugging isis. . .. ... .. 1021
show ip isisigp-shortcut-Isp ... ... .. 1022
ShOW P iSIS rOUte .. ... 1023
show ip isis route igp-shortcut . ... ... ... .. .. . . 1025
ShOW ip ProtOCOIS . . ..o 1027
show iproute fast-reroute . ........ ... .. .. .. .. 1028
show ipisis route fast-reroute. . . ... ... .. .. .. . 1029
show ipisis Ifa-config. . ... ... . . 1030
ShOW iSIS COUNtEr . . ... 1031
show isisdatabase. .. ...... ... ... . 1032
show isisinterface . ...... ... . . . 1035
show isis SpPf-logs . . .. ... 1038
Show iSiS tOpOoIlOgY . . . .o 1039
show running-config interfaceiisis . . .......... .. ... .. 1041
show running-configrouterisis. . ........ ... ... . . 1042
Open Shortest Path First Configuration ............................. 1043
CHAPTER 1 OSPFV2. . .. e e 1044
Enable OSPFonaninterface. .......... ... ... . . 1044
Set Priority. ... 1048
Area Border Router .. ... ... . 1053
Redistribute Routes into OSPF .. ... ... . ... . . . 1057
COSt . 1059
Path MTU for IPv4 and IPV6G. . . ... .. . e 1064
Virtual LinKS. . ... 1067
OSPF Authentication. ........ .. ... 1071
Multiple OSPF Instances. .. ... ... e 1075
Multiple OSPF Instances on Same Subnet .......... .. ... ... .. ... ....... 1086
Multi-Area Adjacency Configuration ......... ... ... .. ... ... ... . 1089
LSA Throttling. .. ... 1092
SNMP Support for Multiple Instance of OSPF Configuration .................. 1115
OSPF Stub Router Advertisement. . ............ ... . . . . . 1137

© 2024 IP Infusion Inc. Proprietary 16



Contents

CHAPTER 2  Multi-Area Redundant Adjacency Configuration ... ........... 1145
OV eIVIBW . .o 1145
Prerequisites. ... ... 1146
Configuration. . ... ... 1146
Implementation Example. . ... ... . 1159
Revised CLI Commands. ......... ... i e 1159
GlOSSaNY. . . ot 1160

CHAPTER 3  OSPFV3. . .. e e 1162
Enable OSPFv3onaninterface ......... .. ... .. ... . . . . . . . . .. . . ... 1162
Set Priority. ... 1165
Area Border Router .. ... ... . 1169
Redistribute Routes into OSPFV3 .. .. ... .. ... . . . . 1175
COSt . 1181
Virtual LinKS. . ... 1191
Multiple Instances. . ... . 1198
Not-So-Stubby Area. . . ... ... 1209
NSSA with the Summary Address Option ............. ... ... .. .. ... ....... 1213
NSSA with the Translator Role Option .. ........ .. ... ... ... ... .. .. ........ 1217
Link LSA SUPPressioN . .. ..o 1221
Originate Type-7 LSAs and Translateto Type-5.............. ... .. ... ... ... 1223
Summarize Inter-Area and External Routes. . .......... ... ... ... ... .. ... ... 1228
Distribute List .. ... . . 1233
OSPFv3 Authentication. . ... ... . . 1237

CHAPTER 4  OSPFv3 Graceful Restart Configuration. ................... 1244

Open Shortest Path First Command Reference ....................... 1251

CHAPTER 1 OSPFv2Commands . . ... 1252
area authentication. . ... ... . . 1255
areadefault-cost. . . ... ... 1256
areainterface .......... .. 1257
area interface authentication ......... ... ... .. .. .. 1258
area interface network-type . ... ... . 1259
areainterface passive . . ... . 1260
areafilter-list . . ... ... .. 1261
AICA NSSA. . o o vttt et 1262
AFCA TANGE . . o . ettt et e e e 1264
area ShoMCUL. . .. ... . 1265
areastub .. ... 1266
areavirtual-link . . ... ... 1267
auto-cost reference bandwidth. . ........ ... .. ... . 1270
bfd all-interfaces . . . ... .. 1271
capability cspf . ... .. . 1272
capability lIs. . ... 1273
capability opaque . ... ... 1274
capability restart . . ... ... 1275
capability traffic-engineering. ... ... . 1276

© 2024 IP Infusion Inc. Proprietary 17



Contents

capability vrf-lite . . ... ... 1277
Clear ip OSPf. . ... 1278
compatible fc1583. . ... ... . 1279
debug OSpf. . .. 1280
debug ospf database-timer rate-limit. . . .......... ... ... .. ... L. 1281
debug ospfevents . ... .. 1282
debug ospfifsm .. ... .. . 1283
debug ip ospf graceful-restart. . . ........ ... ... .. .. 1284
debugipospflfa. ... ... 1285
debugipospfredist...... ... . 1286
debug ip ospfretransmission .. ........ ... .. 1287
debug ospflsa ... ... 1288
debug ospf nfsm. .. ... . 1289
debug OSpf NSM . ... . 1290
debugospfpacket . ... ... . 1291
debug ospf b . . ... 1292
debug ospfroute. . ... ... . 1293
default-information originate. .. ........ ... . 1294
default-metric . ... ... . 1296
distance . ... ... 1297
distribute-list . . ... . . 1298
enable db-summary-opt . ... . 1300
fast-reroute keep-all-paths . ....... ... ... ... . . .. 1301
fast-reroute tie-break . . ... ... 1302
host area . ... ... . 1304
ipospfauthentication. ....... ... ... ... . . 1305
ip ospf authentication-key .. ...... ... .. .. .. . 1306
pospf bfd ... 1308
P OSPT COSt ... 1309
ipospfdatabase-filter ....... ... . .. .. 1310
ipospfdead-interval. . ... ... . 1311
ipospfdisable. ... ... ... . 1312
ip ospf fast-reroute per-prefix candidate disable . .. .......................... 1313
ipospfflood-reduction. .. ...... ... .. .. . . . . 1314
ipospf hello-interval. . .. ... ... . 1315
ipospfmulti-area . ... ... . 1316
ip ospf message-digest-key . ....... ... .. .. 1317
pPoSpIMtU. ... 1319
ipospfmtu-ignore. .. ... . 1320
ipospfnetwork . ... .. 1321
P OSPT priority . ... 1322
ip ospfretransmit-interval .. ... ... ... 1323
ipospftransmit-delay. .. ....... ... . . 1324
log-adjacency-changes . . ... ... 1325
max-concurrent-dd. . . ... ... 1326
MAaXIMUM-AIEA . . . . oottt et et et e e e e e e e 1327
MaAX-MEIIIC. . . 1328

© 2024 IP Infusion Inc. Proprietary 18



Contents

NEIgNDOr. . . . 1330
NEIWOIK . 1331
ospfabr-type. .. ... 1333
ospf area-interface-config-mode .......... ... ... ... .. ... 1334
ospfflood-reduction . ... ... ... .. .. . . . 1335
ospfrestart grace-period. . ... ... .. . 1336
ospfrestart helper . ... ... ... . . 1337
ospfrouter-id. . ... ... . . 1338
overflow database . ....... ... .. . 1339
overflow database external. ........ ... .. ... .. . ... 1340
passive-interface . ......... ... . 1341
redistribute. .. ... .. 1342
restartipospfgraceful. ...... ... . . . 1344
FOULEI OSSPl . . . 1345
show debugging ospf. . . ... . 1346
ShOW P OSPT .. 1347
show ip ospfborder-routers . ......... .. ... ... . ... 1351
show ip ospfdatabase brief . ........ ... . ... . 1352
show ip ospfdatabasedetail ........... .. .. .. ... . . .. .. ... 1354
show ip ospfigp-shortcut-Isp ......... .. ... ... . . . . 1361
show ip ospfigp-shortcut-route ... ... ... .. ... .. .. . . .. .. .. 1362
show ipospfinterface ........ .. ... . . . . . . 1363
show ip ospf multi-area-adjacencies . ........... ... .. .. .. ... .. . ... .. ... 1366
show ip ospfneighbor . ... . . 1368
show ipospfroute ....... ... 1372
showipospfvalid. ... ... ... . . . 1374
show ip ospfvirtual-links . . ... ... .. . . 1375
ShOW ip ProtOCOIS . .. ..o 1377
show iproute fast-reroute . .. ... ... .. .. ... .. 1379
ShULdOWN . .. o 1380
SNMP CONtEXE-NAME . . .. ... 1381
snmp restart Ospf . .. ... 1382
sUMMaAry-address. . . ... ..o 1383
timerslsa arrival . . ... .. . . 1384
timers spf eXp . ..o 1385
timersthrottle Isa . ... ... . . 1386
CHAPTER 2  OSPFv2 Graceful Restart Commands ..................... 1387
actioninterface . . ... ... . 1388
capability restart . . ... ... 1389
BVENE NDr L 1390
if-event-track ospfevent . ... ... ... .. 1391
debug ip ospfgraceful-restart. . ....... ... .. ... ... . .. 1392
ospfrestart grace-period. . ... ... .. . 1393
ospfrestart helper . ... ... .. 1394
restart ospf graceful . .. ... ... .. . . 1395

© 2024 IP Infusion Inc. Proprietary 19



Contents

CHAPTER3 OSPFv3Commands..............o i 1396
Abr-lY e L 1398
areadefault-cost. . . ... ... . 1399
AFCA NSSA. . o o ettt et e e 1400
AICA FANGE . .« vttt et e e 1402
areastub .. ... 1403
areavirtual-link . . ... .. . 1404
auto-cost reference bandwidth. . .......... .. 1406
bfd all-interfaces . . . ... .. 1407
capability restart . . ... ... 1408
clear ipvB OSpf ProCESS . .. .. .o 1409
debug ipvb OSpf .. ... 1410
debugipvb ospfbfd . ... ... .. . . 1411
debugipvb ospfevents . ... ... .. ... 1412
debug ipvb ospfifsm .. ... ... .. 1413
debugipvb ospflfa. ... ... . 1414
debugipvb ospflsa ... ... .. . 1415
debug ipvb ospf nfsm. . ... ... 1416
debug ipvb OSpf NSM . ... . 1417
debugipvb ospfpacket. .. ... ... ... . 1418
debug ipv6 ospfretransmission . ........ .. ... .. . 1419
debugipvb ospfrib. .. ... . 1420
debugipvb ospfroute ........ .. .. .. . . 1421
default-information originate. .. ........... ... . 1422
default-metric . ... ... . 1424
distance . . ... ... 1425
distribute-list . .. .. ... . 1426
enable db-summary-opt . ... ... 1428
fast-reroute keep-all-paths . ....... ... ... ... . . . 1429
fast-reroute tie-break . . . ... ... 1430
ipv6 ospf authentication. . ...... ... ... .. . . 1432
ipvB ospf bfd . ... 1433
IPVB OSpPf COSt . ... o 1434
ipv6 ospfdead-interval ........ .. ... ... . . .. 1435
ipv6 ospf display route single-line . ......... ... .. ... . . .. ... .. 1436
ipv6 ospf hello-interval. . ... ... .. . . 1437
ipv6 ospf link-Isa-suppression . ........... . 1438
IPVB OoSpf MIU-IgNore . ... ... . 1439
ipvb ospf neighbor ... ... 1440
IPVB OSpf Network . ... .. 1442
IPVB OSPT Priority . ... 1443
ipv6 ospfrestart grace-period. . ... ... ... .. . 1444
ipv6 ospfrestart helper . ... ... . . 1445
ipv6 ospfrestart planned-only . ...... ... .. .. .. ... 1446
ipv6 ospfretransmit-interval . ....... ... .. . .. 1447
ipv6 ospftransmit-delay ......... .. .. .. .. . . . 1448
IPVB roUter OSPf. . . o 1449

© 2024 IP Infusion Inc. Proprietary 20



Contents

IPVB te-MetriC . ... 1451
log-adjacency-Changes . . .. ... ... 1452
max-concurrent-dd. . . ... ... 1453
passive-interface . ......... ... 1454
redistribute. ... ... 1455
restartipv6 ospfgraceful. ... ... ... . 1457
FOULEr-id . . . oo 1458
FOULEr IPVB OSPf. . . o 1459
show debugging ipv6 OSpf .. ... ... 1460
ShOW IpVB OSPf . ... 1461
show ipvb ospfdatabase. . ........... ... .. .. . . .. 1463
show ipvb ospfinterface ......... ... ... .. . . 1467
show ipv6 ospfneighbor . . ... ... ... . . . . 1469
show ipvB ospfroute . ....... ... ... . 1472
show ipv6 route fast-reroute. . ........ ... ... 1474
show ipv6 ospfv3 topology . ... ..o 1475
show ipv6 ospfvirtual-links . . ....... ... .. . ... . 1477
ShOW IPVB VI . L 1479
ShULOWN . . . 1480
snmprestart OSpfB . .. ... .. 1481
sUMMaAry-address. . . ... ..o 1482
fiMers Spf eXp . ..o 1484
CHAPTER 4  OSPFv3 Graceful Restart Commands ..................... 1485
capability restart . . ... ... 1486
ipv6 ospf restart grace-period. .. ... .. 1487
ipvB ospfrestart helper . ... ... .. .. .. . . . 1488
ipv6 ospfrestart planned-only . ...... ... ... .. .. ... 1489
restart ipv6 ospfgraceful. . ... ... ... . .. 1490
CHAPTERS OSPFVPNCommands. ...........c.iiiiiiinnnnn.. 1491
capability vrf-lite . . ... .. 1492
router OSpf VI ... 1493
domain-id. .. ... ... 1494
Routing Information Protocol Configuration ......................... 1496
CHAPTER 1 RIP ... e e e 1497
Enable RIP . ... 1497
Specify RIP Version. . ... 1501
Authentication witha Single Key . ... ... ... 1504
Text Authentication with Multiple Keys ... ... ... ... ... . . . ... . ..., 1509
MD5 Authentication with Multiple Keys. . .............. ... ... ... ... . ... ... 1516
CHAPTER 2  RIPNG ... e e e 1524
Configuration. . ... ... 1524
Routing Information Protocol Command Reference ................... 1525

© 2024 IP Infusion Inc. Proprietary 21



Contents

CHAPTER 1 Routing Information Protocol Commands . .................. 1526
accept-lifetime. . .. ... 1528
cisco-metric-behavior. . . ... ... 1530
Clearip rip roUte . ... . 1531
clearipriproute vifF NAME . . .. ... ... . 1532
clearipripstatistics . ........ .. 1533
debUg MNP . .. 1534
default-information originate. . . ....... ... .. .. 1535
default-metric . ... ... . . 1536
diStanCe . . ... . 1537
distribute-list . .. .. .. .. 1538
ip rip authentication key-chain .. ....... ... ... ... . . .. .. 1539
ip rip authentication mode. . ......... ... .. . 1540
ip rip authentication string. . ......... ... ... 1541
ipripreceive-packet. . ... ... . 1542
D FP FECEIVE VEISION . . .ot e e e e e et e 1543
ipripsend-packet. . ... ... 1544
PP SENd VEISION . ... . 1545
ipripsplit-horizon . . ... ... 1546
KOY . et 1547
Key Chain . ... 1548
Key-StriNg . . ..o 1549
MaXimMUM-PrefiX . ..o 1550
NEIgNDOr . . . 1551
NEtWOIK .. 1552
offset-list ... ... 1553
passive-interface . ......... ... 1554
recv-buffer-size. . ... . . 1555
redistribute. .. ... ... 1556
FOULE . . .o 1558
FOULET FID .ot e 1559
send-lifetime . .. ... ... 1560
Show debugging MipP . ... oot 1562
ShOW ip ProtOCOIS MiP . ... o o 1563
SNOW D M . o o 1565
showipripinterface. ... ... ... . . 1567
showipripstatistics. .. ... .. 1569
SMP restart M. . ... 1571
timers basiC. . ... ... 1572
172 = [ 1573

CHAPTER 2 RIPngCommands. ... ...... ...t 1574
aggregate-address. . . ... 1575
cisco-metric-behavior. . . ... .. 1576
ClearipvB rp roUte . . ... o 1577
debug ipVl M . ... 1578
default-information originate. .. . ... ... . 1579

© 2024 IP Infusion Inc. Proprietary 22



Contents

default-metric . ... ... 1580
distance . .. ... . 1581
distribute-list . .. ... . 1582
ipvB rip metric-offset. . ... ... . 1583
ipvb rip split-horizon. . .. ... ... 1584
PVB FOULEr T ..o 1585
NEIgNDOr. . . . 1586
offset-list . ... .. 1587
passive-interface . ......... .. 1588
recv-buffer-size. . ... ... 1589
redistribute. . . ... ... 1590
FOULE . . . o 1591
FOU - . . ettt 1592
FOULEr IPVO FiD . .o 1593
show debugging ipvl Mip . . . ... oo 1594
ShOW ipVv6 ProtoCoIS Mip ... ..o 1595
ShOW IPVB M. . .o 1596
show ipvBripinterface. . ... ... . 1597
timers basiC. . .. ... . 1598
CHAPTER 3  Routing Information Protocol VPN Commands. . ............. 1599
show ipripinterface vrf . . ... ... .. . . 1600
ShOW P P VI L 1602
ShOW P VI . L 1604
CHAPTER 4  Routing Information Protocol Authentication. . ............... 1605
Single Key Authentication. ......... ... . . ... . . . . 1605
Multiple Keys Authentication. . .. ....... ... ... ... . .. . ... . 1605
VRF Lite Configuration . . ........ ... i i i e e 1607
CHAPTER 1  VRF Configuration. . ........ ... ... . . . i, 1608
OV BIVIBW . . oo 1608
Default VRF. . . 1608
User-Defined VRF . .. ... 1608
CHAPTER 2 OSPF Configuration .. ......... ... ... ... 1610
OV eIVIBW . .o 1610
Configuration IPv4 VRF. . ... 1610
CHAPTER 3 RIPConfiguration . ........ ... ... ... . ... 1612
Configuration IPv4 VRF. . ... .. 1612
Configuration IPV6 VRF. . .. ... 1614
CHAPTER 4 ISISConfiguration. .. ....... ... ... ... . .. 1617
OV eIVIBW . . 1617
TOPOIOgY . . oot 1617
Configuration IPv4 VRF. . . ... 1617
CHAPTER S5 BGP Configuration . ........ ... ... . . . .. . i 1620
OV BIVIBW . . o 1620

© 2024 IP Infusion Inc. Proprietary 23



Contents

Configuration. . ... ... 1620
CHAPTER 6 Inter-VRF Route Leaking Configuration .................... 1624
OVBIVIBW . . oo e 1624
StaticLeaking . ... ... 1624
Dynamic Leaking . ....... ... 1626
Virtual Router Redundancy Protocol Configuration ................... 1631
CHAPTER 1 VRRP Configuration ... ... ... ... .. . ... . . . . 1632
Terminology ... ... 1632
VRRP ProCess .. ... 1632
One Virtual Router . ... ... .. 1634
Two Virtual Routers . ... ... 1637
Two Backup Routers . ... ... 1641
Interface Tracking. . . ... ... 1646
VRRP-Backward Compatibility. . ......... ... .. ... 1653
Redundancy Using VRRP and OSPF: Two Virtual Routers ................... 1656
VRRP Over MLAG . ... o e 1661
OBJECT Tracking Using IPSLA. . . ... 1668
Custom VRF Configuration. . ....... ... .. . ... . . . i 1675
CHAPTER 2  Object Tracking Using IP SLA. ... ... ... ... . . .. 1682
OV BIVIBW . . oo 1682
TOPOIOgY . oo 1682
Validation. . .. ... . 1686
CHAPTER 3 VRRPIPv6 Configuration .. ...... ... ... ... . ... ...... 1689
Configuration. . ... ... 1689
Disabling the Master . ... ... . . 1692
GLOBAL IPV6 SUPPORT FORVRRP. . ... . 1693
Virtual Router Redundancy Protocol Command Reference ............. 1697
CHAPTER1 VRRPCommands. .......... ... 1698
ACCEPI-MOAE . . . .. 1699
advertisement-interval . . ... .. . 1700
authentication text . ... ... . 1701
circuit-failover . . ... .. 1702
debUG VITD . o 1703
disable . ... 1704
enable . ... 1705
operational-ip . ... . 1706
Preempt-MOde . ... .. o e 1707
PIOI Y . .o 1708
(0] 0 =T VT 1709
Show debugging VI . .. .o 1710
show running-config router virp . .. ... 1711
SHOW VI . oo 1712
ShOW VITP SUMMANY . . ..ot ettt e e 1714

© 2024 IP Infusion Inc. Proprietary 24



Contents

ShOW VITD <1-285> . 1715
show vrrp (global | ipv4) statistics . ........... .. ... .. . .. 1717
SNMP resStart VITD . ..o 1718
switch-back-delay. . ... ... . . 1719
VIR . . 1720
vrrp compatible-v2 . ... 1721
VITP VIMAC. . o o ittt et e e e e e e e e e e e e e e e e e e 1722
CHAPTER2 VRRPvVBCommands ...............ciiiiiiinnnnnnn.. 1723
advertisement-interval . . ........ ... . 1724
circuit-failover . . ... .. 1725
disable . ... ... 1726
BNADIE . .. 1727
pPreempt-Mode . ... .. . 1728
PIOI Y . .o 1729
FOU I IDVO VITD . .ottt e e e 1730
rOUter ipvlb VITp VIan . . ... ... 1731
show running-config routeripvB vrrp. . ... 1732
VIUAl-ipVG . . 1733
INdeX . ... i et e e e e 1734

© 2024 IP Infusion Inc. Proprietary 25



Preface

Preface

This guide describes how to configure OcNOS.

IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

monospaced type Code elements such as commands, parameters, files, and directories

Chapter Organization

The chapters in command references are organized as described in Command Description Format.
The chapters in configuration guides are organized into these major sections:

* An overview that explains a configuration in words

» Topology with a diagram that shows the devices and connections used in the configuration

+ Configuration steps in a table for each device where the left-hand side shows the commands you enter and the
right-hand side explains the actions that the commands perform

» Validation which shows commands and their output that verify the configuration

Related Documentation

For information about installing of OcNOS, see the Installation Guide for your platform.
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Migration Guide

Check the Migration Guide for configuration changes to make when migrating from one version of OcNOS to another.

Feature Availability

The features described in this document that are available depend upon the OcNOS SKU that you purchased. See the
Application Notes for a description of the OcNOS SKUs.

Support

For support-related questions, contact support@ipinfusion.com.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLlI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or remotely
from a terminal emulator such as putty or xterm. You can also use the commands in scripts to automate
configuration tasks.

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?

The CLI displays this keyword list with short descriptions for each keyword:

control-adjacency
control-channel

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bidirectional Forwarding Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi-directional 1lsp status and configuration
bridge Bridge group commands
ce-vlan COS Preservation for Customer Edge VLAN
class-map Class map entry
cli Show CLI tree of current mode
clns Connectionless-Mode Network Service (CLNS)

Control Adjacency status and configuration
Control Channel status and configuration

cspf CSPF Information

customer Display Customer spanning-tree
cvlan Display CVLAN information
debugging Debugging functions
etherchannel LACP etherchannel

ethernet Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debugging Debugging functions

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show i? (CLI does not display the question mark).
interface Interface status and configuration

ip IP information

isis ISIS information
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Command Completion

The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh
Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation. Type
show 1 and press the tab key. The CLI displays:

> show i
interface ip ipvé isis
> show i
The CLI displays the interface and ip keywords. Type n to select interface and press the tab key. The CLI
displays:

> show in
> show interface

Type ? and the CLI displays the list of parameters for the show interface command.

> show interface
IFNAME 1Interface name
| Output modifiers
> Output redirection
<cr>

The CLI displays the only parameter associated with this command, the TFNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh int xe0
is an abbreviation for:

> show interface xe0

Command Line Errors

Any unknown spelling causes the CLI to display the error Unrecognized command in response to the ?. The CLI
displays the command again as last entered.

> show dd?
% Unrecognized command
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:

(config) #router ospf here

A

TA

% Invalid input detected at marker.

where the * points to the first character in error in the command.
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If a command is incomplete, the CLI displays the following message:

> show

Q

% Incomplete command.
Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below. This
does not cause an error and the command performs as expected:

area 10.10.0.18 wvirtual-link 10.10.0.19 authent
ication-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:
« The ip address command assigns an IPv4 address to an interface

* Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table P-2 describes the conventions used to represent command syntax in this reference.

Table P-2: Syntax conventions

Convention Description Example
monospaced | Command strings entered on a command line show ip ospf
font

lowercase Keywords that you enter exactly as shown in the show ip ospf

command syntax.

UPPERCASE See Variable Placeholders IFNAME

() Optional parameters, from which you must select (A.B.C.D|<0-4294967295>)
one. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameters, from which you select one or (A.B.C.D|<0-4294967295>)
none. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameter which you can specify or omit. (IFNAME | )
Do not enter the parentheses or vertical bar as part
of the command.

{} Optional parameters, from which you must select {intra-area <1-255>|inter-area
one or more. Vertical bars delimit the selections. Do | <1-255>|external <1-255>}

not enter the braces or vertical bars as part of the
command.
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Table P-2: Syntax conventions (Continued)

follows a question mark can only appear once in a
command string. Do not enter the question mark as
part of the command.

Convention Description Example

[] Optional parameters, from which you select zero or [<1-65535>|AA:NN|internet|local-AS]|
more. Vertical bars delimit the selections. Do not no-advertise|no-export]
enter the brackets or vertical bars as part of the
command.

? Nonrepeatable parameter. The parameter that ?route-map WORD

Repeatable parameter. The parameter that follows a
period can be repeated more than once. Do not
enter the period as part of the command.

set as-path prepend .<1-65535>

Variable Placeholders

Table P-3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table P-3: Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LINE A text string, including spaces; no other parameters can follow this parameter

IFNAME Interface name whose format varies depending on the platform; examples are: ethO,
Ethernet0, ethernetO, xe0

A.B.C.D IPv4 address

A.B.C.D/M IPv4 address and mask/prefix

X:X::X:X IPv6 address

X:X::X:X/M

IPv6 address and mask/prefix

HH:MM:SS

Time format

AA:NN

BGP community value

XX XX XX : XX : XX : XX

MAC address

<1-5>
<1-65535>
<0-2147483647>
<0-4294967295>

Numeric range
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Command Description Format

Table P-4 explains the sections used to describe each command in this reference.

Table P-4: Command descriptions

Section

Description

Command Name

The name of the command, followed by what the command does and when should it be used

Command Syntax

The syntax of the command

Parameters

Parameters and options for the command

Default

The state before the command is executed

Command Mode

The mode in which the command runs; see Command Modes

Example

An example of the command being executed

Keyboard Operations

Table P-5 lists the operations you can perform from the keyboard.

Table P-5: Keyboard operations

Key combination

Operation

Left arrow or Ctrl+b

Moves one character to the left. When a command extends beyond a single line, you can press left
arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you can press Ctrl+a to go
directly to the beginning of the line.

Right arrow or Ctrl-f

Moves one character to the right. When a command extends beyond a single line, you can press right
arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can press Ctrl+e to go directly to
the end of the line.

Esc, b Moves back one word

Esc, f Moves forward one word

Ctrl+e Moves to end of the line

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
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Table P-5: Keyboard operations (Continued)

Key combination Operation

Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?

| Output modifiers
> Qutput redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show running-config | ?
begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match
last Last few lines

redirect Redirect output

Begin Modifier

The begin modifier displays the output beginning with the first line that contains the input string (everything typed after
the begin keyword). For example:

# show running-config | begin xel

...skipping
interface xel
ipv6 address
|

interface xe?2
ipv6 address
|

line con O
login

|

end

fe80::204:75ff:fee6:5393/64

fe80::20d:56ff:fe96:725a/64

You can specify a regular expression after the begin keyword, This example begins the output at a line with either

“xe2” or “xe4”:

# show running-config | begin xe[3-4]

...skipping
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interface xe3
shutdown

|

interface xe4d
shutdown

|

interface svlanO.1
no shutdown

|

route-map myroute permit 3
|
route-map mymapl permit 10
|
route-map rmapl permit 3
|
line con O
login
line vty 0 4
login
|
end

Include Modifier

The include modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

# show interface xel | include input
input packets 80434552, bytes 2147483647, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1, missed 0

You can specify a regular expression after the include keyword. This examples includes all lines with “input” or
“output”:

#show interface xe0 | include (in]out)put
input packets 597058, bytes 338081476, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 613147, bytes 126055987, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O

Exclude Modifier

The exclude modifier excludes all lines of output that contain the input string. In the following output example, all lines
containing the word “input” are excluded:

# show interface xel | exclude input
Interface xel
Scope: both
Hardware is Ethernet, address is 0004.75e6.5393
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
VRF Binding: Not bound
Administrative Group(s): None
DSTE Bandwidth Constraint Mode is MAM
inet6 fe80::204:75ff:fee6:5393/64
output packets 4438, bytes 394940, dropped O
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0
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You can specify a regular expression after the exclude keyword. This example excludes lines with “output” or “input”:

# show interface xe0 | exclude (in]|out)put
Interface xe0
Scope: both
Hardware is Ethernet Current HW addr: 001b.2139.6c4da
Physical:001b.2139.6c4a Logical: (not set)
index 2 metric 1 mtu 1500 duplex-full arp ageing timeout 3000
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b:21ff:fe39:6cd4a/64
collisions 0

Redirect Modifier

The redirect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frame.txt
The output redirection token (>) does the same thing:

# show cli history >/var/frame.txt

Last Modifier

The 1ast modifier displays the output of last few number of lines (As per the user input). The last number ranges from
1 to 9999.

For example:

#show running-config | last 10

© 2024 IP Infusion Inc. Proprietary 35



Command Line Interface

String Parameters

The restrictions in Table P-6 apply for all string parameters used in OcNOS commands, unless some other restrictions
are noted for a particular command.

Table P-6: String parameter restrictions

Restriction Description
Input length 1965 characters or less
Restricted special characters “r e ST Y, and =
The “” is allowed only for description CLIin interface mode.

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. Table P-7 lists
the command modes common to all protocols.

Table P-7: Common command modes

Name Description
Executive Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode from where you
mode can perform basic commands such as show, exit, quit, help, and enable.
Privileged Also called enable mode, in this mode you can run additional basic commands such as debug, write, and
executive show.
mode
Configure Also called configure terminal mode, in this mode you can run configuration commands and go into other
mode modes such as interface, router, route map, key chain, and address family.

Configure mode is single user. Only one user at a time can be in configure mode.
Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting you configure in
mode this mode overrides a setting configured in router mode.
Router This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.
mode
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Command Mode Tree

The diagram below shows the common command mode hierarchy.

Start in
executive
mode

+ enable (password)

Privileged
executive
mode

+ configure terminal

Configure
mode

interface xe0 / \router ospf

Interface Router
mode mode

Figure P-1: Common command modes

To change modes:
1. Enter privileged executive mode by entering enable in Executive mode.

2. Enter configure mode by entering configure terminal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally to
router mode:

> enable mypassword

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# router ospf

(config-router) #

Note: Each protocol can have modes in addition to the common command modes. See the command reference for
the respective protocol for details.
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Transaction-based Command-line Interface

The OcNOS command line interface is transaction based:

Any changes done in configure mode are stored in a separate candidate configuration that you can view with the
show transaction current command.

When a configuration is complete, apply the candidate configuration to the running configuration with the commit
command.

If a commit fails, no configuration is applied as the entire transaction is considered failed. You can continue to
change the candidate configuration and then retry the commit.

Discard the candidate configuration with the abort transaction command.
Check the last aborted transaction with the show transaction last-aborted command.

Multiple configurations cannot be removed with a single commit. You must remove each configuration followed by
a commit.

Note: All commands MUST be executed only in the default CML shell (cm1sh). If you log in as root and start

imish then the system configurations will go out of sync. The imish shell is not supported and should not be
started manually.
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Unicast Configuration
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cHAPTER1 Static Routes

This chapter contains basic static routing configuration examples.

This example shows the complete configuration to enable static routing in a simple network topology. A static route is
composed of a network prefix (host address) and a nexthop (gateway). Static routes are useful in small networks. They
are simple solutions for making a few destinations reachable. Large networks use dynamic routing protocols.

Topology

Router R1 is configured with these static routes:

*  The remote network 10.10.12.0/24

* The loopback address (host addresses) of router R2
* The loopback address of router R3

192.168.0.1/32 152 .168.0.2/32 192.168.0.3/32

lo
e =thil etho e =th? ethi et Pl
1 10.10.10.0/24 2 5 10.10.12.0/24 3
R1

R2 R3
Figure 1-1: Basic Static Route

In all three routes, interface eth0 of router R2 is the gateway. Router R3 is configured with a default static route that is
equivalent to configuring separate static routes with the same gateway or nexthop address. Router R2 has two routes,
one for each of the remote routers' loopback address.

Configuration
R1
#configure terminal Enter configure mode.
(config) #interface 1lo Enter interface mode.
(config-if) #ip address 192.168.0.1/32 Configure the IP address on this interface, and specify a 32-
bit mask, making it a host address.
config-if) #fexit Exit interface mode.
config) #ip route 10.10.12.0/24 10.10.10.2 Specify the destination prefix and mask for the network and

(
(
(config) #ip route 192.168.0.2/32 10.10.10.2 a gateway.
(

config)#ip route 192.168.0.3/32 10.10.10.2  DecauseR2isthe only next hop available, you can
configure a default route instead of configuring the same
static route for individual addresses. See the configuration of
R3.
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R2

#configure terminal Enter configure mode.

(config) #interface 1lo Enter interface mode.

(config-if) #ip address 192.168.0.2/32 Configure the IP address on this interface, and specify a 32-
bit mask, making it a host address.

(config-if) #exit Exit interface mode.

(config)#ip route 192.168.0.1/32 10.10.10.1 Specify the destination and mask for the network and a
(config) #ip route 192.168.0.3/32 10.10.12.3 gateway.

R3
#configure terminal Enter configure mode.
(config) #interface 1lo Enter interface mode.
(config-if) #ip address 192.168.0.3/32 Configure the IP address on this interface, and specify a 32-
bit mask, making it a host address.
(config-if) #exit Exit interface mode.
(config)#ip route 0.0.0.0/0 10.10.12.2 Specify 10.10.12.2 as a default gateway to reach any
network.
Because 10.10.12.2 is the only available route, you can
specify it as the default gateway instead of specifying it as
the gateway for an individual network or host address.
Validation

show ip route, show ip route summary, show ip route database

R1

#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"
Gateway of last resort is 10.12.4.1 to network 0.0.0.0

*

0.0.0.0/0 [0/0] wvia 10.12.4.1, ethO
10.10.10.0/24 is directly connected, ethl
10.10.12.0/24 [1/0] via 10.10.10.2, ethl
10.12.4.0/24 is directly connected, ethO
127.0.0.0/8 is directly connected, lo
192.168.0.1/32 is directly connected, lo
192.168.0.2/32 [1/0] via 10.10.10.2, ethl
192.168.0.3/32 [1/0] via 10.10.10.2, ethl

nnOQnxX

#show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
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R2

IP routing table maximum-paths 8
Total number of IPv4 routes : 8
Total number of IPv4 paths : 8
Route Source Networks
kernel 1
connected 4
static 3
Total 8
FIB 0
ECMP statistics (active in ASIC):
Total number of IPv4 ECMP routes : 0
Total number of IPv4 ECMP paths : 0

#show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

> - selected route, * - FIB route, p - stale info

IP Route Table for VRF "default"

*> 0.0.0.0/0 [0/0] via 10.12.4.1, ethoO

*> 10.10.10.0/24 is directly connected, ethl
*> 10.10.12.0/24 [1/0] via 10.10.10.2, ethl
*> 10.12.4.0/24 is directly connected, ethO
*> 127.0.0.0/8 is directly connected, 1lo

*> 192.168.0.1/32 is directly connected, 1lo
*> 192.168.0.2/32 [1/0] via 10.10.10.2, ethl
*>192.168.0.3/32 [1/0] via 10.10.10.2, ethl

nNnnOQn QX

Gateway of last resort is not set

#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IsS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"
Gateway of last resort is 10.12.4.1 to network 0.0.0.0

K* 0.0.0.0/0 [0/0] wvia 10.12.4.1, ethO

C 10.10.10.0/24 is directly connected, ethl
C 10.10.12.0/24 is directly connected, eth?2
C 10.12.4.0/24 is directly connected, ethO
C 127.0.0.0/8 is directly connected, 1lo

S 192.168.0.1/32 [1/0] via 10.10.10.1, ethl
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R3

C 192.168.0.2/32 is directly connected, lo
S 192.168.0.3/32 [1/0] via 10.10.12.3, eth2

#sh ip route summary
IP routing table name is Default-IP-Routing-Table (0)

IP routing table maximum-paths : 8
Total number of IPv4 routes : 9
Total number of IPv4 paths : 9
Route Source Networks

kernel 1

connected 5

static 3

Total 9

FIB 0

ECMP statistics (active in ASIC):
Total number of IPv4 ECMP routes : 0
Total number of IPv4 ECMP paths HE

#sh ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

> - selected route, * - FIB route, p - stale info

IP Route Table for VRF "default"

*> 0.0.0.0/0 [0/0] via 10.12.4.1, ethO

*> 10.10.10.0/24 is directly connected, ethl
*> 10.10.12.0/24 is directly connected, eth2
*> 10.12.4.0/24 is directly connected, ethO
*> 127.0.0.0/8 is directly connected, lo

*> 192.168.0.1/32 [1/0] wvia 10.10.10.1, ethl
*> 192.168.0.2/32 is directly connected, 1lo
*> 192.168.0.3/32 [1/0] wvia 10.10.12.3, eth2

nOQOnoOaxw

Gateway of last resort is not set

#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter
area

* - candidate default

IP Route Table for VRF "default"
Gateway of last resort is 10.12.4.1 to network 0.0.0.0

K* 0.0.0.0/0 [0/0] via 10.12.4.1, ethO
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Q0O 00

10.10.12.0/24 is directly connected, eth2
10.12.4.0/24 is directly connected, ethO
127.0.0.0/8 is directly connected, lo

192.168.0.3/32 is directly connected, lo

#sh ip route summary

IP routing table name is Default-IP-Routing-Table (0)

IP routing table maximum-paths : 8
Total number of IPv4 routes : 6
Total number of IPv4 paths : 6
Route Source Networks

kernel 2

connected 4

Total 6

FIB 0

ECMP statistics (active in ASIC):

Total number of IPv4 ECMP routes

(@]

Total number of IPv4 ECMP paths : 0

#sh ip route database

Codes:

area

K - kernel, C - connected, S - static, R - RIP,
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1,
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

> - selected route, * - FIB route, p - stale info

IP Route Table for VRF "default"

K *>
S

C *>
C *>
C *>
C *>
Gateway

0.0.0.0/0 [0/0] via 10.12.4.1, ethO
0.0.0.0/0 [1/0] via 10.10.12.2 inactive
10.10.12.0/24 is directly connected, eth2
10.12.4.0/24 is directly connected, ethO
127.0.0.0/8 is directly connected, 1lo
192.168.0.3/32 is directly connected, lo

of last resort is not set

N2 - OSPF NSSA external type 2

IS-IS inter
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cHarTER2 Static Route Discard Configuration

This chapter show how to configure the static route discard feature.

Overview

If you identify some routers/attackers distributing invalid/bogus routes just to use the resources of the device or to
make the device unstable, you can configure route-map rules, discard all routes, and black hole traffic corresponding to
those routes.

To so this, you add “discard” route entries for a prefix in a route map with the “set interface null0” command. You then
apply that route map to a BGP neighbor.

IPv4 Route Discard

Figure 2-2 shows the configuration required to enable static route discard for IPv4.

Topology

Figure 2-2: Static route discard topology

Configuration

R1

Rl#configure terminal Enter configure mode

Rl (config) #interface xel Enter interface mode for xe1

Rl (config-if) #ip address 2.2.2.2/24 Assign an IP address to the interface

Rl (config-if) #commit Commit the candidate configuration to the running
configuration

Rl (config-if) #exit Exit interface mode.

Rl (config) #interface xe2 Enter interface mode for xe1

Rl (config-if) #ip address 1.1.1.2/24 Assign an |IP address to the interface

Rl (config-if) #commit Commit the candidate configuration to the running
configuration

Rl (config-if) #exit Exit interface mode

Rl (config) #router bgp 2 Enter BGP router mode

Rl (config-router) #neighbor 2.2.2.3 remote—-as Create static BGP neighbor 2.2.2.3 with remote autonomous

3 system value 3

Rl (config-router) #address-family ipv4 Enter address-family mode
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Rl (config-router-af) #neighbor 2.2.2.3
activate

Activate neighbor 2.2.2.3

Rl (config-router-af) #redistribute connected

Advertise the connected network into BGP

Rl (config-if) #commit

Commit the candidate configuration to the running
configuration

Rl (config-router-af) #end

Exit BGP router mode

R2

R2#configure terminal

Enter configure mode

config) #ip prefix-list pl

Configure IP prefix list p1

Configure permit any

R2 (
R2 (config-ip-prefix-list) #permit any
R2 (

config) #route-map rl

Enter route-map mode

R2 (config-route-map) #match ip address
prefix-list pl

Configure match ip prefix list p1

R2 (config-route-map) #set interface nullO

Set the interface to null0

R2 (config-if) #commit

Commit the candidate configuration to the running
configuration

config-route-map) #exit

Exit route-map mode.

Enter interface mode for xe1

config-if) #ip address 2.2.2.3/24

Assign an IP address to the interface

R2 (
R2 (config) #interface xel
R2 (
R2 (

config-if) #fcommit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit interface mode.

config) #interface xe2

Enter interface mode for xe2

Assign an IP address to the interface

R2 (
R2 (
R2 (config-if) #ip address 3.3.3.2/24
R2 (

config-if) #commit

Commit the candidate configuration to the running
configuration

R2 (config-if) #exit

Exit interface mode

R2 (config) #router bgp 3

Enter into BGP router mode

R2 (config-router) #neighbor 2.2.2.2 remote-as
2

Create static BGP neighbor 2.2.2.2 with remote autonomous
system value 2

R2 (config-router) #neighbor 3.3.3.3 remote-as
4

Create static BGP neighbor 3.3.3.3 with remote autonomous
system value 4

R2 (config-router) #address-family ipv4

Enter address-family mode

R2 (config-router-af) #neighbor 2.2.2.2
activate

Activate neighbor 2.2.2.2

R2 (config-router-af) #neighbor 3.3.3.3
activate

Activate neighbor 3.3.3.3

R2 (config-router-af) #redistribute connected

Advertise the connected network into BGP

R2 (config-router-af) #neighbor 2.2.2.2 route-

map rl in

Attach the route-map with route discard configured for the
neighbor 2.2.2.2 in IN direction

R2 (config-if) #commit

Commit the candidate configuration to the running
configuration

R2 (config-router-af) #end

Exit BGP router mode
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R3

R3#configure terminal

Enter configure mode.

R3(config) #interface xe2

Enter interface mode for xe2

R3 (config-if) #ip address 3.3.3.3/24 Assign an IP address to the interface

R3(config-if) #commit Commit the candidate configuration to the running
configuration

R3(config-if) #exit Exit interface mode

R3 (config) #interface xel Enter interface mode for xe1

R3(config-if) #ip address 4.4.4.2/24 Assign an IP address to the interface

R3 (config-if) #commit Commit the candidate configuration to the running

configuration

R3 (config-if) #exit

Exit interface mode.

R3 (config) #router bgp 4

Enter into BGP router mode

R3 (config-router) #neighbor 3.3.3.2 remote-as
3

Create static BGP neighbor 3.3.3.2 with remote autonomous
system value 3

R2 (config-router) #address-family ipvi4

Enter address-family mode

R2 (config-router-af) #neighbor 3.3.3.2
activate

Activate neighbor 3.3.3.2

R3 (config-router-af) #redistribute connected

Advertise the connected network into BGP

R3(config-if) #commit

Commit the candidate configuration to the running
configuration

R3 (config-router-af) #end

Exit BGP router.

Validation

R2#show running-config bgp
|
router bgp 3
neighbor 2.2.2.2 remote-as 2
neighbor 3.3.3.3 remote-as 4
|
address-family ipv4 unicast
redistribute connected
neighbor 2.2.2.2 activate
neighbor 2.2.2.2 route-map rl in
neighbor 3.3.3.3 activate
exit-address-family

R2#show ip bgp
BGP table version is 3,

Status codes: s suppressed, d damped, h history,

local router ID is 2.2.2.3

* valid, > best, i - internal,

1l - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 1.1.1.0/24 2.2.2.2 0 100 0 2 2
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*> 2.2.2.0/24 0.0.0.0 0 100 32768 ?
* 2.2.2.2 0 100 0 27
x> 3.3.3.0/24 0.0.0.0 0 100 32768 ?
* 3.3.3.3 0 100 0 4
*> 4.4.4.0/24 3.3.3.3 0 100 0 4 2

Total number of prefixes 4

R2#show running-config prefix-list
!
ip prefix-list pl
seq 5 permit any
!

R2#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area,
v - vrf leaked
* - candidate default

IP Route Table for VRF "default"

B 1.1.1.0/24 [20/0] is a summary, Null, 00:00:01
C 2.2.2.0/24 is directly connected, xel, 00:09:57
C 3.3.3.0/24 is directly connected, xe2, 00:09:50
B 4.4.4.0/24 [20/0] via 3.3.3.3, xe2, 00:00:03

C 127.0.0.0/8 is directly connected, lo, 01:18:30

Gateway of last resort is not set

R2#show hsl nh-table
IPv4 FIB O
0.0.0.0, Null, 00:00:00:00:00:00, Valid ,
1.1.1.0/24, Installed FORWARD
2.2.2.2, xel, 00:18:23:26:16:45, VvValid , lport:0x8000026, Egress object id:1
00004, refcnt 0, rulecnt O
3.3.3.3, xe2, 00:18:23:cb:fb:b7, Valid , lport:0x800002a, Egress object id:1
00003, refcnt 1, rulecnt O,
4.4.4.0/24, Installed FORWARD

IPv4 FIB 1 10.12.29.1, ethO, 00:00:00:00:00:00, Invalid,
, Not Installed TO CPU

IPv6 FIB O

IPv6 FIB 1
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IPv6 Route Discard

Figure 2-2 shows the configuration required to enable static route discard for IPv6.

Configuration

R1

Rl#configure terminal

Enter configure mode.

Rl (config) #interface 1lo

Enter interface mode for loopback

Rl (config-if) #ip address 1.1.1.2/24
secondary

Assign an |IPv4 address to the interface

Rl (config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit interface mode

config) #interface xel

Enter interface mode for xe1

Assign an |IPv6 address to the interface

R1 (
RI (
Rl (config-if) #ipv6 address 2001::2/64
R1 (

config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit interface mode

Enter interface mode for xe2

config-if)#ipv6 address 1001::2/64

Assign an |IPv6 address to the interface

R1(
Rl (config) #interface xe2
RI (
R1(

config-if) #fcommit

Commit the candidate configuration to the running
configuration

Rl (config-if) #exit Exit interface mode

Rl (config) #router bgp 2 Enter BGP router mode

Rl (config-router) #bgp router-id 1.1.1.1 Specify router ID

Rl (config-router) #neighbor 2001::3 remote-as Create static BGP neighbor 2001::3 with remote autonomous
3 system value 3

Rl (config-router) #address-family ipv6
unicast

Enter address family IPv6 unicast mode

Rl (config-router-af) #neighbor 2001::3
activate

Activate neighbor in IPv6 address family

Rl (config-router-af) #redistribute connected

Advertise the connected network into BGP

Rl (config-if) #commit

Commit the candidate configuration to the running
configuration

Rl (config-router) #end

Exit BGP router mode

R2

R2#configure terminal

Enter configure mode

R2 (config) #interface 1lo

Enter interface mode for loopback

R2 (config-if) #ip address 2.2.2.2/24
secondary

Assign an IPV4 address

© 2024 IP Infusion Inc. Proprietary

49



Static Route Discard Configuration

R2 (config-router-if) #commit Commit the candidate configuration to the running
configuration

R2 (config-if) #exit Exit interface mode

R2 (config) #ipv6 prefix-list pl permit any Configure IPv6 prefix list.

R2 (config) #route-map rl Enter route-map mode.

R2 (config-route-map) #match ipvé address Configure match IPv6 prefix list p1

prefix-1list pl

R2 (config-route-map) #set interface null0 Set the interface to null0

R2 (config-router-map) #commit Commit the candidate configuration to the running
configuration

R2 (config-route-map) #exit Exit route-map mode

R2 (config) #interface xel Enter interface mode for xe1

R2 (config-if) #ipv6 address 2001::3/64 Assign ipv6 address to the interface

R2 (config-if) #commit Commit the candidate configuration to the running
configuration

R2 (config-if) #exit Exit interface mode

R2 (confiqg) #interface xe2 Enter interface mode for xe2

R2 (config-if) #ipv6 address 3001::2/64 Assign an |IPv6 address to the interface

R2 (config-if) #commit Commit the candidate configuration to the running
configuration

R2 (config-if) #exit Exit interface mode

R2 (config) #router bgp 3 Enter BGP router mode

R2 (config-router) #bgp router-id 2.2.2.2 Specify router 1D

R2 (config-router) #neighbor 2001::2 remote-as Create static BGP neighbor 2001::2 with remote autonomous

2 system value 2

R2 (config-router) #neighbor 3001::3 remote-as Create static BGP neighbor 3001::3 with remote autonomous

4 system value 4

R2 (config-router) #address-family ipvé Enter address family IPv6 unicast mode

unicast

R2 (config-router-af) #redistribute connected Advertise the connected network into BGP

R2 (config-router-af) #neighbor 2001::2 Activate the neighbor in IPv6 address family
activate
R2 (config-router-af) #neighbor 3001::3 Activate the neighbor in IPv6 address family
activate

R2 (config-router-af) #neighbor 2001::2 route- Attach the route-map with route discard configured for the

map rl in neighbor 2001::2 in IN direction

R2 (config-router-af) #commit Commit the candidate configuration to the running
configuration

R2 (config-router) #end Exit BGP router mode

R3

R3#configure terminal Enter configure mode

R3 (config) #interface lo Enter interface mode for loopback

R3(config-if) #ip address 3.3.3.2/24 Assign an IPV4 address to the interface

secondary
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R3(config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit interface mode

config) #interface xel

Enter interface mode for xe1

Assign an |IPv6 address to the interface

R3(
R3(
R3(config-if) #ipv6 address 4001::2/64
R3(

config-if) #fcommit

Commit the candidate configuration to the running
configuration

config-if) #fexit

Exit interface mode

config) #interface xe2

Enter interface mode for xe2

Assign an |IPv6 address to the interface

R3¢
R3(
R3(config-if) #ipv6 address 3001::3/64
R3¢

config-if) #commit

Commit the candidate configuration to the running
configuration

config-if) #exit

Exit interface mode

Enter into BGP router mode

config-router) #bgp router-id 3.3.3.3

Specify router ID

R3(
R3 (config) #router bgp 4
R3(
R3(

config-router) #neighbor 3001::2 remote-as
3

Create static BGP neighbor 3001::2 with remote autonomous
system value 3

R3 (config-router) #address-family ipv6
unicast

Enter address family IPv6 unicast mode

R3 (config-router-af) #neighbor 3001::2
activate

Activate neighbor in IPv6 address family

R3 (config-router-af) #redistribute connected

Advertise the connected network into BGP

R3 (config-router-af) #commit

Commit the candidate configuration to the running
configuration

R3 (config-router) #end

Exit BGP router mode.

Validation

R2#show running-config bgp
|
router bgp 3
bgp router-id 2.2.2.2
neighbor 2001::2 remote-as 2
neighbor 3001::3 remote-as 4
!
address-family ipv6 unicast
redistribute connected
neighbor 2001::2 activate
neighbor 2001::2 route-map rl in
neighbor 3001::3 activate
exit-address-family
|
R2#show bgp ipvé
BGP table version is 3,

local router ID is 2.2.2.3

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal,
1l - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
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Network Next Hop Metric LocPrf Weight Path
*> 1001::/64 2001::2(fe80::218:23ff:fede:eect)
0 100 0 27
*> 2001::/64 :: 0 100 32768 ?
* 2001::2(fe80::218:23ff:fede:eect)
100 0 27
*> 3001::/64 :: 0 100 32768 ?
* 3001::3(fe80::eefd:bbff:fe84:781b) O 100 0 4?2 *> 4001::/
64 3001::3(fe80::eefd:bbff:fe84:781b) O 100 0 47?

Total number of prefixes 4

R2#show running-config ipv6 prefix-list
|

ipv6 prefix-list pl seq 5 permit any

|

R2#

R2#show ipv6 route

IPv6 Routing Table

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
IA - OSPF inter area, El1 - OSPF external type 1,
E2 - OSPF external type 2, N1 - OSPF NSSA external type 1,
N2 - OSPF NSSA external type 2, I - IS-IS, B - BGP

Timers: Uptime

IP Route Table for VRF "default"

::1/128 via ::, lo, 00:56:44

1001::/64 [20/0] via ::, Null, 00:00:04

2001::/64 via ::, xel, 00:13:03

3001::/64 via ::, xe2, 00:12:56

4001::/64 [20/0] via fe80::eefd:bbff:fe84:781b, xe50, 00:00:02
fe80::/64 via ::, xe50, 00:46:14

QW QO wa

R2#show hsl nh-table
IPv4 FIB O

IPv4 FIB 1
10.12.29.1, eth0, 00:00:00:00:00:00, Invalid,
, Not Installed TO_CPU

IPvo FIB O
, Null, 00:00:00:00:00:00, Vvalid ,
1001::/64, Installed FORWARD

2001::2, xel, 00:18:23:de:ee:cf, Valid , lport:0x8000034, Egress object id:100003,
refcnt 0, rulecnt O

3001::3, xe2, ec:f4:bb:84:78:1b, Valid , lport:0x8000032, Egress object 1d:100004,
refcnt 0, rulecnt O
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fe80::218:23ff:fede:eecf, xeb52, 00:18:23:de:ee:cf, Valid , lport:0x8000034, Egress
object 1d:100003, refcn
t 0, rulecnt O
feB80::eefd:bbff:fe84:781b, xe50, ec:f4:bb:84:78:1b, Valid , lport:0x8000032, Egress
object 1d:100004, refc
nt 1, rulecnt O,

4001::/64, Installed FORWARD

IPv6 FIB 1
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Overview

Static Route Object Tracking feature tracks the state of an object's reachability using IP SLA. Client processes like
Virtual Router Redundancy Protocol (VRRP) or RIB can register their interest in tracking objects and receive
notifications when a state change occurs.

IP Service-Level Assurance (SLA) is a protocol used for analyzing IP service levels in applications and services. It
employs active traffic-monitoring technology to continuously monitor network traffic. IP SLA utilizes Internet Control
Message Protocol (ICMP) pings to detect link failures and notifies registered clients of such events.

The Object Tracking feature ensures clear separation between the objects to be tracked and the actions taken by
clients when a tracked object's state changes. Multiple clients, including VRRP and RIB, can register their interest in
tracking the same object, each with distinct actions upon state changes. This Tracking feature is available in OAMD.

Each tracked object is assigned a unique number in the tracking command, which client processes use to monitor
specific objects. The tracking process monitors events from these tracked objects and records value changes. Any
changes in tracked object values are communicated to interested client processes, either immediately or with a
specified delay. The object values are reported as either up or down.

Topology

Figure 3-3 represents a sample network topology featuring RTR1, RTR2, RTR3, and RTR4, used to demonstrate the
static route object tracking feature.
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RTR1

Figure 3-3: Static Route Object Tracking

IPv4 Configuration

The following configuration commands provide an illustrative example of setting up various network parameters on the
routers (RTR1, RTR2, RTR3, and RTR4). These commands showcase the configuration of IPv4 addresses, the
implementation of IP SLA for network monitoring, the establishment of static routes, and the use of time ranges. Each
command serves a specific purpose in configuring and fine-tuning the router's behavior within the network. This
example demonstrates a basic network setup with key components for efficient network management and monitoring.

RTR1

RTR1#configure terminal

Enter Configure mode.

RTR1 (config) #interface ceb2

Enter interface mode.

RTR1 (config-if) #ip address 2.2.2.1/24

Configure IPv4 address.

RTR1 (config-if) #fexit

Exit interface mode.

Enter interface mode.

RTR1 (config-if) #ip address 4.4.4.1/24

Configure IPv4 address.

RTR1 (config-if) #fexit

Exit interface mode.

(
(
(
RTR1 (config) #interface xed5
(
(
(

RTR1 (config) #ip sla 1

Configure IP SLA with a unique number.

RTR1 (config-ip-sla) #icmp-echo ipv4 2.2.2.2
source-interface ceb2

Configure the ICMP-echo using destination IPv4 address and
source interface name.

RTR1 (config-ip-sla-echo) #threshold 1000

Configure the threshold value.

RTR1 (config-ip-sla-echo) #timeout 1000

Configure the timeout value.

RTR1 (config-ip-sla-echo) #frequency 5

Configure the frequency value.
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RTR1 (config-ip-sla-echo) #exit

Exit IP SLA echo mode.

RTR1 (config-ip-sla) #exit

Exit IP SLA mode.

RTR1 (config) #time-range trl

Configure a time-range.

RTR1 (config-tr) #start-time 11:22 3 july
2021

Configure a start-time.

RTR1 (config-tr) #end-time after 200

Configure end-time.

RTR1 (config-tr) #exit

Exit time-range mode.

RTR1 (config) #ip sla schedule 1 time-range
trl

Schedule an IP SLA measurement.

RTR1 (config) #track 1 ip sla 1 reachability

Configure the track ID for IP SLA.

RTR1 (config-object-track) #exit

Exit object track mode.

RTR1 (config) #ip route 3.3.3.0/24 2.2.2.2
track 1

Configure the static route with the nexthop address.

RTR1 (config) #ip route 5.5.5.0/24 4.4.4.2

Configure the static route with the nexthop address.

RTR1 (config) #ip route 6.6.6.0/24 2.2.2.2
track 1

Configure the static route with the nexthop address and track
ID.

RTR1 (config) #ip route 6.6.6.0/24 4.4.4.2
10

Configure the static route with the nexthop address and delay.

RTR1 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR1 (config) #exit

Exit configure mode.

RTR2

RTR2#configure terminal

Enter configure mode.

RTR2 (config) #interface ceb50

Enter interface mode.

RTR2 (config-if) #ip address 3.3.3.1/24

Configure IPv4 address.

RTR2 (config-if) #fexit

Exit interface mode.

Enter interface mode.

RTR2 (config-if) #ip address 2.2.2.2/24

Configure IPv4 address.

RTR2 (config-if) #fexit

Exit interface mode.

RTR2 (config) #ip route 6.6.6.0/24 3.3.3.2

Configure the static route with the nexthop address.

(
(
(
RTR2 (config) #interface ceb52
(
(
(
(

RTR2 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR2 (config) #exit

Exit configure mode.

RTR3

RTR3#configure terminal

Enter configure mode.

RTR3 (config) #interface xe7

Enter interface mode.

RTR3 (config-if) #ip address 5.5.5.1/24

Configure IPv4 address.

Exit interface mode.

RTR3 (config) #interface xeld

Enter interface mode.

(
(
RTR3 (config-if) #fexit
(
(

RTR3 (config-if) #ip address 4.4.4.2/24

Configure IPv4 address.

© 2024 IP Infusion Inc. Proprietary

56



Static Route Object Tracking using IP SLA

RTR3 (config-if) #commit

Commit the candidate configuration to the running
configuration.

RTR3 (config-if) #exit

Exit interface mode.

RTR3 (config) #ip route 6.6.6.0/24 5.5.5.2

Configure the static route with the nexthop address.

RTR3 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR3 (config) #exit

Exit configure mode.

RTR4

RTR4#configure terminal

Enter configure mode.

RTR4 (config) #interface cel

Enter interface mode.

RTR4 (config-if) #ip address 3.3.3.2/24

Configure IPv4 address.

RTR4 (config-if) #fexit

Exit interface mode.

RTR4 (config) #interface xel

Enter interface mode.

Configure IPv4 address.

RTR4 (config-if) #fexit

Exit interface mode.

RTR4 (config) #interface xe7

Enter interface mode.

RTR4 (config-if) #ip address 5.5.5.2/24

Configure IPv4 address.

(
(
(
(
RTR4 (config-if) #ip address 6.6.6.6/24
(
(
(
(

RTR4 (config-if) #commit

Commit the candidate configuration to the running
configuration.

RTR4 (config-if) #exit

Exit interface mode.

RTR4 (config) #ip route 2.2.2.0/24 3.3.3.1

Configure the static route with the nexthop address.

RTR4 (config) #ip route 4.4.4.0/24 5.5.5.1

Configure the static route with the nexthop address.

RTR4 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR4 (config) #exit

Exit configure mode.

Validation

RTR1

Below is the routing and tracking information for RTR1, which includes details about its IP SLA reachability tracking and

static routes.

RTR1#show track
TRACK Id: 1
IP SLA 1 reachability
Reachability is UP
4 changes, last change

RTR1l#show ip route track-table

2019 Mar 14 14:53:47

ip route 3.3.3.0 255.255.255.0 2.2.2.2 track 1 state is [up]
ip route 6.6.6.0 255.255.255.0 2.2.2.2 track 1 state is [up]

RTR1#show ip route
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Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v — vrf leaked
* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, xel, 00:55:39

C 2.2.2.0/24 is directly connected, ceb52, 00:55:38
S 3.3.3.0/24 [1/0] via 2.2.2.2, ceb52, 00:00:03

C 4.4.4.0/24 is directly connected, xe45, 00:49:50
S 5.5.5.0/24 [1/0] via 4.4.4.2, xed45, 00:08:12

S 6.6.6.0/24 [1/0] via 2.2.2.2, ceb2, 00:00:03

C 127.0.0.0/8 is directly connected, lo, 6d23h24m

Gateway of last resort is not set

RTR2

RTR2#show running-config interface ceb52
|
interface ceb2
ip address 2.2.2.2/24
!
Now remove the IPv4 address configuration from interface ce52 on RTR2 and commit the changes made in the
configuration to the running configuration.

RTR2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RTR2 (config) #interface ceb52

RTR2 (config-if) #no ip address

RTR2 (config-if) #commit

RTR1

The following output from RTR1 routing table and tracking details indicates changes in the reachability of certain routes
and related IP SLA measurements:

RTR1#sh ip route track-table

2019 Mar 14 14:55:14.350 : R1 : OAM : CRITI : [IPSLA ICMP ECHO THRESHOLD CROSSED 2]: IP
SLA 1, response packet 15 exceeds the threshold 10000 ms

2019 Mar 14 14:55:14.351 : R1 : OAM : CRITI : [IPSLA ICMP ECHO TIMEOUT 2]: IP SLA 1,
response packet 15 exceeds the timeout 10000 ms

2019 Mar 14 14:55:14.351 : R1 : OAM : CRITI : [IPSLA ICMP ECHO DISCONNECT 2]: Stopping
IP SLA measurement for sla(l) as timeout (10000) observed for packet (15)

ip route 3.3.3.0 255.255.255.0 2.2.2.2 track 1 state is [down]
ip route 6.6.6.0 255.255.255.0 2.2.2.2 track 1 state is [down]
The IP SLA measurement for SLA 1 experienced threshold exceedances and timeouts, resulting in changes to the

reachability status of the tracked routes. The routes associated with IP SLA tracking, such as 3.3.3.0/24 and
6.6.6.0/24, are marked as DOWN.
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RTR1#show track
TRACK Id: 1
IP SLA 1 reachability
Reachability is DOWN
5 changes, last change : 2019 Mar 14 14:55:14

2019 Mar 14 14:55:19.352 : R1 : OAM : CRITI : [IPSLA ICMP ECHO THRESHOLD CROSSED 2]: IP
SLA 1, response packet 16 exceeds the threshold 10000 ms

2019 Mar 14 14:55:19.353 : Rl : OAM : CRITI : [IPSLA ICMP ECHO TIMEOUT 2]: IP SLA 1,
response packet 16 exceeds the timeout 10000 ms

2019 Mar 14 14:55:19.353 : Rl : OAM : CRITI : [IPSLA ICMP ECHO DISCONNECT 2]: Stopping
IP SLA measurement for sla(l) as timeout (10000) observed for packet (16)

RTR1#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked
* - candidate default

IP Route Table for VRF "default"

1.0/24 is directly connected, xel, 00:56:16
2.0/24 is directly connected, ce52, 00:56:15
4.0/24 is directly connected, xe45, 00:50:27
.5.0/24 [1/0] via 4.4.4.2, xed5, 00:08:49
6.0/24 [10/0] via 4.4.4.2, xed45, 00:00:07
0.0.0/8 is directly connected, lo, 6d23h24m

Q n n OO0
= oo 01N
~N o U s DN

Gateway of last resort is not set

When the IP SLA operation determines that 6.6.6.6 is reachable, the route appears in the routing table, allowing traffic
to be routed to that destination. This mechanism provides dynamic routing based on the real-time reachability of the
specified IPv4 address.

RTR1#ping 6.6.6.6
Press CTRL+C to exit

PING 6.6.6.6 (6.6.6.6) 56(84) bytes of data.

64 bytes from 6.6.6.6: icmp seg=1 ttl=63 time=0.713 ms
64 bytes from 6.6.6.6: icmp seg=2 ttl=63 time=0.658 ms
64 bytes from 6.6.6.6: icmp seg=3 ttl=63 time=0.531 ms
64 bytes from 6.6.6.6: icmp seg=4 ttl=63 time=0.505 ms

RTR1#show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked
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> - selected route, * - FIB route, p - stale info

IP Route Table for VRF "default"

C *> 1.1.1.0/24 is directly connected, xel, 00:56:58

C *> 2.2.2.0/24 is directly connected, ce52, 00:56:57
S 3.3.3.0/24 [1/0] via 2.2.2.2, ceb2, 00:01:22

C *> 4.4.4.0/24 is directly connected, xe45, 00:51:09
S *> 5,5.5.0/24 [1/0] via 4.4.4.2, xed45, 00:09:31

S *> 6.6.6.0/24 [10/0] via 4.4.4.2, xed5, 00:00:49

S 6.6.6.0/24 [1/0] via 2.2.2.2, ceb52, 00:01:22

C *> 127.0.0.0/8 1is directly connected, lo, 6d23h25m

RTR1l#show ip sla summary
IP SLA Operation Summary

Codes: * active, ” inactive
ID Type Destination Stats Return Last
(usec) Code Run
*1 icmp-echo 2.2.2.2 14000 OK 2019 Mar 14 14:56:26

RTR2

Now configure the IPv4 address from interface ce52 on RTR2 and commit the changes made in the configuration to
the running configuration.

RTR2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
RTR2 (config) #interface ceb52

RTR2 (config-if) #ip address 2.2.2.2/24

RTR2 (config-if) #commit

RTR1

By configuring the IPv4 address on RTR2 interface ce52 brings up the interface and allows RTR1 to reach RTR2
via the IPv4 address 2.2.2.2/24, leading to the change in the IP SLA tracking state and the associated static route
states to UP.

RTR1#show track
TRACK Id: 1
IP SLA 1 reachability
Reachability is UP
10 changes, last change : 2019 Mar 14 14:56:32

RTR1#show ip route track-table
ip route 3.3.3.0 255.255.255.0 2.2.2.2 track 1 state is [up]
ip route 6.6.6.0 255.255.255.0 2.2.2.2 track 1 state is [up]

RTR1#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,

v - vrf leaked

* - candidate default

IP Route Table for VRF "default"

C 1.1.1.0/24 is directly connected, xel, 00:57:39

C 2.2.2.0/24 is directly connected, ceb52, 00:57:38
S 3.3.3.0/24 [1/0] via 2.2.2.2, ce52, 00:00:11

C 4.4.4.0/24 is directly connected, xe45, 00:51:50
S 5.5.5.0/24 [1/0] via 4.4.4.2, xed5, 00:10:12

S 6.6.6.0/24 [1/0] via 2.2.2.2, ceb2, 00:00:11

C 127.0.0.0/8 is directly connected, lo, 6d23h26m

RTR1#show ip route database
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked
> - selected route, * - FIB route, p - stale info

IP Route Table for VRF "default"

C *> 1.1.1.0/24 is directly connected, xel, 01:14:49

C *> 2.2.2.0/24 is directly connected, ce52, 01:14:48
S *> 3.3.3.0/24 [1/0] via 2.2.2.2, ceb52, 00:17:21

C *> 4.4.4.0/24 is directly connected, xed45, 01:09:00
S *> 5.5.5.0/24 [1/0] via 4.4.4.2, xed5, 00:27:22

S *> 6.6.6.0/24 [1/0] via 2.2.2.2, ce52, 00:17:21

S 6.6.6.0/24 [10/0] via 4.4.4.2, xed5, 00:17:25

C *> 127.0.0.0/8 is directly connected, lo, 6d23h43m

IPv6 Configuration

The following configuration commands provide an illustrative example of setting up various network parameters on the
routers (RTR1, RTR2, RTR3, and RTR4). These commands showcase the configuration of IPv6 addresses, the
implementation of IP SLA for network monitoring, the establishment of static routes, and the use of time ranges. Each
command serves a specific purpose in configuring and fine-tuning the router's behavior within the network. This
example demonstrates a basic network setup with key components for efficient network management and monitoring.

RTR1

RTR1#configure terminal Enter Configure mode.
RTR1 (config) #interface ceb52 Enter interface mode.
RTR1 (config-if) #ip address 1000::1/64 Configure IPv6 address.
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RTR1 (config-if) #fexit

Exit interface mode.

RTR1 (config) #interface xe45

Enter interface mode.

Configure IPv6 address.

RTR1 (config-if) #fexit

Exit interface mode.

(
(
RTR1 (config-if) #ip address 4000::2/64
(
(

RTR1 (config) #ip sla 1

Configure IP SLA with a unique number.

RTR1 (config-ip-sla) #icmp-echo ipv6 2000::1
source-interface ceb2

Configure the ICMP-echo using destination IPv6 address and
source interface name.

RTR1 (config-ip-sla-echo) #threshold 1000

Configure the threshold value.

Configure the timeout value.

RTR1 (config-ip-sla-echo) #frequency 5

Configure the frequency value.

(

RTR1 (config-ip-sla-echo) #timeout 1000
(
(

RTR1 (config-ip-sla-echo) #exit

Exit IP SLA echo mode.

RTR1 (config-ip-sla) fexit

Exit IP SLA mode.

RTR1 (config) #time-range trl

Configure a time-range.

RTR1 (config-tr) #start-time 11:22 3 july
2021

Configure a start-time.

RTR1 (config-tr) #end-time after 200

Configure end-time.

RTR1 (config-tr) #exit

Exit time-range mode.

RTR1 (config) #ip sla schedule 1 time-range
trl

Schedule an IP SLA measurement.

RTR1 (config) #track 1 ip sla 1 reachability

Configure the track ID for IP SLA.

RTR1 (config-object-track) #exit

Configure object track mode.

RTR1 (config) #ipv6 route 3000::0/64 1000::2
track 1

Configure the static route with the nexthop address.

RTRI1 (config) #ipv6 route 3333::1/128
1000::2 track 1

Configure the static route with the nexthop address and track
ID.

RTR1 (config) #ipv6 route 3333::1/128
1000::2 10

Configure the static route with the nexthop address and delay.

RTR1 (config) #commit

Commit the candidate configuration to the running
configuration

RTR1 (config) #exit

Exit configure mode

RTR2

RTR2#configure terminal

Enter configure mode.

RTR2 (config) #interface ceb50

Enter interface mode.

RTR2 (config-if) #ipvé address 1000::2/64

Configure IPv6 address.

RTR2 (config-if) #fexit

Exit interface mode.

Enter interface mode.

RTR2 (config-if) #ipv6e address 2000::1/64

Configure IPv6 address.

RTR2 (config-if) #fexit

Exit interface mode.

(
(
(
RTR2 (config) #interface ceb2
(
(
(

RTR2 (config) #ipv6e route 3000::0/64 2000::2

Configure the static route with the nexthop address.
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RTR2 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR2 (config) #exit

Exit configure mode.

RTR3

RTR3#configure terminal

Enter configure mode.

RTR3 (config) #interface xe7

Enter interface mode.

RTR3 (config-if) #ipv6e address 2000::2/64

Configure IPv6 address.

RTR3 (config-if) #exit

Exit interface mode.

RTR3 (config) #interface xeld

Enter interface mode.

RTR3 (config-if) #ipv6e address 3000::1/64

Configure IPv6 address.

(
(
(
(
(
(

RTR3 (config-if) #commit

Commit the candidate configuration to the running
configuration.

RTR3 (config-if) #fexit

Exit interface mode.

RTR3 (config) #ipv6 route 4000::0/64 3000::

Configure the static route with the nexthop address.

Configure the static route with the nexthop address.

(
(

RTR3 (config) #ipv6 route 1000::0/64 2000::
(

RTR3 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR3 (config) #exit

Exit configure mode.

RTR4

RTR4#configure terminal

Enter configure mode.

RTR4 (config) #interface cel

Enter interface mode.

RTR4 (config-if) #ipv6e address 3000::2/64

Configure IPv6 address.

RTR4 (config-if) #exit

Exit interface mode.

RTR4 (config) #interface xel

Enter interface mode.

Configure IPv6 address.

RTR4 (config-if) #exit

Exit interface mode.

RTR4 (config) #interface xe7

Enter interface mode.

RTR4 (config-if) #ipv6e address 5000::2/64

Configure IPv6 address.

(
(
(
(
RTR4 (config-if) #ipv6e address 4000::1/64
(
(
(
(

RTR4 (config-if) #commit

Commit the candidate configuration to the running
configuration.

RTR4 (config-if) #exit

Exit interface mode.

RTR4 (config) #ipv6 route 1000::0/64 4000::

Configure the static route with the nexthop address.

RTR4 (config) #ipv6e route 2000::0/64 3000::

Configure the static route with the nexthop address.

RTR4 (config) #commit

Commit the candidate configuration to the running
configuration.

RTR4 (config) #exit

Exit configure mode.
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Validation

RTR1

Below is the routing and tracking information for RTR1, which includes details about its IP SLA reachability tracking and
static routes.

RTR1#sh track
TRACK Id: 1
IP SLA 1 reachability
Reachability is UP
4 changes, last change : 2019 Mar 14 14:53:47

RTR1#sh ip route track-table
ipve route 3000::0/64 1000::2 track 1 state is [up]
ipv6e route 3333::1/128 1000::2 track 1 state is [up]

RTR1#sh ip sla summary
IP SLA Operation Summary
Codes: * active, ”~ inactive

ID Type Destination Stats Return Last

(usec) Code Run
*1 icmp-echo 2000::2 16000 OK 2019 Mar 11 1
6:11:40

RTR1#sh ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked
* - candidate default

IP Route Table for VRF "default"

C 1000::/64 via ::, ceb52, 00:00:15

C 4000::/64 via ::, ce0, 00:00:15

S 2000::/64 [1/0] via 1000::2, ceb2, 00:00:15

S 3333::1/128 [1/0] wvia 1000::2, ceb2, 00:00:15

Gateway of last resort is not set
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cHAPTER4 Route Monitor

Overview

Object Tracking provides a mechanism for tracking the reachability status of objects, such as IP status, using Internet
Protocol Service Level Agreement (IP SLA). This feature empowers users to monitor the state of these objects and
make decisions based on their status. It permits the configuration of multiple track objects on interfaces, delivering
flexibility in managing network link status.

Feature Characteristics

Object Tracking establishes a distinct separation between the tracked objects and the actions initiated by a client when
there's a change in the state of a tracked object. Users can configure object tracking types as any or all on the
interface, alongside track IDs that specify which statuses to monitor. Modify the interface's link status to either up or
down based on the selected track type and the statuses of the associated track IDs.

When using Track type all, the feature performs a Boolean AND operation, requiring every object configured on
the interface to be in an up state for the interface itself to be considered up. If any of these objects are not in an up
state, the interface is set to down.

Conversely, Track type any operates as a Boolean OR function, necessitating that at least one object configured
on the interface must be in an up state for the interface to remain up. If none of the tracked objects are in an up state,
the interface is marked as down.

Benefits

Users can ensure network reliability by defining specific tracking criteria and actions, allowing them to take appropriate
measures when tracked objects experience status change. This contributes to improved network management and
performance.

Prerequisites

Before configuring and utilizing Object Tracking, ensure the following prerequisites:

Track IDs: Users must define and configure the track IDs and corresponding objects they want to track for reachability.
These track IDs are essential for the feature to work effectively. Deleting all track IDs from the interface will bring the
interface up if it was previously down.

Interface Configuration: The feature involves configuring track types on interfaces. Therefore, ensuring that the
interfaces are correctly configured and operational is important. In cases where an interface has both object tracking
configurations and next-hop reachability, deleting the object tracking configurations is necessary to bring the interface
back up if it goes down.

Object Tracking Criteria: Define the specific criteria and conditions for tracking an object’s reachability, such as IP
status, using IP SLA.
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Configuration

The below topology illustrates a network configuration involving three routers, R1, R2, and R3, with a central device
referred to as the Device Under Test (DUT) positioned in the middle. This topology represents a linear or sequential
network structure that showcases the Route Monitor feature.

Topology

A series of configurations were implemented on routers R1, R2, and R3, as well as on the DUT, to showcase the
functionality of the Route Monitor feature. The objective was to demonstrate the configuration of network routers to
monitor the reachability status of specific IPv4 and IPv6 addresses using IP SLA and illustrate that these configurations
can work in conjunction with the Route Monitor feature to enable informed decisions based on the reachability status of
tracked objects.

i"’ o xel — 7i xe50 ! =T W] l =,
xe51 xel xel

R1 DUT R2 R3

Figure 4-4: Route Monitor Topology

IPv4 Configuration

DUT

Use the following configuration to set up an IP SLA and enable object tracking on a network device. These commands
assign IPv4 addresses to interfaces, configure specific IP SLA parameters such as threshold, timeout, and frequency,
create a time-range for scheduling measurements, and establish static routes with nexthop addresses. Configure
object tracking to monitor the reachability of tracked objects. These configurations highlight the versatility and
functionality of the network device by allowing it to monitor IPv4 addresses, make decisions based on object tracking,
and optimize network operations.

DUT#configure terminal Enter configure mode.

DUT (config) #interface xeb50 Enter interface mode xe50.

DUT (config-if) #ip address 2.2.2.1/24 Assign the IP address 2.2.2. 1 with a subnet mask of /24
to interface xe50.

DUT (config-if) #exit Exit interface mode xe50.

DUT (config) #interface xebl Enter interface mode xe51.

DUT (config-if) #ip address 1.1.1.2/24 Assign the IP address 1.1.1.2 with a subnet mask of /24 to
interface xe51.

DUT (config-if) #fexit Exit interface mode xe51.

DUT (config) #ip sla 1 Create an IP SLA operation with index 1.

DUT (config-ip-sla) #icmp-echo ipv4 3.3.3.1 Configure the SLA to send ICMP echo requests to destination

source-interface xe50 IPv4 address 3. 3. 3.1 using interface xe50 as the source.

DUT (config-ip-sla-echo) #threshold 1000 Set the threshold value for SLAto 1000 milliseconds.

DUT (config-ip-sla-echo) #timeout 1000 Set the timeout value for SLAto 1000 milliseconds.

DUT (config-ip-sla-echo) #frequency 5 Configure the frequency value for SLA to send ICMP echo

packets every 5 seconds.

DUT (config-ip-sla-echo) #exit Exit IP SLA echo mode.
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DUT (config-ip-sla) #fexit

Exit IP SLA mode.

DUT (config) #time-range trl

Create a time range named trl.

DUT (config-tr) #start-time 11:22 3 july 2021

Set the start time for the timerangeto 11:22 on July 3,
2021.

DUT (config-tr) #fend-time after 200

Set the end time to be 200 minutes from the start time.

DUT (config-tr) #fexit

Exit time-range mode.

DUT (config) #ip sla schedule 1 time-range trl

Schedule IP SLA operation 1 to run within the specified time
range trl.

DUT (config) #track 1 ip sla 1 reachability

Creating a tracking object to monitor the reachability status of
IP SLA operation 1.

DUT (config-object-track) #exit

Exit object track mode.

DUT (config) #ip route 3.3.3.0/24 2.2.2.2 Add a static route for the destination network 3.3.3.0/24

track 1 with next-hop IP 2.2 .2. 2, tracked by tracking object 1.

DUT (config) #ip route 5.5.5.0/24 1.1.1.2 Add a static route for the destination network 5.5.5.0/24
with next-hop IP 1.1.1.2.

DUT (config) #ip route 6.6.6.0/24 2.2.2.2 Add a static route for the destination network 6.6.6.0/24

track 1 with next-hop IP 2.2.2. 2, tracked by tracking object 1.

DUT (config) #ip route 6.6.6.0/24 1.1.1.2 10 Add a static route for the destination network 6.6.6.0/24

with next-hop IP 1.1.1.2 and a metric of 10.

DUT (config) #fcommit

Commit the candidate configuration to the running
configuration.

DUT (config) #interface xe51

Enter interface mode xe51.

DUT (config-if) #object-tracking all

Enable object tracking for a1l tracking objects on interface
xebl.

DUT (config-if) #object-tracking 1

Configure object tracking 1 on interface xe51.

Configure object tracking 2 on interface xe51.

DUT (config-if) #exit

Exit interface mode.

(

DUT (config-if) #object-tracking 2
(
(

DUT (config) #exit

Exit configure mode.

By configuring the routes below, R1, R2, and R3 effectively forward network traffic to its designated destinations within
the network. These configurations actively contribute to efficient routing operations and ensure network traffic reaches

its targets.

R1

Rl#configure terminal

Enter configure mode.

Rl (config) #interface xel

Enter interface mode xel.

Rl (config-if) #ip address 1.1.1.1/24

Assign the IP address 1.1 .1 .1 with a subnet mask of /24
to interface xel.

Rl (config-if) #commit

Commit the candidate configuration to the running
configuration.

Rl (config-if) #exit

Exit interface mode xel.

Rl (config) #ip route 2.2.2.0/24 1.1.1.2

Add a static route for the destination network 2.2.2.0/24
with next-hop IP 1.1.1.2.

Rl (config) #ip route 3.3.3.0/24 1.1.1.2

Add a static route for the destination network 3.3.3.0/24
with next-hop IP 1.1.1.2.
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Rl (config) #commit

Commit the candidate configuration to the running
configuration.

Rl (config) #exit

Exit configure mode.

R2

R2#configure terminal

Enter configure mode.

R2 (config) #interface xel

Enter interface mode xel.

R2 (config-if) #ip address 2.2.2.2/24

Assign the IP address 2.2. 2.2 with a subnet mask of /24
to interface xel.

R2 (config-if) #exit

Exit interface mode xel.

R2 (config) #interface xe2

Enter interface mode xe?2.

R2 (config-if) #ip address 3.3.3.1/24

Assign the IP address 3. 3. 3.1 with a subnet mask of /24
to interface xe2.

R2 (config-if) #exit

Exit interface mode xe?2.

R2 (config) #ip route 1.1.1.0/24 2.2.2.1

Add a static route for the destination network 1.1.1.0/24
with next-hop IP2.2.2.1.

R2 (config) #commit

Commit the candidate configuration to the running
configuration.

R2 (config) #exit

Exit configure mode.

R3

R3#configure terminal

Enter configure mode.

R3(config) #interface xel

Enter interface mode xel.

R3(config-if) #ip address 3.3.3.2/24

Assign the IP address 3. 3. 3.2 with a subnet mask of /24
to interface xel.

R3 (config-if) #commit

Commit the candidate configuration to the running
configuration.

R3(config-if) #exit

Exit interface mode xel.

R3(config) #ip route 1.1.1.0/24 3.3.3.1

Add a static route for the destination network 1.1.1.0/24
with next-hop IP 3.3.3. 1.

R3 (config) #ip route 2.2.2.0/24 3.3.3.1

Add a static route for the destination network 2.2 .2.0/24
with next-hop IP 3.3.3.1.

R3(config) #commit

Commit the candidate configuration to the running
configuration.

R3(config) #exit

Exit configure mode.

Validation

The following show output displays information about the IPv4 route table, IP SLA reachability tracking, and interface

status on a network device running OcNOS.

DUT

DUT#show track
TRACK Id: 1
IP SLA 1 reachability
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Reachability is UP
4 changes, last change :
Track interface : xe5l

2019 Mar 14 14:53:47

DUT#show ip route track-table

ip route 3.3.3.0 255.255.255.0 2.2.2.2 track 1 state is [up]
ip route 6.6.6.0 255.255.255.0 2.2.2.2 track 1 state is [up]
DUT#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1,
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1l - IS-IS level-1l, L2 - IS-IS level-2,

ia - IS-IS inter area, E - EVPN,
v - vrf leaked
* - candidate default
IP Route Table for VRF "default"
C 1.1.1.0/24 is directly connected, xe51, 00:55:38
2.2.2.0/24 is directly connected, xe50, 00:49:50
S 3.3.3.0/24 [1/0] via 2.2.2.2, xe50, 00:00:03
S 5.5.5.0/24 [1/0] via 1.1.1.2, xe51, 00:08:12
S 6.6.6.0/24 [1/0] via 2.2.2.2, xe50, 00:00:03

Gateway of last resort is not set
DUT#show interface brief xe51
Codes: ETH - Ethernet, LB - Loopback, AGG - Aggregate, MLAG -
FR - Frame Relay, TUN -Tunnel, PBB - PBB Logical Port,
CVP - Channelised Virtual Port,
ED - ErrDisabled, PD - Protocol Down,
PD(Min L/B) - Protocol Down Min-Links/Bandwidth
OTD - Object Tracking Down

DV - DDM Violation, NA - Not Applicable

NOM - No operational members, PVID - Port Vlan-id
Ctl - Control Port (Br-Breakout/Bu-Bundle)

AD - Admin Down,

METH - Management Ethernet,

N2 - OSPF NSSA external type 2

MLAG Aggregate
VP - Virtual Port
UNK- Unknown
IA - InActive

PVID Mode

routed down

IPv6 Configuration

DUT

Use the following configuration to set up an IP SLA and enable object tracking on a network device. These commands
assign IPv6 addresses to interfaces, configure specific IP SLA parameters such as threshold, timeout, and frequency,
create a time-range for scheduling measurements, and establish static routes with nexthop addresses. Configure
object tracking to monitor the reachability of tracked objects. These configurations highlight the versatility and
functionality of the network device by allowing it to monitor IPv6 addresses, make decisions based on object tracking,

and optimize network operations.

DUT#configure terminal

Enter configure mode.

DUT (config) #interface xe50

Enter interface mode xe50.

DUT (config-if) #ipvé6 address 2000::1/64

Assign an IPv6 address (2000

::1/64)to interface xe50.

config-if) #exit

Exit interface mode xe50.

DUT (config) #interface xe51

Enter interface mode xe51.

(
(
DUT (
(
(

DUT (config-if) #ipv6 address 1000::2/64

Assign an IPv6 address (1000

::2/64)tointerface xe51.
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DUT (config-if) #fexit

Exit interface mode xe51.

DUT (config) #ip sla 1

Create an IP SLA operation with index 1.

DUT (config-ip-sla) #icmp-echo ipvé6 3000::1
source-interface xe50

Configure the SLA to send IPv6 ICMP echo requests to
destination IPv6 address 3000 : : 1 using interface xe50 as
the source.

DUT (config-ip-sla-echo) #threshold 1000

Set the threshold value for SLAto 1000 milliseconds.

DUT (config-ip-sla-echo) #timeout 1000

Set the timeout value for SLAto 1000 milliseconds.

DUT (config-ip-sla-echo) #frequency 5

Configure the frequency value for SLA to send IPv6 ICMP
echo packets every 5 seconds.

DUT (config-ip-sla-echo) #exit

Exit IP SLA echo mode.

Exit IP SLA mode.

DUT (config) #time-range trl

Create a time range named trl.

(

DUT (config-ip-sla) #exit
(
(

DUT (config-tr) #start-time 11:22 3 july 2021

Set the start time for the timerangeto 11:22 on July 3,
2021.

DUT (config-tr) #fend-time after 200

Set the end time to be 200 minutes from the start time.

DUT (config-tr) #fexit

Exit time-range mode.

DUT (config) #ip sla schedule 1 time-range trl

Schedule IP SLA operation 1 to run within the specified time
range trl.

DUT (config) #track 1 ip sla 1 reachability

Creating a tracking object to monitor the reachability status of
IP SLA operation 1.

DUT (config-object-track) #exit

Exit object track mode.

DUT (config) #ipv6 route 3000::0/64 2000::2
track 1

Add an IPv6 static route for the destination network
3000::0/64 with a next-hop IPv6 2000 : : 2, tracked by
tracking object 1.

DUT (config) #ipv6 route 3333::1/128 1000::1

Add an IPv6 static route for the destination network
3333::1/128 with next-hop IPv6 1000: : 1.

DUT (config) #ipv6 route 3333::1/128 2000::2

track 1

Add an IPv6 static route for the destination network
6.6.6.0/24 with next-hop IPv6 2000 : : 2, tracked by
tracking object 1.

DUT (config) #ipv6 route 3333::1/128 1000::1

10

Add an IPv6 static route for the destination network
3333::1/128 with next-hop IP 1000 : : 1 and a metric of
10.

DUT (config) #commit

Commit the candidate configuration to the running
configuration.

DUT (config) #interface xeb5l

Enter interface mode xe51.

DUT (config-if) #object-tracking all

Enable object tracking for a1l tracking objects on interface
xeb51.

DUT (config-if) #object-tracking 1

Configure object tracking 1 on interface xe51.

DUT (config-if) #object-tracking 2

Configure object tracking 2 on interface xe51.

Exit interface mode.

(
(
DUT (config-if) #exit
DUT (config) #exit

Exit configure mode.

By configuring the routes below, R1, R2, and R3 effectively forward network traffic to its designated destinations within
the network. These configurations actively contribute to efficient routing operations and ensure network traffic reaches

its targets.
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R1

Rl#configure terminal

Enter configure mode.

Rl (config) #interface xel

Enter interface mode xel.

Rl (config-if) #ipv6 address 1000::1/64

Assign the IPv6 address 1000 : : 1 with a subnet mask of /
64 to interface xel.

Rl (config-if) #commit

Commit the candidate configuration to the running
configuration.

Rl (config-if) #exit

Exit interface mode xel.

Rl (config) #ipv6 route 2000::0/64 1000::

Add an IPv6 static route for the destination network
2000: :0/64 with next-hop IPv6 1000: : 2.

Rl (config) #ipv6 route 3000::0/64 1000::

Add an IPv6 static route for the destination network
3000: :0/64 with next-hop IPv6 1000: : 2.

Rl (config) #commit

Commit the candidate configuration to the running
configuration.

Rl (config) #exit

Exit configure mode.

R2

R2#configure terminal

Enter configure mode.

R2 (config) #interface xel

Enter interface mode xel.

R2 (config-if) #ipv6 address 2000::2/64

Assign the IPv6 address 2000 : : 2 with a subnet mask of /
64 to interface xel.

R2 (config-if) #exit

Exit interface mode xel.

R2 (config) #interface xe2

Enter interface mode xe?2.

R2 (config-if) #ipv6 address 3000::1/64

Assign the IPv6 address 3000 : : 1 with a subnet mask of /
64 to interface xe2.

R2 (config-if) #exit

Exit interface mode xe?2.

R2 (config) #ipv6 route 1000::0/64 2000::

Add an IPv6 static route for the destination network
1000: :0/64 with next-hop IPv6 2000: : 1.

R2 (config) #commit

Commit the candidate configuration to the running
configuration.

R2 (config) #exit

Exit configure mode.

R3

R3#configure terminal

Enter configure mode.

R3 (config) #interface xel

Enter interface mode xel.

R3 (config-if) #ipv6 address 3000::2/64

Assign the IPv6 address 3000 : : 2 with a subnet mask of /
64 to interface xel.

R3(config-if) #commit

Commit the candidate configuration to the running
configuration.

R3 (config-if) #exit

Exit interface mode xel.

R3 (config) #ipv6 route 1000::0/64 3000::

Add an IPv6 static route for the destination network
1000: : 0/ 64 with next-hop IPv6 3000: : 1.
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R3 (config) #ipv6 route 2000::0/64 3000::1

Add an IPv6 static route for the destination network
2000: :0/64 with next-hop IPv6 3000: : 1.

R3 (config) #commit

Commit the candidate configuration to the running
configuration.

R3 (config) #exit

Exit configure mode.

Validation

The following show output displays the information about IP SLA reachability tracking, IPv6 route tables, and interface

status on a network device running OcNOS.

DUT

DUT#show track
TRACK Id: 1
IP SLA 1 reachability
Reachability is UP
4 changes, last change : 2019 Mar 14 14:53:47
Track interface : xe5l

DUT#show ip route track-table
ipv6 route 3000::0/64 2000::2 track 1 state is [up]
ipv6 route 3333::1/128 2000::2 track 1 state is [up]

DUT#show ip sla summary
IP SLA Operation Summary
Codes: * active, ”~ inactive

ID Type Destination Stats Return

(usec) Code
*1 icmp-echo 3000::1 16000 OK
6:11:40

DUT#show ipv6 route
IPv6 Routing Table

Codes: K - kernel route, C - connected, S - static, D- DHCP,

2019 Mar 11 1

R - RIP,

O - OSPF, IA - OSPF inter area, El1 - OSPF external type 1,
E2 - OSPF external type 2, E - EVPN N1 - OSPF NSSA external type 1,

N2 - OSPF NSSA external type 2, i - IS-IS, B - BGP,
v - vrf leaked
Timers: Uptime

IP Route Table for VRF "default"
C ::1/128 via ::, lo, 00:04:46

C 1000::/64 via ::, xe51, 00:02:48

C 2000::/64 via ::, xe50, 00:02:48

S 3000::/64 [1/0] via 2000::2, xe50, 00:02:48

S 3333::1/128 [1/0] via 2000::2, xe50, 00:02:48

DUT#show interface brief xe51

Codes: ETH - Ethernet, LB - Loopback, AGG - Aggregate, MLAG - MLAG Aggregate
FR - Frame Relay, TUN -Tunnel, PBB - PBB Logical Port, VP - Virtual Port
CVP - Channelised Virtual Port, METH - Management Ethernet, UNK- Unknown

ED - ErrDisabled, PD - Protocol Down, AD - Admin Down,

PD(Min L/B) - Protocol Down Min-Links/Bandwidth
OTD - Object Tracking Down

DV - DDM Violation, NA - Not Applicable

NOM - No operational members, PVID - Port Vlan-id
Ctl - Control Port (Br-Breakout/Bu-Bundle)

IA - InActive

Ethernet Type PVID Mode Status Reason Speed Port Ch # Ctl Br/Bu Loopbk

Interface
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Implementation Examples

Here is a practical scenario and use case for Object Tracking implementation:

Link Redundancy: Object Tracking can be used to monitor the reachability of primary and backup network links. If the
primary link fails or becomes congested, the system can automatically switch traffic to the backup link, ensuring
uninterrupted network connectivity.

Load Balancing: Object Tracking helps optimize load balancing by continuously assessing the health and availability
of servers or paths. If a server becomes overloaded or fails, traffic can be intelligently redirected to healthy servers,
improving resource utilization and user experience.

Failover Testing and Verification: Object Tracking provides a mechanism for simulating network failures and
verifying failover mechanisms. By configuring tracked objects to mimic real-world conditions, network administrators
can assess the resilience of their network configurations and ensure they perform as expected during failures.

New CLI Commands

The Route Monitor feature introduces the following configuration commands. For more information, refer to the
Interface Commands, IP Service Level Agreements Commands, and Object Tracking Commands chapters in the
System Management Guide.

object-tracking
Use this command to configure track IDs and options on the interfaces.
Use the no parameter with this command to remove the configurations.

These commands configure object tracking on interfaces, with specific track IDs and tracked objects set to determine
what gets tracked and affects the interface's status.

The object-tracking command provides flexibility, enabling both a11 and any tracking behaviors for influencing
the interface's status. A maximum of 8 track IDs can be configured per interface. It is possible to configure the same
track IDs or options on multiple interfaces.

Command Syntax
object-tracking <1-500>
object-tracking <all | any>
no object-tracking <1-500>

no object-tracking <all | any>

Parameters
<1-500> Object tracking ID
all Boolean AND operation. Each object configured on the interface must be in an up state for
the interface itself to be in an up state; otherwise, it will be brought down.
any Boolean OR operation. At least one object configured on the interface must be in an up

state; otherwise, the interface will be brought down.
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Default

None

Command Mode

Interface mode

Applicability

This command was introduced in OcNOS version 6.4.1.

Example
Here are some example commands for configuring object tracking in the interface mode.

OcNOS
OcNOS
OcNOS
OcNOS

config) #int xeb

config-if) #object-tracking 10
config-if) #object-tracking all
config-if) #commit

—~ o~ o~ —

OcNOS (config-if

( no object-tracking 10
OcNOS (config-if

(

(

no object-tracking all
commit
exit

OcNOS (config-if
OcNOS (config-if

+H= =

Troubleshooting

Interface Status: Verify the status of the interface linked with object tracking. If the configured track type is al1,
confirm that all tracked objects are in an up state to consider the interface as up. In the case of the track type being
any, ensure that at least one tracked object is up to maintain the interface in an up state.

Abbreviations

The following are some key abbreviations and their meanings relevant to this document:

Acronym Description

NSM Network and Service Management

IP SLA Internet Protocol Service Level Agreement
DUT Device Under Test

Glossory

The following provides definitions for key terms used throughout this document.
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Object Tracking A feature that monitors the reachability status of objects, such as IP status, using IP SLA and allows
users to take actions based on their status.

Track Object An object configured for tracking within the Object Tracking feature. These objects can represent
specific network components or conditions, such as IP addresses or link statuses.

Track ID A unique identifier associated with a track object that enables the system to monitor and assess the
status of that object.

Track Type The configuration specifies how the interface's link status should be determined based on the statuses
of associated track objects. It can be set to all or any.

Track Type “All” Atrack type that uses a Boolean AND function, requiring that all tracked objects be in an up state for
the interface to be considered up.

Track Type “Any” A track type that uses a Boolean OR function, ensuring that at least one tracked object is in an up state
for the interface to remain up.
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cHAPTER5  Route-map Continue Configuration

This section contains Route-map continue configuration with BGP.

Overview

The continue clauses allow you to configure and organize more modular policy definitions to reduce the number of
policy configurations that are repeated within the same route map.

Continue clause under a route-map provides the capability to execute additional entries in a route map after an entry is
executed with a successful match and set clauses. The continue command allows multiple entries to be evaluated
within a single route-map. Continue commands can be assigned optional sequence numbers that indicates the order in
which clauses are to be evaluated.

Using Continue with Match Clauses

When a match clause exists in a route-map with continue clause then continue clause is executed only when a
successful match occurs. If a match clause does not exist in the route-map and if a continue clause exists, the
continue clause will be evaluated and will go to the specified route-map entry. When a successful match occurs and
we have a continue clause, the route-map executes the set clauses and then goes to the specified route-map entry.
If a continue clause does not exist in the next route map, then the route-map will behave normally. If a continue
clause exists in the next route-map but a match is not successful, the route-map will not continue and will “fall through”
to the next sequence number if one exists

Using Continue with Set Actions

Set clauses are executed after the route-map evaluation is done. The set clauses are evaluated and executed in the
order in which they were configured. set clauses are only executed after a successful match occurs. The continue
statement proceeds to the specified route-map entry only after configured set actions are performed. If a set action is
configured in the first route-map and then the same set action occurs again but with a different value, in a subsequent
route-map entry, then the last set action will override the previous set actions which were configured with the same
set command.

Topology

xe51 xe32/3

20.1.1.1/24

20.1.1.2/24

Figure 5-5: Route-map continue

Configure Route-map continue on R1

In the below example we will apply route-map continue on R1 under BGP 100, with redistributed connected routes from R2 on
R1.Here, 10.1.0.0/16 is a superset, while 10.1.1.0/24, 10.1.2.0 /24, 10.1.3.0/24, 10.1.4.0/24, and 10.1.5.0/24 are subsets and will
filter PF1, which is a superset and sets several prefixes.
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R1

Rl#configure terminal

Enter configure mode.

config) #interface xeb51

Enter interface mode.

config-if) #ip address 20.1.1.1/24

Configure the IP address of the interface.

Exit interface mode.

config) #ip prefix-list PF1

Configure super set prefix PF1

R1 (
R1 (
Rl (config-if) #exit
R1 (
R1 (

config-ip-prefix-list) #seq 5 permit
10.1.0.0/16 le 32

Permit 10.1.0.0/16 length as 32

Rl (config) #ip prefix-1list P1

Configure subset prefix P1

Rl (config-ip-prefix-list) #seq 5 permit
10.1.1.0/24 le 32

Permit 10.1.1.0/24 length as 32

Rl (config) #ip prefix-list P2

Configure subset prefix P2

Rl (config-ip-prefix-list) #seq 5 permit
10.1.2.0/24 le 32

Permit 10.1.2.0/24 length as 32

Rl (config-ip-prefix-1list) #ip prefix-list P3

Configure subset prefix P3

Rl (config-ip-prefix-list) #seq 5 permit
10.1.3.0/24 le 32

Permit 10.1.3.0/24 length as 32

Rl (config-ip-prefix-list) ffexit

Exit from prefix-list mode

Rl (config) #route-map myidl permit 1

Configure route-map myid1 with sequence number 1

Rl (config-route-map)match ip address prefix-
list PF1

Match for prefix PF1

config-route-map)continue

Configure continue command without sequence number

config-route-map) set metric 10

Set metric as 10

Set weight as 3465789

config-route-map) route-map myidl permit 2

Configure route-map myid1 with sequence number 2

R1 (
RI (
Rl (config-route-map) set weight 3465789
R1 (
RI (

config-route-map)match ip address prefix-
list P1

Match for IP prefix-list P1

config-route-map)continue 3

Configure continue with sequence number 3

config-route-map) set metric 20

Set metric as 20.

Set origin as IGP protocol

config-route-map) route-map myidl permit 3

Configure route-map myid1 with sequence number 3

R1 (
RI (
R1 (config-route-map) set origin igp
R1 (
RI (

config-route-map)match ip address prefix-
list P2

Match for IP prefix-list P2

config-route-map)continue 4

Configure continue with sequence number 4

config-route-map) set metric 30

Set metric as 30.

Set as-path prepend as 600

config-route-map) route-map myidl permit 4

Configure route-map myid1 with sequence number 4

R1 (
RI (
Rl (config-route-map) set as-path prepend 600
R1 (
RI (

config-route-map)match ip address prefix-
list P3

Match for IP prefix-list P3.

config-route-map) set local-preference 400

Set local preference as 400

config-route-map) set weight 400

Set weight as 400

End the route-map

config) #router bgp 100

Configure bgp process 100

R1 (
RI (
Rl (config-route-map)end
R1 (
RI (

config-router) #bgp router-id 1.1.1.1

Configure bgp router id
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Rl (config-router) #neighbor 20.1.1.2 remote-
as 100

Configure bgp remote-as 100 with neighbor IP

Rl (config-router) #address-family ipv4

Enter address-family mode

Rl (config-router-af) #neighbor 20.1.1.2
activate

Activate neighbor 20.1.1.2

Rl (config-router-af) #neighbor 20.1.1.2
route-map myidl in

Configure bgp route-map myid1 as In bound policy with
neighbor ip

Rl (config-router-af) #end

Exit the router bgp mode

R2

R2#configure terminal

Enter configure mode.

R2 (config) #interface xe32/1

Enter interface mode.

R2 (config-if) #ip address 10.1.1.1/24

Configure the IP address of the interface on an interface
which is up and running

R2 (config-if) finterface xe32/2

Enter interface mode.

R2 (config-if) #ip address 10.1.2.1/24

Configure the IP address of the interface on an interface
which is up and running

R2 (config-if) finterface xe32/4

Enter interface mode.

R2 (config-if) #ip address 10.1.3.1/24

Configure the IP address of the interface on an interface
which is up and running

R2 (config-if) finterface xel7/1

Enter interface mode.

R2 (config-if) #ip address 10.1.4.1/24

Configure the IP address of the interface on an interface
which is up and running

R2 (config-if) finterface xe2l1/1

Enter interface mode.

R2 (config-if) #ip address 10.1.5.1/24

Configure the IP address of the interface on an interface
which is up and running

config-if) #interface xe32/3

Enter interface mode.

config-if) #ip address 20.1.1.2/24

Configure the IP address on the connected interface.

config-if) #exit

Exit interface mode.

config) #router bgp 100

Configure BGP process 100

config-router) #bgp router-id 2.2.2.2

Configure BGP router id

R2 (
R2 (
R2 (
R2 (
R2 (
R2 (

config-router) #neighbor 20.1.1.1 remote-
as 100

Configure BGP remote-as 100 with neighbor IP

R2 (config-router) #address-family ipv4

Enter address-familymode

R2 (config-router-af) #neighbor 20.1.1.1
activate

Activate neighbor20.1.1.1

R2 (config-router-af) #redistribute connected

Redistribute the connected routes which are 10 networks
here.

R2 (config-router-as) #end

Exit router BGP mode
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Validation

R1

Note:

Rl#show ip bgp summary

BGP router identifier 1.1.1.1, local AS number 100
BGP table version is 5

2 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcv MsgSen TblVer InQ OoutQ Up/
Down State/PfxRcd

20.1.1.2 4 100 145 177 5 0 0
00:40:05 5

Total number of neighbors 1

Total number of Established sessions 1
Note: Check the prefixes learnt here are 5.
R1#

Rl#show ip bgp

BGP table version is 5, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,

1 - labeled, S Stale

Origin codes: i1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path

*>3i  10.1.1.0/24 20.1.1.2 20 100 3465789 i
*>1i  10.1.2.0/24 20.1.1.2 30 100 3465789 600
?
*>i  10.1.3.0/24 20.1.1.2 10 400 400 ?
*>3i 10.1.4.0/24 20.1.1.2 10 100 3465789 2
*>i 10.1.5.0/24 20.1.1.2 10 100 3465789 2
Total number of prefixes 5
R1#

In the above example, 10.1.4.0/24 and 10.1.5.0/24 prefixes will match only on PF1 which is a super set prefix

and metric is set as 10, while the 10.1.1.0/24, 10.1.2.0/24 and 10.1.3.0/24 prefixes will match in P1, P2 and P3
prefix-lists and execute the set clauses respectively.

Rl#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked
* - candidate default
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R2

IP Route Table for VRF "default"

B 10.1.1.0/24 [200/20] via 20.1.1.2, xe51, 00:45:05
B 10.1.2.0/24 [200/30] via 20.1.1.2, xe51, 00:45:05
B 10.1.3.0/24 [200/10] wvia 20.1.1.2, xebl, 00:45:05
B 10.1.4.0/24 [200/10] wvia 20.1.1.2, xebl, 00:25:05
B 10.1.5.0/24 [200/10] wvia 20.1.1.2, xebl, 00:24:35
C 20.1.1.0/24 is directly connected, xe51, 01:00:40
C 127.0.0.0/8 is directly connected, lo, 02:26:41

Gateway of last resort is not set
R1#

Rl#show ip bgp route-map myidl
BGP table version is 5, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,

1 - labeled, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i 10.1.1.0/24 20.1.1.2 20 100 3465789 i
*>i 10.1.2.0/24 20.1.1.2 30 100 3465789 600
2
*>3i  10.1.3.0/24 20.1.1.2 10 400 400 ?
*>3i  10.1.4.0/24 20.1.1.2 10 100 3465789 2
*>3i 10.1.5.0/24 20.1.1.2 10 100 3465789 2
Total number of prefixes 5
R1#
R1#

R2#show ip bgp summary

BGP router identifier 2.2.2.2, local AS number 100
BGP table version is 3

1 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcv MsgSen TblVer InQ OutQ Up/
Down State/PfxRcd

20.1.1.1 4 100 133 133 3 0 0
00:39:57 0

Total number of neighbors 1

Total number of Established sessions 1
R2#
R2#

R2#show ip bgp
BGP table version is 3, local router ID is 2.2.2.2

Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal,

1 - labeled, S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
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Network Next Hop Metric LocPrf Weight Path
x> 10.1.1.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.2.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.3.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.4.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.5.0/24 0.0.0.0 0 100 32768 ?
*> 20.1.1.0/24 0.0.0.0 0 100 32768 ?

Total number of prefixes 6
R2#

R2#show ip route
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
ia - IS-IS inter area, E - EVPN,
v - vrf leaked

* — candidate default

IP Route Table for VRF "default"

C 10.1.1.0/24 is directly connected, xe32/1, 01:02:22
C 10.1.2.0/24 is directly connected, xe32/2, 01:01:46
C 10.1.3.0/24 is directly connected, xe32/4, 01:02:21
C 10.1.4.0/24 is directly connected, xel7/1, 00:26:52
C 10.1.5.0/24 is directly connected, xe2l1/1, 00:26:32
C 20.1.1.0/24 is directly connected, xe32/3, 01:02:22
C 127.0.0.0/8 is directly connected, lo, 01:34:40

Gateway of last resort is not set
R2#

Route-map Show Commands

Rl#show running-config route-map

|

route-map myidl permit 1

match ip address prefix-list PF1
continue

set metric 10

set weight 3465789

|

route-map myidl permit 2

match ip address prefix-list Pl
continue 3

set metric 20

set origin igp

|
route-map myidl permit 3

match ip address prefix-list P2
continue 4

set metric 30

set as-path prepend 600
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|
route-map myidl permit 4
match ip address prefix-list P3
set local-preference 400
set weight 400
|
R1#
Rl#show route-map
route-map myidl, permit, sequence
Match clauses:
ip address prefix-list: PF1
Continue clause: next sequence
Set clauses:
metric 10
weight 3465789
route-map myidl, permit, sequence
Match clauses:
ip address prefix-list: Pl
Continue clause: sequence 3:
Set clauses:
metric 20
origin igp
route-map myidl, permit, sequence
Match clauses:
ip address prefix-list: P2
Continue clause: sequence 4:
Set clauses:
metric 30
as-path prepend 600
route-map myidl, permit, sequence
Match clauses:
ip address prefix-list: P3
Set clauses:
local-preference 400
weight 400
R1#
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cHapTER6  Unidirectional Link Detection Configuration

This chapter shows a complete configuration to enable UDLD in a simple network topology.

Overview

The purpose of Unidirectional Link Detection protocol (UDLD) is to monitor the physical links and detect when a
unidirectional link exists. Upon detection user can either block the port or notify the link status based on the network

administrator's configuration.
UDLD works in two different modes:
* Normal mode

* Aggressive mode

Topology
Figure 6-6 shows the topology of the UDLD configuration.

Eth1

S1

52

Figure 6-6: UDLD Configuration

S1

#configure terminal

Enter configure mode

config) #udld enable

Enable UDLD globally

config) #udld message-time 7

Configure message time for UDLD packets

config) #interface ethl

Enter interface mode

config-if) #switchport

Configure the interface as switch port

Enable UDLD on the interface

Configure udld mode as normal or aggressive

config-if) #commit

Commit config.

(
(
(
( )

(config-if) #udld state enable
(config-if) #udld mode normal
( )

( )

config-if) #exit

Exit from the interface mode

S2

#configure terminal

Enter configure mode.

(config) #udld enable

Enable UDLD globally.

(config) #udld message-time 7

Configure message time for UDLD packets
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(config)#interface eth?2

Enter interface mode

(config-if) #switchport

Configure the interface as switch port.

config-if) #udld state enable

Enable UDLD on the interface.

config-if) #udld mode normal

Configure udld mode as normal or aggressive

Commit config.

( )
( )
(config-if) #commit
( )

config-if) #exit

Exit from the interface mode

Link-Status

Bi-directional
Unknown
Unknown
Unknown
Unknown

Validation

#show udld

UDLD: Enable

Message Interval (sec) : 7
Port UDLD Status Mode
Ethl Enable Normal
Eth2 Disable Normal
Eth3 Disable Normal
Eth4d Disable Normal
Eth5 Disable Normal
Eth6 Disable Normal

Unknown

Once the links is made Uni-directional, the output of the command Show udld is as follows:

Link-Status

Unidirectiona
Unknown
Unknown
Unknown
Unknown

1

#show udld

UDLD: Enable

Message Interval (sec) : 7
Port UDLD Status Mode
Ethl Enable Normal
Eth2 Disable Normal
Eth3 Disable Normal
Eth4 Disable Normal
Eth5 Disable Normal
Etho6 Disable Normal

#sh running-config
udld Enable
udld message-time 7

#sh running-config in ethl
!

interface ethl

switchport

udld state Enable

Unknown
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#sh udld interface ethl

UDLD Status : Enable
UDLD Mode : Normal
Link-State : Unknown

For aggressive mode, udld output is as follows:

#show udld

UDLD : Enable

Message Interval(sec) : 7
Port UDLD Status Mode Link-Status
ethl Enable Aggressive Bi-Directional

#sh running config
udld Enable
udld message-time 7

#sh running-config in ethl
interface ethl

switchport

udld mode Aggressive

udld state Enable
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Fundamental Layer 3 Command Reference
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cHAPTER 1 Fundamental Layer 3 Commands

This chapter describes the fundamental Layer 3 commands:
+ automatic-router-id-selection enable
» clear ip route kernel

* clearip route

» clear ip route vif NAME

» clear router-id

* debugrib

* description

« fib retain

* ip route

* ip urpfenable

* ip verify unicast source reachable-via
o ipvrf

*  maximum-paths

* max-static-routes

* router-id

* show debugging rib

* show ip rpf

* show ipv6 rpf

* show router-id

« show running-config router

* show running-config router-id

» show running-config urpf

*  show running-config vrf

* snmp restart rib
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automatic-router-id-selection enable

Use this command to assure that OcNOS selects the loopback IP address as the router-id each time the device is
rebooted.

Use the no form of this command to remove this constraint.

Command Syntax
automatic-router-id-selection enable

no automatic-router-id-selection enable

Parameters

None

Default

No default value is specified

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #automatic-router-id-selection enable
(config) #
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clear ip route kernel

Use this command to clear stale IPv4 routes from the RIB (Routing Information Base) and FIB (Forwarding Information

Base).

Command Syntax
clear ip route kernel

clear ip kernel route

Parameters

None

Command Mode

Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#clear ip route kernel
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clear ip route

Use this command to clear an all IPv4 routes or any specific prefix routes.

Command Syntax

clear ip route (*|A.B.C.D/M)

Parameters
* Clears all routes
A.B.C.D/M Prefix to be cleared

Command Mode

Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

fclear ip route *
#clear ip route 1.1.1.0/24
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clear ip route vrif NAME

Use this command to clear all IPv4 VRF route or any specific prefix VRF route of any particular VRF name.

Command Syntax

clear ip route vrf NAME (*|A.B.C.D/M)

Parameters
NAME VPN Routing or Forwarding instance name
* Clears all routes
A.B.C.D/M Prefix to be cleared

Command Mode
Exec mode
Applicability

This command was introduced before OcNOS version 1.3.

Example

#clear ip route vrf myVRF *
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clear router-id

Use this command to clear the current Router-Id and trigger the Router-ld calculation again. The new Router-id is sent
to all protocol modules.

* To clear only the router-id for the default VRF, enter clear router-id.
* To clear the router-id for a particular VRF, enter clear router-id vrf VRENAME.

« To clear the router-id for all VRFs, enter clear router-id vrf.

Command Syntax

clear router-id (vrf (VRFNAME]))

Parameters
VRENAME VPN routing/forwarding instance name.

Command Mode

Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#clear router-id
#clear router-id vrf
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debug rib

Use this command to debug the ribd process.

Use the no form of this command to stop debugging.

Command Syntax
debug rib (alll)
debug rib events
debug rib packet (recv|send]|) (detaill)
debug rib nsm
debug rib bfd
debug rib kernel
debug rib monitor
debug ip routing (add-route|delete-route|mod-route|
no debug all
no debug rib (alll)
no debug all rib
no debug rib events
no debug rib packet (recv|send|) (detaill)
no debug rib nsm
no debug rib bfd
no debug rib kernel
no debug rib monitor

no debug ip routing (add-route|delete-route|mod-routel)

Parameters
all All debugging functions
events Events
packet Packet events
recv Received packets
send Sent packets
detail Detailed information
nsm NSM events
kernel RIB kernel
monitor Enable Monitor route netlink
bfd BFD (Bidirectional Forwarding Detection) events
ip routing IPv4 routing events

add-route Add route events
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delete-route
Delete route events

mod-route Modify route events

Disabled

By default, debug command is disabled.

Command Mode

Privileged Exec mod

Applicability

This command was introduced before OcNOS version 1.3.

Example
#debug rib all
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description

Use this command to assign a description to a Virtual Router instance.

Use the no parameter to remove a description.

Command Syntax
description LINE

no description

Parameters

LINE Virtual Router description maximum 80 characters

Disabled

By default, description command is disabled

Command Mode
VR mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #virtual-router VRI1

(config-vr) #description VR1 has been created for CLI testing
(config-vr) #exit

(config) #virtual-router VRI1
(config-vr) #no description
(config-vr) #exit
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fib retain

Use this command to set the retention time for stale routes in the Forwarding Information Base (FIB) when ribd
restarts. The ribd process reads the FIB and treats previously self-installed routes as stale.

You can display stale routes by running the show ip route database command. All routes preceded by the symbol
p are stale routes. When protocol modules restart, ribd overrides these stale routes with routes updated by the
protocol modules.

Table 8 show the behavior of routes when ribd stops.

Table 8: FIB retention

Command Behavior

fib retain Does not clear routes from the FIB and retains stale routes for 60 seconds when
restarted.

fib retain forever Does not clear routes and retains stale routes forever.

fib retain time <1-65535> Does not clear routes and retains stale routes for the specified seconds.

no fib retain (default) Cleans up routes in the FIB, but retains stale routes for 60 seconds when restarted.

You can remove stale routes at any time with the clear ip route kernel command.

Use the no form of this command to revert to default; that is, do not retain routes in the FIB when ribd stops.

Command Syntax
fib retain (forever|time <1-65535>])

no fib retain (forever|time <1-65535>])

Parameters
forever Retain FIB forever
time Retain FIB for a time after ribd restarts

<1-65535> Retention time in seconds; if you omit this value, the default is 60 seconds

Default

Routes are cleared from the FIB when ribd stops. However, when ribd restarts, stale routes are retained for 60
seconds.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config)#fib retain time 180
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ip route

Use this command to create an IPv4 static route.

Use the no form of this command to delete a static route.

Command Syntax
ip route A.B.C.D/M (A.B.C.D|IFNAME)
ip route A.B.C.D A.B.C.D (A.B.C.D|IFNAME)
ip route A.B.C.D/M (A.B.C.D|IFNAME) {<1-255>|tag <0-4294967295>|description WORD}

ip route A.B.C.D A.B.C.D (A.B.C.D|IFNAME) {<1-255>|tag <0-4294967295>|description
WORD }

ip route vrf NAME A.B.C.D/M IFNAME

ip route vrf NAME A.B.C.D/M A.B.C.D IFNAME

ip route vrf NAME A.B.C.D/M A.B.C.D IFNAME global

ip route vrf NAME A.B.C.D/M IFNAME {<1-255>|tag <0-4294967295>|description WORD}

ip route vrf NAME A.B.C.D/M A.B.C.D IFNAME {<1-255>|tag <0-4294967295>|description
WORD }

no ip route A.B.C.D/M (A.B.C.D|IFNAME])
no ip route A.B.C.D A.B.C.D (A.B.C.D|IFNAME)
no ip route A.B.C.D/M (A.B.C.D|IFNAME) {<1-255>|tag <0-4294967295>|description WORD}

no ip route A.B.C.D A.B.C.D (A.B.C.D|IFNAME) {<1-255>|tag <0-4294967295>|description
WORD}

no ip route vrf NAME A.B.C.D/M IFNAME
no ip route vrf NAME A.B.C.D/M A.B.C.D IFNAME
no ip route vrf NAME A.B.C.D/M IFNAME {<1-225>|tag <0-4294967295>|description WORD}

no ip route vrf NAME A.B.C.D/M A.B.C.D IFNAME {<1-255>|tag <0-
4294967295>|description WORD}

Parameters
A.B.C.D/M Subnet: IP destination prefix and a mask length
A.B.C.D A.B.C.D
Subnet: IP destination address and mask

A.B.C.D Gateway nexthop IPv4 address

global Global table lookup (to support inter-VRF static route leaking)
<1-255> Administrative distance

IFNAME Gateway nexthop interface name

description Description of the static route maximum 80 character

tag Tag used as a “match” value to control redistribution via route maps

<0-4294967295>

Tag value
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vrf VRF (Virtual Routing and Forwarding) instance
NAME VRF name

Default

By default, no static IPv4 route configured

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3 and was updated in OcNOS version 1.3.4.

Examples

#configure terminal

(config) #ip route 192.168.3.0 255.255.255.0 2.2.2.2 128

(config) #ip route 1.1.1.0/24 eth0 32

(config) #ip route vrf new 1.1.1.1/1 1.1.1.1 ethl description new tag 1

This example creates VRF static routes with the nexthops belonging to the default VRF. The nexthop gateway address
can be the IFNAME network address or any other IP address reachable via IFNAME.

#show ip route vrf
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area,
v — vrf leaked
* - candidate default

IP Route Table for VRF "default"

10.12.19.0/24 is directly connected, eth0, 4d23h06m
11.1.1.0/24 is directly connected, eth4, 4d23h01lm
13.13.13.0/31 is directly connected, eth3, 4d23h06m
50.5.5.0/24 is directly connected, eth3, 4d23h06m
100.100.100.0/24 is directly connected, lo, 4d23h06m
101.1.1.1/32 [110/11] via 11.1.1.2, eth4, 19:20:39
127.0.0.0/8 is directly connected, lo, 4d23h06m
Gateway of last resort is not set

Qo0 00000

(config) #ip route vrf vrfl 201.201.201.201/32 11.1.1.11 ethd4 global
(config) #ip route vrf vrfl 202.202.202.202/32 101.1.1.1 ethd4 global

#show ip route vrf vrfl static

IP Route Table for VRF "vrfl"

S v201.201.201.201/32 [1/0] via 11.1.1.11, eth4, 00:00:44

S v202.202.202.202/32 [1/0] via 101.1.1.1, eth4 (recursive via 11.1.1.2), 00:00:17
Gateway of last resort is not set
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ip urpf enable

Use this command to enable uRPF mode on the system.

Use the no form of the command to disable uRPF mode on this system.

Note: The configuration is applied only after a reboot.

Command Syntax
ip urpf enable

no ip urpf enable

Parameter

None

Default
By default, uRPF mode on the system is disabled.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #ip urpf enable

% System Reboot is required for new URPF configurations to take effect

(config) #no ip urpf enable

% System Reboot is required for new URPF configurations to take effect
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ip verify unicast source reachable-via

Use this command to Configure Unicast Reverse Path Forwarding with source-specific reachability on the interface
level.

Use the no form of the command to disable Unicast Reverse Path Forwarding with source-specific reachability on the
interface level.

Command Syntax
ip verify unicast source reachable-via (any (allow-default]) | rx )

no ip verify unicast source reachable-via

Parameters
any Source is reachable via any interface
rx Source is reachable via an interface on which packet was received

allow-default Loose Default Route Unicast Reverse Path Forwarding

Default
N/A

Command Mode

Interface mode

Applicability

This command was introduced in OcNOS Version 6.0.0.

Examples

#configure terminal

(config)#interface xel

(config-if)#ip verify unicast source reachable-via any
(config-if)#ip verify unicast source reachable-via any allow-default
(config-if)#ip verify unicast source reachable-via rx

( )

config-if)#no ip verify unicast source reachable-via
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ip vrf

This command creates a user-defined VRF (Virtual Routing and Forwarding) RIB (Routing Information Base), assigns
a VREF identifier, and switches to VRF mode.

Use the no parameter with command to remove a VRF RIB.

Note: On configuration of user-defined VRF with ip vrf WORD CLI, 1o0.WORD interface configuration will not be
displayed in show running-config even though 1o.WORD interface, default IPv4 address and default IPv6
address are present in system. To display the interface 10.WORD, ip address 127.0.0.1/8 and ipv6
address ::1/128 configurations in show running configuration user needs to explicitly configure the same
from CLI. This is due to a restriction with scaled VRF configurations in a single commit.

Command Syntax
ip vrf WORD
no ip vrf WORD

Parameter
WORD VREF identifier

Default
By default, no user-defined VRFs exist, only the default VRF.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #ip vrf myVRF
(config-vrf) #
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maximum-paths

Use this command to set the maximum number of paths to install in the FIB (Forwarding Information Base) for the
ECMP (Equal-Cost MultiPath) feature.

Use the no parameter with this command to revert to default.
Note: If you change the number of paths from the default (8), you must save the running configuration and perform a
reboot.

Command Syntax
maximum-paths <1-64>

no maximum-paths

Parameter

<1-64> Maximum number of paths to install in the FIB

Default

By default, the maximum number of paths is 8.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #maximum-paths 5
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max-static-routes

Use this command to set the maximum number of static routes.

Use the no parameter to disable this command.

Command Syntax
max-static-routes <1-4294967294>

no max-static-routes

Parameters

<1-4294967294> Maximum number of static routes

Default
By default, max static routes value is 4294967294

Command Mode
Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #max-static-routes 123

(config) #no max-static-routes
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router-id

Use this command to add a router identifier for this system.

Use the no form of this command to disable this function.

Command Syntax
router-id A.B.C.D
no router-id (A.B.C.D)

Parameters

A.B.C.D Router identifier in IP address format for this system.

Default

None

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #router-id 123.12.3.123
(config) #
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show debugging rib

Use this command to display debug settings.

Command Syntax

show debugging rib

Parameters

None

Command Mode

Privileged Exec Mode and Exec Mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples
#show debugging rib
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show ip rpf
Use this command to display reverse path forwarding (RPF) information for the specified source address.

Command Syntax
show ip rpf A.B.C.D
show ip rpf (vrf NAME|) A.B.C.D

Parameters

A.B.C.D IP address of multicast source.

NAME Virtual Routing and Forwarding name.
Default
None

Command Mode

Exec and Privileged Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
#show ip rpf 10.10.10.50

RPF information for 10.10.10.50
RPF interface: ethO
RPF neighbor: 10.1.2.1
RPF route: 0.0.0.0/0
RPF type: unicast (kernel)
RPF recursion count: O
Doing distance-preferred lookups across tables
Distance: 0
Metric: O

Table 9 explains the output fields.

Table 9: show ip rpf output fields

Field Description

RPF Interface Name of the RPF interface.

RPF neighbor Upstream RPF neighbor.

RPF route Route table in which the logical interface address is located.

RPF type Different type of RPF like multicast, unicast, MBGP, DVMRP, or static mroutes.

© 2024 IP Infusion Inc. Proprietary 106



Fundamental Layer 3 Commands

Table 9: show ip rpf output fields

Field

Description

RPF recursion count

Number of times that the router lookups its routing table more than once to find out the immediate
next-hop and exiting interface.

Distance

IP address of the remote side of the connection. Doing distance-preferred lookups across tables.

Metric

Metrics are informational units that can be measured and compared.
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show ipv6 rpf
Use this command to display reverse path forwarding (RPF) information for the specified source address.
Command Syntax

show ipv6 rpf X:X::X:X
show ipv6 rpf (vrf NAME|) X:X::X:X

Parameters

X:X::X:X IP address of multicast source.

NAME Virtual Routing and Forwarding name.
Default
None

Command Mode

Exec and privileged exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
#show ipvé rpf 10:10::10:50

RPF information for 10.10.10.50
RPF interface: ethO
RPF neighbor: 10.1.2.1
RPF route: 0.0.0.0/0
RPF type: unicast (kernel)
RPF recursion count: O
Doing distance-preferred lookups across tables
Distance: 0
Metric: O

Table 10 explains the output fields.

Table 10: show ipv6 rpf output fields

Field Description

RPF Interface Name of the RPF interface.

RPF neighbor Upstream RPF neighbor.

RPF route Route table in which the logical interface address is located.

RPF type Different type of RPF like multicast, unicast, MBGP, DVMRP, or static mroutes.

© 2024 IP Infusion Inc. Proprietary 108



Fundamental Layer 3 Commands

Table 10: show ipv6 rpf output fields

Field

Description

RPF recursion count

Number of times that the router lookups its routing table more than once to find out the immediate
next-hop and exiting interface.

Distance

IPv6 address of the remote side of the connection. Doing distance-preferred lookups across tables.

Metric

Metrics are informational units that can be measured and compared.
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show router-id

Use this command to display the Router ID of the current system.

Command Syntax

show router-id

Parameters

None

Default

None

Command Mode

Privileged Exec mode and Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#show router-id
Router ID: 10.55.0.2 (automatic)
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show running-config router

Use this command to display the running system router configuration.

Command Syntax
show running-config router bgp
show running-config router isis
show running-config router ospf
show running-config router rip

show running-config router vrrp

Parameters
bgp Display Border Gateway Protocol (BGP) information.
isis Display Intermediate System to Intermediate System (IS-1S) information.
ospf Display Open Shortest Path First (OSPF) information.
rip Display Routing Information Protocol (RIP) information.
vIrrp Display Virtual Router Redundancy Protocol (VRRP) information.
Default
None

Command Mode

Privileged exec mode, configure mode, router-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

>enable
#show running-config router vrrp
I

router-id 3.3.3.3
|
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show running-config router-id

Use this command to show the running system global router ID configuration.

Command Syntax

show running-config router-id

Parameters

None

Default

None

Command Mode

Privileged Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

>enable

#show running-config router-id
|

router-id 3.3.3.3
|
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show running-config urpf

Use this command to check uRPF status for this system.

Command Syntax

show running-config urpf

Parameters

None

Default

None

Command Mode

Exec mode and Privileged exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
#show running-config urpf
ip urpf enable

(config) #show running-config urpf
ip urpf enable
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show running-config vrf

Use this command to show the running system status and configuration details for a specified VRF instance name.

Command Syntax

show running-config vrf WORD

Parameters

WORD Virtual Routing and Forwarding name

Command Mode

Privileged exec mode, configure mode, router mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

>enable

#show running-config vrf xyz
I

ip vrf xyz

description vrf

router-id 11.11.11.11
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snmp restart rib
Use this command to restart SNMP in Routing Information Base (RIB)

Command Syntax

snmp restart rib

Parameters

None

Default

By default, snmp restart command is disabled.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

fconfig terminal
(config) #snmp restart rib
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cHapTER2  Route-Map Commands

This chapter describes route-map commands.

continue

match as-path

match community

match extcommunity
match interface

match ip address

match ip address prefix-list
match ip next-hop

match ip next-hop prefix-list
match ip peer

match ipv6 address

match ipv6 address prefix-list
match ipv6 next-hop
match ipv6 next-hop prefix-list
match ipv6 peer

match metric

match origin

match route-type

match tag

route-map

set aggregator

set as-path

set atomic-aggregate

set comm-list

set community

set dampening

set extcommunity

set interface null0

set ip next-hop

set ipv6 next-hop

set level

set local-preference

set metric

set metric-type

set origin
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set originator-id
set tag
set weight

show route-map

show running-config route-map
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continue

The continue clause provides the capability to execute additional entries in a route map after an entry is executed
with a successful match and set clauses (i.e), the continue command allows multiple entries to be evaluated within
a single route-map. Continue commands can be assigned optional sequence numbers that indicate the order in
which clauses are to be evaluated.

Use the no form of the command (specifying a particular sequence number if desired), to remove individual or all
continue clauses from a route-map

Continue clause with match Clauses

When a match clause exists in a route map with continue clause, then the continue clause is executed only when
a successful match occurs. If a match clause does not exist in the route-map and if a cont inue clause does exist,
the continue clause will be evaluated and then go to the specified route-map entry. When a successful match occurs
and we have a continue clause, the route-map executes the set clauses and then goes to the specified route-map
entry. If continue clause does not exist in the next route map, then the route-map will behave normally. If a
continue clause exists in the next route-map but a match is not successful, the route-map will not continue and will
fall through to the next sequence number if one exists.

Continue clause with set Clauses

Set clauses are executed after the route-map evaluation is done. The set clauses are evaluated and executed in the
order in which they were configured. set clauses are only executed after a successful match occurs. The continue

statement proceeds to the specified route-map entry only after configured set actions are performed. If a set action is
configured in the first route-map and then the same set action occurs again, but with a different value in a subsequent
route-map entry, then the last set action will override the previous set actions, which were configured with the same
set command.

Command Syntax

continue <2-65535>])

no continue <2-65535>])

Parameter

<2-65535> Continue sequence number.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

(config) #route-map Rmapl

(config-route-map) #continue ?
<2-65535> Route-map entry sequence number
<cr>

(config-route-map) #continue 10
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(config-route-map) #continue 30
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match as-path

Use this command to match an autonomous system path access list. This command specifies the autonomous system
path to be matched. If there is a match for the specified AS path, and permit is specified, the route is redistributed or
controlled, as specified by the set action. If the match criteria are met, and deny is specified, the route is not
redistributed or controlled. If the match criteria are not met then the route is neither accepted nor forwarded,
irrespective of permit or deny specifications.

The route specified by the policies might not be the same as specified by the routing protocols. Setting policies enable
packets to take different routes, depending on their length or content. Packet forwarding based on configured policies
overrides packet forwarding specified in routing tables.

Note: This command is valid only for BGP.

Use the no parameter with this command to remove a path list entry.

Command Syntax
match as-path WORD
no match as-path (WORD])

Parameter

WORD Autonomous system path access list name.

Default
Enabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map myroute deny 34
(config-route-map) #match as-path myaccesslist
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match community

Use this command to specify the community to be matched.

Communities are used to group and filter routes. They are designed to provide the ability to apply policies to large
numbers of routes by using match and set commands. Community lists are used to identify and filter routes by their
common attributes. This command allows the matching based on community lists.

The values set by the match community command overrides the global values. The route that does not match at
least one match clause is ignored.

Note: This command is valid only for BGP.

Use the no parameter with this command to remove the community list entry.

Command Syntax

match community (<1-99>|<100-199>|WORD) (exact-match])

no match community (<1-99>|<100-199>|WORD|) (exact-matchl])
Parameters
<1-99> Community-list number (standard).
<100-199> Community-list number (expanded).
WORD Community-list name.
exact-match Do exact matching of communities.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

fconfigure terminal
(config) #route-map myroute permit 3
(config-route-map) #fmatch community mylist
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match extcommunity

Use this command to match BGP external community list

Communities are used to group and filter routes. They are designed to provide the ability to apply policies to large
numbers of routes by using match and set commands. Community lists are used to identify and filter routes by their
common attributes. This command allows the matching based on community lists.

The values set by this command overrides the global values. The route that does not match at least one match clause
is ignored.

Note: This command is valid only for BGP.

Use the no parameter with this command to remove the community list entry.

Command Syntax

match extcommunity (<1-99>|<100-199>|WORD) (exact-match])

no match extcommunity (<1-99>[<100-199>|WORD|) (exact-match])
Parameters
<1-99> Community-list number (standard).
<100-199> Community-list number (expanded).
WORD Name of the community-list.
exact-match Do exact matching of communities.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

fconfigure terminal
(config) #route-map myroute permit 3
(config-route-map) #match extcommunity mylist
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match interface

Use this command to define the interface match criterion. This command specifies the next-hop interface name of a
route to be matched.

Use the no parameter with this command to remove the specified match criterion.

Command Syntax
match interface IFNAME
no match interface (IFNAME|)

Parameter

IFNAME Interface name.

Default

By default, match interface is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map mymapl permit 10
(config-route-map) #match interface ethO
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match ip address

Use this command to specify the match address of route. If there is a match for the specified IP address, and permit
is specified, the route is redistributed or controlled, as specified by the set action. If the match criteria are met, and
deny is specified then the route is not redistributed or controlled. If the match criteria are not met, the route is neither
accepted nor forwarded, irrespective of permit or deny specifications.

The route specified by the policies might not be the same as specified by the routing protocols. Setting policies enable
packets to take different routes, depending on their length or content. Packet forwarding based on configured policies
overrides packet forwarding specified in routing tables.

Use the no parameter with this command to remove the match ip address entry.

Command Syntax
match ip address (<1-199>|<1300-2699>|WORD)
no match ip address (<1-199>[<1300-2699>|WORD])

Parameters
WORD IP access-list name.
<1-199> IP access-list number (standard range).
<1300-2699> IP access-list number (expanded range).
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map myroute permit 3
(config-route-map) #match ip address Listl
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match ip address prefix-list

Use this command to match entries of a prefix-list. The route specified by the policies might not be the same as
specified by the routing protocols. Setting policies enable packets to take different routes depending on their length or
content. Packet forwarding based on configured policies overrides packet forwarding specified in routing tables.

Use the no parameter with this command too disable this function

Command Syntax
match ip address prefix-list WORD
no match ip address prefix-list (WORD])

Parameter

WORD IP prefix list name.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #match ip address prefix-list mylist
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match ip next-hop

Use this command to specify a next-hop address to be matched in a route-map. The route specified by the policies
might not be the same as specified by the routing protocols. Setting policies enable packets to take different routes
depending on their length or content. Packet forwarding based on configured policies overrides packet forwarding
specified in routing tables.

Use the no parameter with this command to disable this function.

Command Syntax
match ip next-hop (<1-199>|<1300-2699>|WORD)
no match ip next-hop (<1-199>|<1300-2699>|WORD])

Parameters
WORD Specify the IP access-list name.
<1-199> Specify the IP access-list number (standard range).
<1300-2699> Specify the IP access-list number (expanded range).
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #fmatch ip next-hop mylist
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match ip next-hop prefix-list

Use this command to specify the next-hop IP address match criterion using the prefix-list. This command matches the
next-hop IP address of a route.

Use the no parameter with this command to remove the specified match criterion.

Command Syntax
match ip next-hop prefix-list WORD
no match ip next-hop prefix-list (WORD])

Parameter

WORD Prefix-list name.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymap permit 3
(config-route-map) #match ip next-hop prefix-list listl
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match ip peer

Use this command to specify the match peer IPv4 address of a route.

Use the no parameter with this command to remove the specified match criterion.

Command Syntax
match ip peer (<1-199>[<1300-2699>|WORD)
no match ip peer (<1-199>|<1300-2699>|WORD])

Parameter
WORD IP access-list name.
<1-199> IP access-list number (standard range).
<1300-2699> IP access-list number (expanded range).
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymap permit 3
(config-route-map) #match ip peer 123

(config-route-map) #no match ip peer 123
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match ipv6 address

Use this command to specify the match address of route. The route specified by the policies might not be the same as
specified by the routing protocols. Setting policies enable packets to take different routes depending on their length or
content. Packet forwarding based on configured policies overrides packet forwarding specified in routing tables.

Use the no parameter with this command to remove the match ip address entry.
Note: This command is valid for BGP, OSPFv3, and RIPng only.

Command Syntax
match ipv6 address WORD
no match ipvé6 address (WORD])

Parameter

WORD IPv6 access list name.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map myRM deny 1
(config-route-map) #match ipv6 address myRM
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match ipv6 address prefix-list

Use this command to match entries of a prefix-list. The route specified by the policies might not be the same as
specified by the routing protocols. Setting policies enable packets to take different routes, depending on their length or
content. Packet forwarding based on configured policies overrides packet forwarding specified in routing tables.

Note: This command is valid for BGP, OSPFv3, and RIPng only.

Use the no parameter with this command to disable this function

Command Syntax
match ipv6é address prefix—-list WORD
no match ipvé6 address prefix-list (WORD])

Parameter

WORD IPv6 access list name.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #match ipv6 address prefix-list mylist
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match ipv6 next-hop

Use this command to specify the next-hop address to be matched. The route specified by the policies might not be the
same as specified by the routing protocols. Setting policies enable packets to take different routes depending on their
length or content. Packet forwarding based on configured policies overrides packet forwarding specified in routing
tables.

Note: This command is valid for BGP and IS-IS only.

Use the no parameter with this command to disable this function

Command Syntax
match ipv6 next-hop (X:X::X:X]|WORD)
no match ipv6 next-hop (X:X::X:X|WORD])

Parameters
X:X::X:X IPv6 address of the next-hop.
WORD IPv6 access list name.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #match ipv6 next-hop 3ffe::1
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match ipv6 next-hop prefix-list

Use this command to match entries of a prefix-list. The route specified by the policies might not be the same as
specified by the routing protocols. Setting policies enable packets to take different routes depending on their length or
content. Packet forwarding based on configured policies overrides packet forwarding specified in routing tables.

Note: This command is valid for BGP and IS-IS only.

Use the no parameter with this command to disable this function

Command Syntax
match ipv6é next-hop prefix-list WORD
no match ipvé next-hop prefix-list WORD

Parameters

WORD IPv6 access list name.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #match ipv6 next-hop prefix-list new
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match ipv6 peer

Use this command to specify the match peer IPv6 address of a route.

Use the no parameter with this command to remove the specified match criterion.

Command Syntax
match ipv6 peer (<1-199>|<1300-2699>]|WORD)
no match ipvé peer (<1-199>|<1300-2699>|WORD])

Parameter
WORD IP access-list name.
<1-199> IP access-list number (standard range).
<1300-2699> IP access-list number (expanded range).
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymap permit 3
(config-route-map) #match ipvé peer 123

(config-route-map) #no match ipv6 peer 123
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match metric

Use this command to match a metric of a route. The route specified by the policies might not be the same as specified
by the routing protocols. Setting policies enable packets to take different routes depending on their length or content.
Packet forwarding based on configured policies overrides packet forwarding specified in routing tables.

Note: This command is valid for BGP, OSPF, RIP, and IS-IS only.

Use the no parameter with this command to disable this function

Command Syntax
match metric <0-4294967295>
no match metric (<0-4294967295>])

Parameters
<0-4261412864> Metric value.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map myroute permit 3
(config-route-map) #match metric 888999
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match origin

Use this command to match origin code. The origin attribute defines the origin of the path information. The egp
parameter is indicated as an e in the routing table, and it indicates that the origin of the information is learned via EGP
(Exterior Gateway Protocol). The igp parameter is indicated as an i in the routing table, and it indicates the origin of
the path information is interior to the originating AS. The incomplete parameter is indicated as a 2 in the routing
table, and indicates that the origin of the path information is unknown or learned through other means. If a static route

is redistributed into BGP, the origin of the route is incomplete.

This command specifies the origin to be matched. If there is a match for the specified origin, and permit is specified
when you created the route-map, the route is redistributed or controlled as specified by the set action. If the match
criteria are met, and deny is specified, the route is not redistributed or controlled. If the match criteria are not met, the

route is neither accepted nor forwarded, irrespective of permit or deny specifications.

The route specified by the policies might not be the same as specified by the routing protocols. Setting policies enable
packets to take different routes depending on their length or content. Packet forwarding based on configured policies

overrides packet forwarding specified in routing tables.

Note: This command is valid only for BGP.

Use the no parameter with this command to disable this matching.

Command Syntax
match origin (egpl|igplincomplete)

no match origin (egpligplincomplete]l)

Parameters
egp Remote exterior gateway protocol.
igp Local internal gateway protocol.
incomplete Unknown heritage.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map myroute deny 34
(config-route-map) #match origin egp
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match route-type

Use this command to match an external route type. AS-external LSA is either Type-1 or Type-2. External type-1
matches only Type 1 external routes and external type-2 matches only Type 2 external routes.

Use the no parameter with this command to turn off the matching.

Command Syntax
match route-type external (type-1|type-2)
no match route-type external (type-1l|type-2])

Parameters
type-1 Match OSPF External Type 1 metric.
type-2 Match OSPF External Type 2 metric.
Default

By default, match route type external is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymapl permit 10
(config-route-map) #match route-type external type-1
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match tag

Use this command to match the specified tag value.

Use the no parameter with this command to turn off the declaration.

Command Syntax
match tag <0-4294967295>
no match tag (<0-4294967295>])

Parameters
<0-4294967295> Tag value.

Default
By default, match tag is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymapl permit 10
(config-route-map) #match tag 100

© 2024 IP Infusion Inc. Proprietary

137



Route-Map Commands

route-map

Use this command to enter route-map mode and to permit or deny match/set operations.

This command controls and modifies routing information to allow redistribution of routes. It has a list of match and set
commands associated with it. The match commands specify the conditions under which redistribution is allowed, and

the set commands specify the particular redistribution actions to be performed if the criteria enforced by match
commands are met. Route maps are used for detailed control over route distribution between routing processes.

Route maps also allow policy routing, and might route packets to a different route than the obvious shortest path.

Use the no parameter with this command to turn off the declaration.

Command Syntax
route-map WORD (deny|permit) <1-65535>
no route-map WORD ((deny|permit) <1-65535>])

Parameters
WORD Route-map name (maximum size 63 characters).
deny Route map deny set operations. If this parameter is specified, and the match criteria are
met, the route is not redistributed, and any other route maps with the same map tag are
not examined.
permit Route map permit set operations. If this parameter is specified, and the match criteria are
met, the route is redistributed as specified by the set actions. If the match criteria are not
met, the next route map with the same tag is tested.
<1-65535> Sequence to insert into or delete from an existing route-map.
Default

No default value is specified

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map routel permit 1
(config-route-map) #
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set aggregator

Use this command to set the AS number for the route map and router ID. An Autonomous System (AS) is a collection
of networks under a common administration sharing a common routing strategy. It is subdivided by areas, and is
assigned a unique 16-bit number. Use the set aggregator command to assign an AS number for the aggregator.

To use the set aggregator command, you must first have a match clause. Match and set commands set the
conditions for redistributing routes from one routing protocol to another. The match command specifies the match
criteria under which redistribution is allowed for the current route-map. The set command specifies the set
redistribution actions to be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function

Command Syntax
set aggregator as <1-65535> A.B.C.D
no set aggregator as (<1-65535> A.B.C.DJ)

Parameters
<1-65535> AS number of aggregator.
A.B.C.D IP address of aggregator.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map myroute permit 3
(config-route-map) #set aggregator as 43 10.10.0.3
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set as-path

Use this command to modify an autonomous system path for a route. By specifying the length of the AS-Path, the
router influences the best path selection by a neighbor. Use this command to prepend an AS path string to routes
increasing the AS path length.

To use this command, you must first give the match and set commands configure the conditions for redistributing
routes from one routing protocol to another:

* The match command specifies the match criteria under which redistribution is allowed for the current route-map.
+ The set command specifies the set redistribution actions to be performed if the match criteria are met.
If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function.

Command Syntax
set as-path prepend .<1-65535>
set as-path prepend .<1-4294967295>
no set as-path prepend (.<1-65535>])
no set as-path prepend (.<1-4294967295>])

Parameters
<1-65535> OcNOS prepends this number to the AS path.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

fconfigure terminal
(config) #route-map myroute permit 3
(config-route-map) #fset as-path prepend 8 24

© 2024 IP Infusion Inc. Proprietary 140



Route-Map Commands

set atomic-aggregate

Use this command to set an atomic aggregate attribute.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function

Command Syntax
set atomic-aggregate

no set atomic-aggregate

Parameters
No default value is specified
Default

None

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set atomic-aggregate
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set comme-list

Use this command to delete the matched communities from the community attribute of an inbound or outbound update
when applying route-map.

Use the no parameter with this command to disable this feature.
Command Syntax

set comm-list (<1-99>|<100-199>|WORD) delete
no set comm-list (<1-99>|<100-199>|WORD) delete

Parameters
<1-99> Standard community-list number.
<100-199> Expanded community-list number.
WORD Name of the community-list.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map myRM permit 3
(config-route-map) #set comm-list 34 delete
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set community

Use this command to set the communities attribute. and group destinations in a certain community, as well as apply
routing decisions according to those communities.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to delete the entry.

Command Syntax

set community [<65536-4294901759>|AA:NN|internet|local-AS|no-advertise|no-

export|none] (additivel)
no set community [AA:NN|internet|local-AS|no-advertise|no-export|none] (additivel)
Parameters

<65536-4294901759> Community number

AA:NN The community number in aa:nn format.
internet Internet.
local-AS Do not send outside the local AS (well-known community).

no-advertise Do not advertise this route to eBGP peers

no-export Do not advertise this route to any peer.
none Remove the community attribute from the prefixes that pass the route-map.
additive Add to the existing community.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples
The following examples show the use of the set community command with different parameters.

fconfigure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set community no-export no-advertise

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set community no-advertise

© 2024 IP Infusion Inc. Proprietary 143



Route-Map Commands

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set community 10:01 23:34 12:14 no-export
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set dampening

Use this command to enable route-flap dampening and set parameters. Set the unreachability half-life time to be equal
to, or greater than, reachability half-life time. The suppress-limit value must be greater than or equal to the reuse limit
value.

Use the no parameter with this command to delete the entry.

Command Syntax
set dampening <1-45> <1-20000> <1-20000> <1-255> (<1-45>])
no set dampening <1-45> <1-20000> <1-20000> <1-255> (<1-45>])

Parameters
<1-45> Reachability half-life time in minutes. The time for the penalty to decrease to one-half of its
current value.
<1-20000> Reuse-limit value. When the penalty for a suppressed route decays below the reuse
value, the routes become unsuppressed.
<1-20000> Suppress-limit value. When the penalty for a route exceeds the suppress value, the route
is suppressed.
<1-255> Max-suppress-time. Maximum time that a dampened route is suppressed.
<1-45> Unreachability half-life time for penalty, in minutes.
Default

Default reachability half-life time: 15 minutes

Default reuse limit value: 750

Default suppress limit value: 2000

Default max-suppress value is 4 times the half-life time (60 minutes)

Default unreachability half-life time value: 15 minutes

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

fconfigure terminal
(config) #route-map Rl permit 24
(config-route-map) #set dampening 20 333 534 30
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set extcommunity

Use this command to set an extended community attribute.

To use this command you must first have a match clause. The match and set commands define the conditions for
redistributing routes from one routing protocol to another:

» The match command defines the match criteria under which redistribution is allowed for the current route-map.
* The set command defines the set redistribution actions to be performed, if the match criteria are met.
If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function.

Command Syntax
set extcommunity rt .AA:NN (additivel)
set extcommunity soo .AA:NN
set extcommunity cost (igpl|pre-bestpath]|) <0-255> <0-4294967295>
no set extcommunity rt (.AA:NN|) (additivel]l)
no set extcommunity soo (.AA:NN]|)

no set extcommunity cost (igp|pre-bestpath]|) <0-255> <0-4294967295>

Parameters
rt Route target extended community.
.AA:NN VPN extended community
additive Add to the exsisting community.
soo Site-of-origin extended community.
cost Extended cost community.
igp Compare following IGP cost comparison.

pre-bestpath

Compare following IGP cost comparison.

<0-255> Community ID.
<0-4294967295>
Cost.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
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(config) #route-map rmapl permit 3
(config-route-map) #set extcommunity rt 06:01

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set extcommunity rt 0.0.0.6:01

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set extcommunity soo 06:01

#configure terminal
(config-route-map) #route-map rmapl permit 3
(config-route-map) #set extcommunity soo 0.0.0.6:01
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set interface null0

Use this command to discard routes based on policy/rules configured for a route map.

Route maps can be applied to BGP neighbors. When this command is given for a route map and that route map is
applied to a BGP neighbor, the discard route entries are added by BGP for the prefix permitted by the route map.

Use the no form of this command to not discard routes based on policy/rules configured for a route map.

Command Syntax
set interface nullO

no set interface null0

Parameters
None
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
To discard 1.1.1.1/24 from BGP neighbor 30.1.1.1:

#configure terminal

(config) #ip prefix-list myPrefixList seq 5 permit 1.1.1.1/24 eq 24
(config) #route-map myRM permit 1

(config-route-map) #match ip address prefix-list myPrefixList
(config-route-map) #set interface null0

(config-route-map) #exit

(config) #router bgp 200

(config-router) #neighbor 30.1.1.1 remote-as 200

(config-router) #neighbor 30.1.1.1 route-map myRM in
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set ip next-hop

Use this command to set the specified next-hop value.

Use the no parameter with this command to turn off the setting.

Note: This command is valid for BGP, OSPF, and RIP only.

Command Syntax
set ip next-hop A.B.C.D
no set ip next-hop (A.B.C.DJ)

Parameter
A.B.C.D IP address of the next-hop.

Default
By default, set ip next hop A.B.C.D is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map mymap permit 3

(config-route-map) #set ip next-hop 10.10.0.67

© 2024 IP Infusion Inc. Proprietary

149



Route-Map Commands

set ipv6 next-hop

Use this command to set a next hop-address.
Use the no parameter with this command to delete an entry.
Note: This command is valid for BGP and OSPFv3 only.

Command Syntax
set ipv6 next-hop X:X::X:X
set ipv6 next-hop local X:X::X:X
no set ipv6 next-hop (X:X::X:X|)
no set ipv6 next-hop local (X:X::X:X]|)

Parameters
X:X::X:X Global IPv6 address of the nexthop.
local Local IPv6 address of the nexthop.
Default

By default, set ipv6 next hop X:X::X:X is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

fconfigure terminal
(config) #route-map rmapl permit 3

(config-route-map) #set ipvo next-hop local fe80::203:47ff:fe97:66dc
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set level

Use this command to set the IS-IS level to export a route.

Use the no parameter with this command to disable this function.

Command Syntax
set level (level-1l]|level-2|level-1-2)
no set level (level-1l]|level-2|level-1-2])

Parameters
level-1 Export into a level-1 area.
level-2 Export into a level-2 sub-domain.
level-1-2 Export into level-1 and level-2.
Default

By default, set level is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set level level-1
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set local-preference

Use this command to set the BGP local preference path attribute.

Use the no parameter with this command to disable this function.

Command Syntax
set local-preference <0-4294967295>
no set local-preference (<0-4294967295>])

Parameters

<0-4294967295> Tag value for destination routing protocol.

Default

By default, set local preference is disabled

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set local-preference 12
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set metric

Use this command to set a metric value for a route and influence external neighbors about the preferred path into an
Autonomous System (AS). The preferred path is the one with a lower metric value. A router compares metrics for paths
from neighbors in the same ASs. To compare metrics from neighbors coming from different ASs, use the bgp
always-compare-med command.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function.

Command Syntax
set metric WORD
no set metric (WORD])

Parameters
WORD Metric value [+/-] <1-4294967295>
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set metric 600
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set metric-type

Use this command to set the metric type for the destination routing protocol. Select a type to be either Type-1 or Type-

2 in the AS-external-LSA when the route-map matches the condition.

Note: This command is for OSPF, OSPFv3, or IS-IS only.

Use the no parameter with this command to return to the default.

Command Syntax
set metric-type (internal|external)
set metric-type (type-1]|type-2)
no set metric-type (internal|externall)

no set metric-type (type-1|type-2])

Parameters
external IS-IS external metric type.
internal IS-IS internal metric type.
type-1 OSPF external type 1 metric.
type-2 OSPF external type 2 metric
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

In this example the metric type of the destination protocol is set to OSPF external Type 1.

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set metric-type type-1
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set origin
Use this command to set the BGP origin code. The origin attribute defines the origin of the path information.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to delete an entry.

Command Syntax
set origin (egpligplincomplete)

no set origin (egpligplincomplete])

Parameters
egp Learned through an Exterior Gateway Protocol.
igp Interior to the originating AS. This happens when an Internal Gateway Protocol is
redistributed into BGP.
incomplete Unknown or learned through some other means. This happens when a static route is
redistributed in BGP and the origin of the route is incomplete.
Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set origin egp
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set originator-id

Use this command to set the originator ID attribute.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

If the packets do not match any of the defined criteria, they are routed through the normal routing process.

Use the no parameter with this command to disable this function

Command Syntax
set originator-id A.B.C.D

no set originator-id (A.B.C.DJ)

Parameter
A.B.C.D IP address of originator.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set originator-id 1.1.1.1
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set tag

Use this command to set a tag value. The parameter is the route tag that is labeled by another routing protocol (BGP or
other IGP when redistributing), because AS-external-LSA has a route-tag field in its LSAs. In addition, when using
route-map, OcNOS can tag the LSAs with the appropriate tag value. Sometimes the tag matches with using route-map,
and sometimes, the value may be used by another application.

Use the no parameter with this command to unset a tag value.

Command Syntax
set tag <0-4294967295>
no set tag (<0-4294967295>])

Parameter
<0-4294967295> Tag value for destination routing protocol.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
In the following example the tag value of the destination routing protocol is set to 6:

#configure terminal
(config) #route-map rmapl permit 3
(config-route-map) #set tag 6
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set weight

Use this command to set weights for the routing table.

The weight value is used to assist in best path selection. It is assigned locally to a router. When there are several
routes with a common destination, the routes with a higher weight value are preferred.

To use this command, you must first have a match clause. Match and set commands set the conditions for
redistributing routes from one routing protocol to another. The match command specifies the match criteria under
which redistribution is allowed for the current route-map. The set command specifies the set redistribution actions to
be performed, if the match criteria are met.

Note: This command is valid only for BGP.

Use the no parameter with this command to delete an entry.

Command Syntax
set weight <0-4294967295>
no set weight (<0-4294967295>])

Parameter
<0-4294967295> Weight value.

Default

No default value is specified

Command Mode

Route-map mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

In the following configuration, all routes that apply to access-list 10 will have the weight set at 400. If the packets do not
match any of the defined criteria, they are routed through the normal routing process.

fconfigure terminal

(config) #route-map rmapl permit 3
(config-route-map) #match as-path 10
(config-route-map) #set weight 400
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show route-map

Use this command to display route-map information.

Command Syntax

show route-map (|WORD)

Parameters
WORD Route-map name (maximum size 63 characters)

Command Mode

Exec mode and Privileged Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example
The following is a sample output of the show route-map command.

#show route-map
route-map myRM, permit, sequence 1
Match clauses:
metric 200
Set clauses:
metric 60

#
Table 11 explains the output fields.

Table 11: show route-map details

Field Description

route-map Name of a route map.

permit Routes that match the match clauses are redistributed according to the conditions defined by the
set clauses.

sequence Position of this route map in sequence of route-maps with the same name.

Match clauses Routes that match the conditions defined by the match clause are redistributed according to the
conditions defined by the set clauses.

Set clauses Routes that pass the match clause are redistributed according to the conditions defined by the set
clauses.
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show running-config route-map

Use this command to display the running system status and configuration details for route-maps.

Command Syntax

show running-config route-map

Parameters

None

Command Mode

Privileged Exec mode

Applicability

This command was introduced before OcNOS version 1.3.

Example

>enable

#show running-config route-map

|

route-map abc deny 2

match community 2

|

route-map abc permit 3

match route-type external type-2

set metric-type type-1
|
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cHAPTER 3 Unidirectional Link Detection Commands

This section describes the Unidirectional Link Detection (UDLD) commands.
+ udd
* udld message-time
udld mode
udld state
show udld

¢ show udld interface
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udid

Use this command to enable or disable the UDLD feature globally.

Command Syntax
udld (enable | disable)

Parameters

None

Default
Disabled

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS Version 5.0

Examples
(config) #udld enable
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udld message-time

Use this command to set the UDLD message interval.

Command Syntax

udld message-time <7-90>

Parameters

<7-90> Interval time in seconds

Default

15 seconds

Command Mode

Configure mode

Applicability

This command was introduced in OcNOS Version 5.0.

Examples
config) #udld message-time 50
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udid mode

Use this command to configure UDLD mode as aggressive or normal.

Command Syntax

udld mode (aggressive | normal)
Parameters
aggressive Aggressive mode
normal Normal mode
Default

N/A

Command Mode

Interface mode

Applicability

This command was introduced in OcNOS Version 5.0.

Examples

(config-if) #udld mode aggressive
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udld state

Use this command to enable or disable the UDLD feature for an interface.

Command Syntax
udld state (enable | disable)

Parameters

None

Default
Disabled

Command Mode

Interface mode

Applicability

This command was introduced in OcNOS Version 5.0.

Examples

(config) #int xe7
(config-if)#udld state enable
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show udid

Use this command to display UDLD statistic for all interface.

Command Syntax
show udld

Parameters

None

Command Mode
Exec mode
Applicability

This command was introduced in OcNOS-SP version 5.0.

Examples
#show udld
UDLD : Enable
Message Interval (sec) : 15
Port UDLD Status Mode Link-Status
xe7 Enable Normal Bi-Directional

Table 3-1 explains the output fields.
Table 3-1: show udld output fields

Field Description
ubDLD Whether UDLD is enabled or disabled
Message Interval Message interval in seconds
Port Interface name
UDLD Status Whether UDLD is enabled or disabled on the interface
Mode Whether the mode is aggressive or normal
Link-Status State of the link:

Unknown

Loop-Back

Neighbor Mismatch

Unidirectional

Undetermined

Bi-Directional
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show udld interface

Use this command to display UDLD settings for particular interface.

Command Syntax

show udld interface IFNAME

Parameters

None

Command Mode
Exec mode
Applicability

This command was introduced in OcNOS-SP version 5.0.

Examples
#show udld interface xeld
UDLD Status : Enable
UDLD Mode : Aggressive
Link-State : Bi-Directional
#

Table 3-2 explains the output fields.

Table 3-2: show udld interface output fields

Field Description

UDLD Status Whether UDLD is enabled or disabled

UDLD Mode Whether the mode is aggressive or normal

Link-State State of the link:
Unknown
Loop-Back
Neighbor Mismatch
Unidirectional
Undetermined
Bi-Directional
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cHarpTER4  IP Service Level Agreements Commands

IP Service Level Agreements (SLAs) is a diagnostic method which generates and analyses the traffic between an

OcNOS device and your network. IP SLA monitors and reports network performance data which helps you to identify
the actual root cause of a problem when the performance level drops.

This chapter describes the commands used to manage the IP SLA for ICMP echo.

clear ip sla statistics
frequency

icmp-echo

ip sla

ip sla schedule

show ip sla statistics
show ip sla summary
show running-config ip sla
threshold

timeout
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clear ip sla statistics

Use this command to clear the IP SLA statistics.

Command Syntax

clear ip sla statistics <1-65535>

Parameters
1-65535 IP SLA identifier

Default
N/A

Command Mode

Exec mode and Privileged Exec mode

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#clear ip sla statistics 1
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frequency

Use this command to configure the frequencyl/interval to send ICMP echo packets one by one.

Use the no form of this command to remove the configured ICMP echo frequency.

Command Syntax
frequency <1-60>

no frequency

Parameters

1-60 Frequency in seconds

Default

5 seconds

Command Mode
IP SLA ICMP Echo mode (config-ip-sla-echo)

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#configure terminal

(config) #ip sla 1

(config-ip-sla) #icmp-echo ipv4 10.12.28.1 source-interface xel
(config-ip-sla-echo) #frequency 3
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icmp-echo

Use this command to select and configure the ICMP echo SLA operation. ICMP echo packets are constructed in the
device and sent to the destination address that you specify. These packets are transferred on a specific interface by
setting the source-interface parameter.

Use the no form of this command to un-configure or remove the configured ICMP echo measurement sessions.

Command Syntax
icmp-echo (ipv4 A.B.C.D|ipv6 X:X::X:X|HOSTNAME) (source-interface IFNAME]|)
no icmp-echo (ipv4 A.B.C.D | ipv6 X:X::X:X | HOSTNAME)

Parameters
A.B.C.D IPv4 address
X:X::X:X IPv6 address
HOSTNAME Host name
IFNAME Source interface name
Default
N/A

Command Mode

IP SLA mode (config-ip-sla)

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#configure terminal

(config) #ip sla 1

(config-ip-sla) #icmp-echo ipv4 10.12.28.1 source-interface xel
(config-ip-sla-echo) #
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ip sla
Use this command to create an IP SLA instance. One instance maps to a single SLA operation. You can create multiple

SLA operations to perform multiple similar or different SLA operations.

Use the no form of this command to remove a configured IP SLA configurations.

Command Syntax
ip sla <1-65535>
no ip sla <1-65535>

Parameters
1-65535 IP SLA identifier

Default
N/A

Command Mode

Configuration mode

Applicability

This command was introduced in OcNOS version 5.0.

Example

#configure terminal
(config) #ip sla 1
(config-ip-sla) #
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ip sla schedule

Use this command to schedule an IP SLA operation by associating a time-range object with the IP SLA operation.

Use the no form of this command to stop the configured IP SLA measurement.

Command Syntax

ip sla schedule <1-65535> time-range WORD (vrf (NAME) |)

Parameters
<1-65535>
time-range

TR_NAME
vrf

NAME

Default
N/A

Command Mode

Configuration mode

Applicability

IP SLA identifier.

Time Range

Time range name that you set with the time-range command.

VPN Routing/Forwarding instance

VPN Routing/Forwarding instance name. Maximum limit 32 characters

This command was introduced in OcNOS version 5.0.

Examples

#configure terminal

(config) #ip sla schedule 1 time-range tl vrf vl
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show ip sla statistics

Use this command to display the statistics of IP SLA measurement.

Command Syntax
show ip sla statistics (1-65535) detail

Parameters
1-65535 IP SLA identifier.

Default
N/A

Command Mode
Exec mode and Privileged Exec mode
Applicability

This command was introduced in OcNOS version 5.0.

Examples

#show ip sla statistics 1 detail

IP SLA Statistics

IP SLA ID N
Start Time : 2021 Aug 30 17:40:04
Elapsed time(milli sec) : 46015
Packets Sent : 23
Packets Received : 23
Packet Loss (%) : 0.0000
Invalid Tests : 0
Round Trip Delay (usec)

Minimum : 1000

Maximum : 1000

Average : 1000

Table P-4-3 explains the output fields.
Table 4-3: show ip sla statistics fields

Field Description

IP SLAID IP SLA Identifier (1-65535)

Start Time Measurement start time

Elapsed time(milli sec) Time taken to complete the measurement in milliseconds
Packets Sent Number of packet sent
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Table 4-3: show ip sla statistics fields (Continued)

Field

Description

Packets Received

Number of packet received

Packet Loss(%)

Packet lost in percentage

Invalid Tests

Received ICMP echo reply packets after configured threshold limit will be marked as
invalid tests

Round Trip Delay(usec)

Round trip delay between ICMP echo request and ICMP echo reply: minimum, maximum
and average round trip delay in microseconds

© 2024 IP Infusion Inc. Proprietary

175



IP Service Level Agreements Commands

show ip sla summary

Use this command to display the summary of all IP SLA measurements.

Command Syntax

show ip sla summary

Parameters

None

Default
N/A

Command Mode

Exec mode and Privileged Exec mode

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#show ip sla summary
IPSLAs Latest Operation Summary
Codes: * active, ”~ inactive

ID Type Destination Stats Return Last
(usec) Code Run
1 icmp-echo 20.2.2.3 0 OK 2021 Aug 23 13:53:37

Table P-4-4 explains the output fields.
Table 4-4: show ip sla summary fields

Field Description

ID IP SLA Identifier (1-65535)

Type Measurement type

Destination Destination address

Stats (usec) Round trip time in microseconds for the measurement
Return Code Measurement status

Last Run Measurement last run date and time
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show running-config ip sla

Use this command to display the IP SLA running configuration alone.

Command Syntax

show running-config ip sla

Parameters

None

Default
N/A

Command Mode

Exec mode and Privileged Exec mode

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#show running-config ip sla
ip sla 1
icmp-echo ipv4d 20.2.2.3
frequency 2
threshold 2000
timeout 5000
ip sla schedule 1 time-range tl vrf vl
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threshold

Use this command to configure the threshold for every ICMP echo packet.

Use the no form of this command to remove the configured ICMP echo threshold.

Command Syntax
threshold <1000-60000>
no threshold

Parameters
1000-60000 Threshold in milliseconds.

Default
10000 milliseconds

Command Mode
IP SLA ICMP Echo mode (config-ip-sla-echo)

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#configure terminal

(config) #ip sla 1

(config-ip-sla) #icmp-echo ipv4 10.12.28.1 source-interface xel
(config-ip-sla-echo) #threshold 5000
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timeout

Use this command to configure the timeout for every ICMP echo packet. Any packet arriving beyond this interval is
considered to be lost.

Use the no form of this command to remove the configured ICMP echo timeout.

Command Syntax
timeout <1000-60000>

no timeout

Parameters

1000-60000 Timeout in milliseconds.

Default
10000 milliseconds

Command Mode
IP SLA ICMP Echo mode (config-ip-sla-echo)

Applicability

This command was introduced in OcNOS version 5.0.

Examples

#configure terminal

(config) #ip sla 1

(config-ip-sla) #icmp-echo ipv4 10.12.28.1 source-interface xel
(config-ip-sla-echo) #timeout 5000
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This chapter describes the Layer 3 subinterface commands:

track ip sla reachability
delay up down
object-tracking

show track

show track <1-500>
show track summary

show running-config track
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track ip sla reachability

Use this command to configure an Object for tracking using IP SLA.

Use the no form of this command to delete to object tracking

Command Syntax
track <1-500> ip sla <1-65535> reachability)
no track <1-500> ip sla <1-65535> reachability

Parameters
object-number (1-500) Identifier for the tracked object

ip-sla-number (1-65535) lentifier for I[P SLA association with tracking object

Command Mode

Configuration mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

#configure terminal
OcNOS (config) #track 1 ip sla 1 reachability
OcNOS (config-object-track) #commit

OcNOS (config) #no track 1
OcNOS (config) #commit

© 2024 IP Infusion Inc. Proprietary

181



Object Tracking Commands

delay up down

Use This command is used to delay the state change notification of Object tracking.

Use the no form of this command to remove delay the state change notification of Object

Command Syntax
delay (up <1-9999>]|) (down <1-9999>])
no delay (|upl|down)

Parameters

<1-999> Delay in Notification in seconds.

Default
NA

Command Mode

Object tracking Mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

OcNOS (config-object-track) #delay up 10 down 20
#no delay

#commit

#

#delay down 10

#commit

OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track) #no delay down
#commit

#

#delay up 10
fcommit

#no delay up
#commit

#

OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track
OcNOS (config-object-track

- . e e e e e e e e e o~

(
(
(
(
(
(
OcNOS (config-object-track
(
(
(
(
(
(

OcNOS (config-object-track
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show track

Use this command to display Sham link information.

Command Syntax

show track

Parameters

None

Default
NA

Command Mode

Exec mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

OcNOS#sh track

TRACK Id: 1
IP SLA 1 reachability
Reachability is DOWN

0 changes, last change : 2021 Dec 11 05:20:23

OcNOSH#
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show track <1-500>

Use this command to display Sham link information.

Command Syntax

show track <1-500>

Parameters

<1-500> object identifier

Default
NA

Command Mode

Privileged Exec mode and Exec mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

OcNOS#sh track 2

TRACK Id: 2
IP SLA 2 reachability
Reachability is DOWN

0 changes, last change : 2021 Dec 11 05:29:49

OcNOSH#
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show track summary

Use this command to display the summary of all object tracking.

Command Syntax

show track summary

Parameters
NA

Default
NA

Command Mode

Privileged Exec mode and Exec mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

OcNOS#sh track summary
Object Tracking Summary

ID Type Type-Identifier State
1 ip-sla 1 DOWN
2 ip-sla 2 DOWN
OcNOS#
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show running-config track

Use this command to display object tracking running configuration alone.

Command Syntax

show running-config track

Parameters
NA

Default
NA

Command Mode

Privileged Exec mode and Exec mode

Applicability

This command is introduced in OcNOS version 5.1.

Example

OcNOS#sh running-config track
track 1 ip sla 1 reachability
delay up 20

|

track 2 ip sla 2 reachability
|

OcNOSH#
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Border Gateway Protocol Configuration
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BGP

CHAPTER 1

This chapter contains basic Border Gateway Protocol configuration examples.

Enable BGP Routers in the Same Autonomous System

Figure 1-7 shows the minimum configuration required to enable BGP on an interface. R1 and R2 are two routers
belonging to the same AS, AS200, connecting to network 10.10.10.0/24. First, define the routing process and the AS
number to which the routers belong. Then, define BGP neighbors to start exchanging routing updates.

AS 300

Topology
AS 200
4“10_10_10_1[1 101010 11 “7
Figure 1-7: Routers in the Same Autonomous System
R1

fconfigure terminal

Enter configure mode.

(config) #router bgp 200

Define the routing process. The number 200 specifies the
AS number of R1.

(config-router) #neighbor 10.10.10.11 remote-
as 200

Define BGP neighbors, and establish a TCP session.
10.10.10.11 is the IP address of the neighbor (R2),
and 200 is the neighbor’'s AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.11
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af)# exit-address-family

Exit address-family mode.

R2

#configure terminal

Enter configure mode.

(config) #router bgp 200

Define the routing process. The number 200 specifies the
AS number of R2.

(config-router) #neighbor 10.10.10.10 remote-
as 200

Define BGP neighbors, and establish a TCP session.
10.10.10.10 isthe IP address of the neighbor (R1), and
200 is the neighbor's AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.10
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af)# exit-address-family

Exit address-family mode.
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Validation

#show ip bgp summary

BGP router identifier 192.168.52.2, local AS number 200
BGP table version is 1

0 BGP AS-PATH entries

0 BGP community entries

Neighbor v AS MsgRcv MsgSen TblVer InQ outQ Up/
Down State/PfxRcd

10.10.10.11 4 200 387 390 1 0 0
00:00:04 0

Total number of neighbors 1
Total number of Established sessions 1

#show ip bgp neighbors
BGP neighbor is 10.10.10.11, remote AS 200, local AS 200, internal link
BGP version 4, local router ID 192.168.52.2, remote router ID 192.168.52.3
BGP state = Established, up for 00:01:41
Last read 00:00:11, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 5 messages, 0 notifications, 0 in queue
Sent 6 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds
For address family: IPv4 Unicast
BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

Connections established 1; dropped 0

Local host: 10.10.10.10, Local port: 179
Foreign host: 10.10.10.11, Foreign port: 33931
Nexthop: 10.10.10.10
Nexthop global:
Nexthop local:

BGP connection: non shared network

Enable BGP Between Different Autonomous Systems

This example shows the minimum configuration required for enabling BGP on an interface, when the routers belong to
different autonomous systems. R1 and R2 are two routers in different autonomous system, AS200 and AS300,
connecting to network 10.10.10.0/24.

© 2024 IP Infusion Inc. Proprietary 189



BGP

Topology
AS 200
_____{IIIE!IIIIWJUJUJD 1uja1u11.I|I:EII|}______
Figure 1-8: Routers in Different Autonomous Systems
R1

fconfigure terminal

Enter configure mode.

(config) #router bgp 200

Define the routing process. The number 200 specifies the
AS number of R1.

(config-router) #neighbor 10.10.10.11 remote-
as 300

Define BGP neighbors, and establish a TCP session.
10.10.10.11 is the IP address of the neighbor (R2),
and 300 is the neighbor’'s AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.11
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af)# exit-address-family

Exit address-family mode.

R2

fconfigure terminal

Enter configure mode.

(config) #router bgp 300

Define the routing process. The number 300 specifies the
AS number of R2.

(config-router) #neighbor 10.10.10.10 remote-
as 200

Define BGP neighbors, and establish a TCP session.
10.10.10.10 is the IP address of the neighbor (R1),
and 200 is the neighbor’'s AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.10
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af)# exit-address-family

Exit address-family mode.

Validation

#show ip bgp neighbors
BGP neighbor is 10.10.10.10,
BGP version 4,
BGP state = Established,
Last read 00:00:15, hold time is 90,
Neighbor capabilities:
Route refresh:
Address family IPv4 Unicast:
Received 2 messages,
Sent 2 messages, 0 notifications,
Route refresh request: received O,

remote AS 200,
local router ID 192.168.52.3,
up for 00:00:15

keepalive interval is 30 seconds

advertised and received

0 notifications,

local AS 300, external link

remote router ID 192.168.52.2

(old and new)

advertised and received
0 in queue

0 in queue

sent 0
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Minimum time between advertisement runs is 30 seconds
For address family: IPv4 Unicast

BGP table version 1, neighbor version 1

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (both)

0 accepted prefixes

0 announced prefixes

Connections established 1; dropped O

Local host: 10.10.10.11, Local port: 56091
Foreign host: 10.10.10.10, Foreign port: 179
Nexthop: 10.10.10.11
Nexthop global:
Nexthop local:
BGP connection: non shared network

#show ip bgp summary

BGP router identifier 192.168.52.3, local AS number 300
BGP table version is 1

0 BGP AS-PATH entries

0 BGP community entries

Neighbor Y AS MsgRcv MsgSen TblVer InQ outQ Up/
Down State/PfxRcd

10.10.10.10 4 200 3 3 1 0 0
00:00:50 0

Total number of neighbors 1

Total number of Established sessions 1

Route-Map

Use route maps to filter incoming updates from a BGP peer. In this example, the prefix-list ABC on R1 is configured to
deny entry of any routes with the IP address 1.1.1.0/M (M = 26, 27, 28). To test the filter, R2 is configured to generate
network addresses 1.1.1.0/27 and 1.1.2.0/24. To verify, use the show ip bgp command on R1; it displays R1
receiving updates from only 1.1.2.0/24.

Topology
AS-10 AS-11

i 192 168.10 10 192 168.10 11 |

Figure 1-9: Configure Route-Map
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R1
#fconfigure terminal Enter configure mode.
(config)#ip prefix-list ABC Create an entry in the prefix-list. The ABC parameter is the

name of the map that is created above. 5 specifies the
sequence number or position of this specific route map. deny
specifies the packets are to be rejected. 26 and 28 are the
minimum and maximum prefix lengths to be matched.

(config-ip-prefix-list)#seq 5 deny 1.1.1.0/ 5 specifies the sequence number or position of this specific

24 ge 26 le 28 route map. deny specifies the packets are to be rejected. 26
and 28 are the minimum and maximum prefix lengths to be
matched.

(config-ip-prefix-list)#seq 10 permit any 10 specifies the sequence number or position of this specific

route map. The permit parameter any specifies accept all
packets of any length.

(config-ip-prefix-list) #exit Exit the prefix-list mode
(config) #route-map ABC permit 1 Enter Route-map mode to set the match operation.
(config-route-map) #match ip address prefix- Setthe match criteria. In this case, if the route-map name
list ABC matches ABC, the packets from the first sequence are denied.
(config-route-map) #exit Exit Route-map mode, and return to Configure mode.
(config) #router bgp 10 Define the routing process, and establish a TCP session. The
number 10 specifies the AS number of R1.
(config-router) #neighbor 192.168.10.11 Define BGP neighbors, and establish a TCP session.
remote-as 11 192.168.10.11 is the IP address of the neighbor (R2), and 11

is the neighbor's AS number.

(config-router)# address-family ipv4 unicast Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 192.168.10.11 Activate the neighbor in the Ipv4 address family.
activate

(config-router-af) #neighbor 192.168.10.11 Apply a route map to routes. 192.168.10.11 specifies the IP

route-map ABC in address of BGP neighbor. The ABC parameter is the name of
the route map, and in specifies that the access list applies to
incoming advertisements.

(config-router-af) #exit-address-family Exit address-family mode.
R2
#configure terminal Enter configure mode.

config) #interface 1lo Enter loopback interface mode.

config-if) #ip address 1.1.1.1/27 secondary Specify the interface address.

config-if) #exit Exit loopback interface mode.

(
(
(config-if) #ip address 1.1.2.1/24 secondary Specify the interface address.
(
(

config) #router bgp 11 Define the routing process, and establish a TCP session.
The number 11 specifies the AS number of R2.

(config-router) #neighbor 192.168.10.10 Define BGP neighbors, and establish a TCP session.
remote-as 10 192.168.10.10 is the IP address of the neighbor (R1),
and 10 is the neighbor's AS number.

(config-router) # address-family ipv4 unicast Enter address-family ipv4 unicast mode
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(config-router-af)# neighbor 192.168.10.10
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af) #network 1.1.1.0/27

Specify the network to be advertised by the BGP routing
process.

(config-router-af) #network 1.1.2.0/24

Specify the network to be advertised by the BGP routing
process.

(config-router-af) #exit-address-family

Exit router mode.

Validation
#show 1ip bgp

BGP table wversion is 2, local router ID is 192.168.52.2
Status codes: s suppressed, d damped, h history, * valid, > best, i -

internal,
1 - labeled, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 1.1.2.0/24 192.168.10.11 0 100 0 11

i

Total number of prefixes 1

Route Reflector

The configurations in this section apply to BGP Route Reflectors (RR).

Reduce the iBGP Mesh Inside an Autonomous System

Use Route Reflectors to reduce the iBGP mesh inside an Autonomous System (AS).

Topology

In this example, R2, R5, and R4 would have to maintain a full mesh among themselves, but by making R5 the Route
Reflector, R2 (Client1) has an iBGP session with the RR only, but not with R4 (Client 2). The routes learned from R2
are advertised to the other clients, and to iBGP peers outside the cluster; the iBGP routes learned from iBGP peers
outside the cluster are advertised to R2. This reduces the iBGP peer connections in AS1.
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RR Client

AS 1
Figure 1-10: BGP Route Reflector

RR (R5)

RR Client 2

- -

#configure terminal

Enter configure mode.

(config) #router bgp 1

Define the routing process. The number 1 identifies the AS
number of R5.

(config-router) #neighbor 10.10.10.50 remote-
as 1

Define the BGP neighbor, and establish a TCP session.
10.10.10.50 is the IP address of one of the neighbors (R2),
and 1 is the neighbor's AS number.

(config-router) #neighbor 10.10.11.50 remote-
as 1

Define the BGP neighbor, and establish a TCP session.
10.10.11.50 is the IP address of one of the neighbors (R4),
and 1 is the neighbor's AS number.

(config-router) # address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.50
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af) #neighbor 10.10.11.50
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af) #neighbor 10.10.10.50
route-reflector-client

Configure R5 as the Route-Reflector (RR) and neighbor R2 as
its client.

(config-router-af) #neighbor 10.10.11.50
route-reflector-client

Configure R5 as the Route-Reflector (RR) and neighbor R4 as
its client.

(config-router-af) #exit-address-family

Exit address-family mode.
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RR Client 1 (R2)

(config) #router bgp 1

Define the routing process. The number 1 specifies the AS
number of R2.

(config-router) #neighbor 10.10.10.10 remote-
as 1

Define the BGP neighbor, and establish a TCP session.
10.10.10.10 isthe IP address of the neighbor (R5), and
1 is the neighbor’s AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.10.10
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af) #exit-address-family

Exit address-family mode.

(config-router) fexit

Exit router mode.

RR Client 2 (R4)

(config) #router bgp 1

Define the routing process. The number 1 identifies the AS
number of R4.

(config-router) #neighbor 10.10.11.10 remote-
as 1

Define BGP neighbor, and establish a TCP session.
10.10.11.10 is the IP address of the neighbor (R5),
and 1 is the neighbor’'s AS number.

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 10.10.11.10
activate

Activate the neighbor in the Ipv4 address family.

(config-router-af) #exit-address-family

Exit address-family mode.

(config-router) #exit

Exit router mode.

Validation

RS

#show ip bgp neighbors
BGP neighbor is 10.10.10.50,
BGP version 4,
BGP state = Established,
Last read 00:01:04, hold time is 90,
Neighbor capabilities:
Route refresh:
Address family IPv4 Unicast:
Received 4 messages,
Sent 4 messages, 0 notifications,
Route refresh request: received O,

remote AS 1,
local router ID 192.160.50.3,
up for 00:01:04

keepalive interval is 30 seconds

advertised and received
advertised and received
0 in queue

0 in queue

sent 0

0 notifications,

local AS 1, internal link
remote router ID 10.12.4.152

(old and new)

Minimum time between advertisement runs i1s 5 seconds

For address family: IPv4 Unicast
BGP table wversion 1,
Index 1, Offset 0, Mask 0x2
Route-Reflector Client

Community attribute sent to this neighbor

0 accepted prefixes
0 announced prefixes

Connections established 1; dropped O

neighbor version 1

(both)
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R3

Local host: 10.10.10.10, Local port: 47983
Foreign host: 10.10.10.50, Foreign port: 179
Nexthop: 10.10.10.10

Nexthop global: fe80::a00:27ff:fe09:£d25
Nexthop local:

BGP connection: non shared network

BGP neighbor is 10.10.11.50, remote AS 1, local AS 1, internal link
BGP version 4, remote router ID 10.12.4.197
local router ID 192.160.50.3
BGP state = Established, up for 00:01:04
Last read 00:01:04, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 4 messages, 0 notifications, 0 in queue
Sent 4 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds
For address family: IPv4 Unicast
BGP table version 1, neighbor version 1
Index 2, Offset 0, Mask 0x4
Route-Reflector Client
Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

Connections established 1; dropped 0

Local host: 10.10.11.10, Local port: 39851
Foreign host: 10.10.11.50, Foreign port: 179
Nexthop: 10.10.11.10
Nexthop global: fe80::a00:27ff:feb2:45f6
Nexthop local:

BGP connection: non shared network

#show ip bgp neighbors
BGP neighbor is 10.10.11.10, remote AS 1, local AS 1, internal link
BGP version 4, local router ID 192.160.50.4, remote router ID 10.12.4.185
BGP state = Established, up for 00:00:56
Last read 00:00:56, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 3 messages, 0 notifications, 0 in queue
Sent 3 messages, 0 notifications, 0 in queue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds
For address family: IPv4 Unicast
BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

Connections established 1; dropped 0
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Local host: 10.10.11.50, Local port: 179
Foreign host: 10.10.11.10, Foreign port: 39851
Nexthop: 10.10.11.50

Nexthop global: fe80::a00:27ff:fed2:fb7a
Nexthop local:

BGP connection: non shared network

R2

#show ip bgp neighbors
BGP neighbor is 10.10.10.10, remote AS 1, local AS 1, internal link
BGP version 4, local router ID 192.160.50.2, remote router ID 10.12.4.185
BGP state = Established, up for 00:01:23
Last read 00:01:23, hold time is 90, keepalive interval is 30 seconds
Neighbor capabilities:
Route refresh: advertised and received (old and new)
Address family IPv4 Unicast: advertised and received
Received 4 messages, 0 notifications, 0 in gqueue
Sent 4 messages, 0 notifications, 0 in gqueue
Route refresh request: received 0, sent 0
Minimum time between advertisement runs is 5 seconds
For address family: IPv4 Unicast
BGP table version 1, neighbor version 1
Index 1, Offset 0, Mask 0x2
Community attribute sent to this neighbor (both)
0 accepted prefixes
0 announced prefixes

Connections established 1; dropped O

Local host: 10.10.10.50, Local port: 179
Foreign host: 10.10.10.10, Foreign port: 47983
Nexthop: 10.10.10.50
Nexthop global: fe80::a00:27ff:feSc:£35d
Nexthop local:
BGP connection: non shared network

Multiple Route Reflectors

The basic rule of BGP is that a BGP speaker cannot advertise a route to an iBGP neighbor if that route was learned
from another iBGP neighbor. Configuring a route reflector provides a means to circumvent this rule. The entire route
reflector process is transparent to the clients, and no configuration is necessary on these clients.

Whenever an iBGP-speaking router receives a route update, it forwards the route to the neighbor without changing the
nexthop IP address, thus making it an unreachable route, unless verified by an iGP (for example, neighbor x.x.x.x
route-reflector-client).

« Avroute learned from a non-RR client is advertised to RR clients but not to non-RR clients.

* Avroute learned from a RR client is advertised to both RR clients and non-RR clients. Even the RR client that
advertised the route will receive a copy and discards it because it sees itself as the originator.

+ Avroute learned from an EBGP neighbor is advertised to both RR clients and non-RR clients.
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Figure 1-11: eBGP and iBGP Route Reflector Topology
R1

fconfigure terminal

Enter configure mode.

config) #interface ethl

Enter interface mode

config-if)#ip addr 1.1.1.1/24

Specify IP address for the interface.

config-if) #fexit

Exit interface mode

Enter loopback interface mode.

config-if) #ip address 100.100.100.100/32

(
(
(
(config) #interface 1lo
(
secondary

Specify IP address for the interface.

config-if) #exit

Exit loopback interface mode.

config) #router bgp 100

Define the routing process with AS number 100.

(
(
(config-router) #neighbor 1.1.1.2 remote-as
200

Define the eBGP neighbor (R2).

config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

config-router-af)# neighbor 1.1.1.2 activate

Activate the neighbor under address family mode

config-router-af) #network 100.100.100.100/32

Advertise a route via eBGP connection to R2.

(
(
(
(

config-router-af) #exit-address-family

Exit router mode.

R2

#configure terminal

Enter configure mode.

config) #interface ethl

Enter interface mode

config-if)#ip address 1.1.1.2/24

Specify IP address for the interface.

Exit interface mode

config) #interface eth2

Enter interface mode

(
(
(config-if) #exit
(
(

config-if)#ip address 3.3.3.2/24

Specify IP address for the interface.
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config-if) #exit

Exit interface mode

config) #interface eth3

Enter interface mode

Specify IP address for the interface.

config-if) #exit

Exit interface mode

(
(
(config-if) #ip address 4.4.4.2/24
(
(

config) #router bgp 200

Define the routing process with AS number 200.

(config-router) #neighbor 1.1.1.1 remote-as
100

Define the eBGP neighbor (R1).

(config-router) #neighbor 4.4.4.1 remote-as
200

Define the iBGP neighbor (R4).

(config-router) #neighbor 3.3.3.1 remote-as
200

Define the iBGP neighbor (R3).

(config-router) #bgp cluster-id 4

Define a cluster ID (4) when multiple Route Reflectors exist.

(config-router) # address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 1.1.1.1
activate

Activate the neighbor under address family mode

(config-router-af)# neighbor 4.4.4.1
activate

Activate the neighbor under address family mode

(config-router-af)# neighbor 3.3.3.1
activate

Activate the neighbor under address family mode

(config-router-af) #neighbor 3.3.3.1 route-
reflector-client

Configure R2 as the Route-Reflector and neighbor R3 as its
client.

(config-router-af) #neighbor 4.4.4.1 route-
reflector-client

Configure R2 as the Route-Reflector and neighbor R4 as its
client.

(config-router-af) #exit-address-family

Exit address-family mode.

R3

fconfigure terminal

Enter configure mode.

config) #interface eth2

Enter interface mode

config-if) #ip address 3.3.3.1/24

Assign an IP address

config-if) #fexit

Exit interface mode

config) #interface ethl

Enter interface mode

config-if)#ip addr 5.5.5.1/24

Assign an IP address

config-if) #fexit

Exit interface mode

config) #router bgp 200

Define the routing process with AS number 200.

(
(
(
(
(
(
(
(

config-router) #neighbor 3.3.3.2 remote-as
200

Define the iBGP neighbor (R2).

(config-router) #neighbor 5.5.5.2 remote-as
200

Define the iBGP neighbor (R5).

(config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

(config-router-af)# neighbor 3.3.3.2
activate

Activate the neighbor under address family mode

(config-router-af)# neighbor 5.5.5.2
activate

Activate the neighbor under address family mode
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(config-router-af) #neighbor 5.5.5.2 route-
reflector-client

Configure R3 as the Route-Reflector and neighbor R5 as its
client.

(config-router-af) #exit-address-family

Exit address-family mode.

R4

fconfigure terminal

Enter configure mode

config) #interface eth2

Enter interface mode

config-if) #ip address 6.6.6.1/24

Specify an IP address for the interface.

config-if) #fexit

Exit interface mode

config) #interface eth4

Enter interface mode

config-if) #ip address 4.4.4.1/24

Specify an IP address for the interface.

config-if) #fexit

Exit interface mode

config) #router bgp 200

Define the routing process with AS number 200.

(
(
(
(
(
(
(
(

config-router) #neighbor 4.4.4.2 remote-as
200

Define the iBGP neighbor (R2).

(config-router) #neighbor 6.6.6.2 remote-as
200

Define the iBGP neighbor (R5).

config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

config-router-af)# neighbor 4.4.4.2 activate

Activate the neighbor under address family mode

Activate the neighbor under address family mode

config-router-af) #exit-address-family

Exit address-family mode.

(
(
(config-router-af)# neighbor 6.6.6.2 activate
(
(

config-router) #exit

Exit router mode.

RS

fconfigure terminal

Enter configure mode

config) #interface ethl

Enter interface mode

config-if) #ip address 5.5.5.2/24

Specify an IP address for the interface.

config-if) #exit

Exit interface mode

Enter interface mode

config-if) #ip address 6.6.6.2/24

Specify an IP address for the interface.

)

)
config-if)#interface eth?2

)

)

config-if) #exit

Exit interface mode

config) #router bgp 200

Define the routing process with AS number 200.

(
(
(
(
(
(
(
(

config-router) #neighbor 5.5.5.1 remote-as
200

Define the iBGP neighbor (R3).

(config-router) #neighbor 6.6.6.1 remote-as
200

Define the iBGP neighbor (R4).

config-router)# address-family ipv4 unicast

Enter address-family ipv4 unicast mode

config-router-af)# neighbor 5.5.5.1 activate

Activate the neighbor under address family mode

config-router-af)# neighbor 6.6.6.1 activate

Activate the neighbor under address family mode

(
(
(
(

config-router-af) #exit-address-family

Exit address-family mode.
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Validation

R2

#show ip bgp neighbors
BGP neighbor is 1.1.1.1,

BGP version 4, local router ID
BGP state = Established, up for
Last read 00:00:11, hold time i
Neighbor capabilities:

Route refresh: advertised and
Address family IPv4 Unicast:
Received 32 messages, 0 notific
Sent 31 messages, 0 notificatio
Route refresh request: received
Minimum time between advertisem
For address family: IPv4 Unicast
BGP table version 2, neighbor v

Index 1, Offset 0, Mask 0x2
Community attribute sent to thi
1 accepted prefixes

0 announced prefixes

Connections established 1; dropp
Local host: 1.1.1.2, Local port:
Foreign host: 1.1.1.1, Foreign po
Nexthop: 1.1.1.2
Nexthop global:
Nexthop local:
BGP connection: non shared networ
BGP neighbor is 3.3.3.1,

BGP version 4, local router ID
BGP state = Established, up for
Last read 00:00:17, hold time i
Neighbor capabilities:

Route refresh:
Address family IPv4 Unicast:
Received 10 messages, 0 notific
Sent 13 messages, 0 notificatio
Route refresh request:

remote AS 100,

remote AS 200,

advertised and received

received O,

local AS 200, external link
10.12.4.19¢6,
00:14:41

s 90, keepalive interval is 30 seconds

received (old and new)